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 1 IEC 60870-5-103 Protocol

This document describes the characteristics of the IEC 60870-5-103 communication protocol of EORD-3D 

device. The EORD-3D   IEC 60870-5-103 Implementation acts as controlled station definition (slave).

 2 IEC 60870-5-103 Physical Layer

EOR-3D devices can be connected to an IEC 60870-5-103 Network in order to communicate via RS232 or 
RS485.

 2.1 Parameters of the IEC 60870-5-103 connection

The different parameters of the IEC 60870-5-103 connection are as follows:

 RS232 connection

 Isolated two-point RS485 connection (2kV 50Hz)

 Communication speed can be configured

 2.1.1 Transmission mode

Baud rate:

 9600

 19200

 38400

 57600

 115200

Mode:

 1 start / 8 bits / 1 stop: total 10 bits

 1 start / 8 bits / even parity / 1 stop: total 11 bits

 1 start / 8 bits / odd parity / 1 stop: total 11 bits

 1 start / 8 bits / none parity / 2 stop: total 11 bits

--> 1,5 Stop bits are not supported
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 3 IEC 60870-5-103 Link Layer

The EOR-3D IEC 60870-5-103 slave implementation, resets the cyclic measurement II (Type 9) counter on start 
up of a successful connection in the link layer. After that the measurement counter is incremented to have 
correct data of cyclic measurements II at a successful connection. After a broken connection at the next 
successful connection the transmission of the measurements II starts from the beginning with continuous and 
coherent new data. 

 3.1 IEC 60870-5-103 Link Layer Timeout

The Link Layer, detects a Timeout (TR) after 24 hours.

 4 IEC 60870-5-103 Application Layer

One  common address of the ASDU is identical with the station address.

 4.1 General Type Identifications in monitor directions

Following Type Identifications in monitor direction are implemented:

 01  timetagged message

 02  timetagged message with relative time

 03  measurands I

 04  timetagged measurands with relative time

 05  identification

 06  time synchronization

 08  general interrogation termination

 09  measurands II

 23  list of recorded disturbances

 26  ready for transmission of disturbance data

 27  ready for transmission of a channel

 28  ready for transmission of tags

 29  transmission of tags

 30  transmission of disturbance values

 31  end of transmission

 4.2 General Type Identifications in control directions

Following Type Identifications in control direction are implemented:

 06 time synchronization

 07 general interrogation

 20 general command

 23 order for disturbance data transmission

 4.3 CSV configuration of the IEC 60870-5-103 slave

The EOR-3D IEC 60870-5-103 slave can be configured through a csv file on the target. On start up of the 
system the configuration csv file will be loaded and the IEC 60870-5-103 slave is operational. This file has to be 
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placed in the param directory (ftp/appfs/eor3dapp1/param) on the target (this is the directory where also other 
EOR-3D configurations can be found). It can be transferred to the EOR-3D with the Toolbox download.

After changing the file, it has to be saved and has also to be saved as MSDOS CSV file. Then the CSV file has 
to be transferred to the target via the Upload Scada (ftp/appfs/eor3dapp1/param).

Manfred Gruber

Version 2.1
Copying of this document and giving it to others and the use of communication of the contents thereof are forbidden 
without express authority
Offenders are liable to the payment of damages. All rights are reserved in the event of the grant of a patent or the 
registration of a utility model or design.

Picture 1:  Toolbox download



             EOR-3D
IEC 60870-5-103 Protocol Description

Page:   7  of  12

Date: 2016-01-21

 4.4 Detailed CSV configuration (Step by step)

The default eor3d_t103_target.csv file has an explanation for every possible type of transition included. Please 
look direct in the file for changes. Normal step by step configuration would be:

 Download the csv file from the device
 Change the csv file for you needs with an editor or Microsoft Excel
 Save the file as eor3d_t104_target.csv (MSDOS File format when using excel)
 Upload the file to the target with Toolbox Upload Scada 

 4.4.1 Monitor Direction

The EOR-3D IEC 60870-5-103 slave sets up all configurations from the csv file. Time Tags are locally generated 
where no time tags are delivered form the  EOR-3D Earth Fault Detection Algorithm. Normally on Indications and
disturbance datasets time tags are delivered from the EOR-3D Earth Fault Detection Algorithm. On 
measurements the time tags or relative time is generated by the  EOR-3D IEC 60870-5-103 slave.

 4.4.1.1 DPI time-tagged, DPI with relative time (Type 1 and 2)
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Picture 2: csv demo
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Standard DPI messages with time tag or relative time are included. Please take a look in the csv file which 
events can be configured.

 4.4.1.2 Measurement Normalisation (MEA Type 3 and 9)

Standard normalized measurements are included. Please take a look in the csv file which events can be 
configured. With min, max and scale and normalisation in the csv the value can be normalized.

Calculation of the normalisation used in EOR-3D:

real_value =   from EOR-3D Earth Fault Detection Algorithm

value = real_value * scale(from csv);
value_int =  value;
value_int = normalisation(from csv) / max(from csv) * value_int;

value_int gets transmitted with check of overrun, error and sign, min (from csv) is only used to check the overrun
bit.

4095 is the maximum value, normal 4095 is interpreted as 120% (1.2 x of the real value), change the scale value
accordingly to you needs. In the demo csv file scale is set to 1.0, so the maximum value is transferred as 4095.

 4.4.1.3 Measurements with Relative Time (MEA Type 4)

Standard spontaneous measurements with relative time tag are included. Please take a look in the csv file which
events can be configured. 

 4.4.1.4 A-Eberle Compact Int Values with Time-tag

A-Eberle custom specific Integer values are included. With that values a compact version of (BI, BIF, BO, BOF, 
LED) Indications can be transferred at once. 4 byte are used for the value the last 4 bytes is a standard  60870-
5-103 Time Tag.

 4.4.1.5 Transmit Disturb Dataset (Type 24)

The EOR-3D transmits 8 channels on a disturbance dataset (Uo,U1,U2,U3,Io,I1,I2,I3). If the disturbance Dataset
on the target is greater, only 2sec are transmitted. Correct values of RFA, RPV and RSV have to configured in 
the csv file. In comparison to the disturb dataset from EOR-3D Earth Fault Detection Algorithm, the disturbance 
datasets (values) in the EOR-3D IEC 60870-5-103 slave are divided by 256 to fit in the 16bit value for 
disturbance datasets. Disturbance dataset tags is included. There the 8 BO (Binary Output) status information is 
transmitted.

Default the transmission is disturbance dataset is disabled in the csv file:

0;DISTURB_1;200;0;160;0;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 1;
0;DISTURB_2;200;1;160;1;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 2;
0;DISTURB_3;200;2;160;2;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 3;
0;DISTURB_4;200;3;160;3;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 4;
0;DISTURB_5;200;4;160;4;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 5;
0;DISTURB_6;200;5;160;5;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 6;
0;DISTURB_7;200;6;160;6;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 7;
0;DISTURB_8;200;7;160;7;TYPE_DISTURB_TIME_TAGGED;0;0;0;0;1.0;1.0;1.0;Disturbance channel 8;

To enable disturbance Dataset change the first column for all channels to 1. Disturbance dataset can only be
enabled or disabled for all channels, to enable or disable one channel is not supported!
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 4.4.2 Control  direction

 4.4.2.1 Time sync  (Type 6)

The standard time sync of IEC 60870-5-103 is included. The system time and the real time clock gets set. 

 4.4.2.2 General interrogation  (Type 7)

The standard general interrogation command of IEC 60870-5-103 is included. All configured elements from the
csv can be read through this command. 

 4.4.2.3 Commands  (Type 20)

DPI Commands for higher level system are included. Take a look into the csv which commands can be sended 
to the EOR-3D.

 4.4.2.4 Request overview of  disturb dataset (Type 23)

The standard request overview command of IEC 60870-5-103 for disturbance datasets is included.

 4.4.2.5 Transmit disturb dataset (Type 24)

Please look at Transmit disturb dataset (Type 24) in monitor direction in the csv file. On Normal operation 8
disturbance datasets can be stored in the IEC 60870-5-103 process image. If more disturbance datasets occur
the oldest gets deleted.
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 5 IEC 60870-5-103 EOR-3D Toolbox configuration

 T103 active (disable - all data 0 / enable update data)

--> On a changed from 0 to 1 the IEC 60870-5-103 slave gets it new configuration.

 Protocol (disabled / COM2 RS485 / COM1 RS232)

 T103 Station CA

 T103 PI Update (Update PI Image IEC 60870-5-103 Slave)
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 5.1 Process Image Update

On normal operation the EOR-3D IEC 60870-5-103 slave process image is only updated if an event is send. If 
the configuration with csv file has deviation configured events are only send if enough deviation occurs. It can be
configured that the internal process image also gets updated if not enough deviation occurs. Normal higher level 
systems check the slave of correctness if the event has the same date like the general interrogation. So this 
configuration is default turned off. It can be switched that the general interrogation always sends the most actual 
data.   
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 6 IEC 60870-5-103 Demo WinPP103

As a short example of the IEC 60870-5-103 slave implementation the Fink WinPP103 is used.

 7 BI (Binary Input) – Hardware differences

BE3 to BE6 is only available on EOR-3D compact Hardware Version!
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Picture 5: WinPP
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