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1 IEC 61850 Goose Protocol

This document describes the characteristics of the IEC 61850 goose communication protocol of EORD-3D
device.

2 IEC 61850 Goose Toolbox

e Goose active (disable - 0 / enable - 1)

--> On a changed from 0 to 1 the IEC 61850 goose slave starts

€

o Offnen  gpom Param+

Projekt-Ubersicht X" | [Projekt/Gerdte-Pool 1/EOR-3D (192.168.130.103)/Parameter 1] - Wert PC: EOR-3D (192.168.130.103) (Letztes Update 18:17:49)

B Projekt
I GeratePoal 1
[E @1: ECR-3D (192. Ffade [
M Anzeige GOOSE aktiv
4 B setup
4 B Inbetriebn...
M Allgemein

» B Kommuni...
4 ¥ Leittechnik
» I Modbus
» W IEC608...
B IEC608...
» I IECE08...
» [ DNP3
B GOOSE
» I HW Konfig
¢ M Erdschluss
» I Kurzschluss
B Rekorder
M Logbuch
» I 5ta
M Administrati...

fully sent

Picture 1: Toolbox enable
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3 SCL-CONFIG-E3D

3.1 Task

e Editing XML GOOSE configuration
e Creating XML GOOSE configuration
e  Support GOOSE configuration from Third-party software

3.2 Start

3.2.1 Start from Toolbox
Use the Toolbox file panel to download the GOOSE XML configuration.

A\ AEberle Toolbox™ (1.005.016 Build 0001 BETA)
Home G Konfiguratian Online ] Dateien

! eor3d_t103_target.

! eor3d_t104_target.csv
! eor3d_t101_targ

4! eor3d_dnp3_targ

B SERVICE eor3d_goose_.ar In Projekt Gibertragen

= eor3d_goose_target.xml

Y| Speichern unter
Laschen

| Dorne.

Picture 2: Download GOOSE XML
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»

Projeit speichem
Operationen EORSys
Projekt-Ubersicht X' | Dateien: EOR-3D (192.168.130.103)
B Projekt | » SCADA ) |
B GerstePool 1
@1: EOR-3D (152. 168.130. 103) Pfade MName Anderungsdatum GridBe |
L
— R ® RECORDER ! eor3d_t103_target.csv 20.08.2016 15:53:00 37,1 kB
- | eor3d_goose_target.xml |
a5 SCADA I ! eor3d_t104_target.csv 20,08,2016 15:53:00 65,3 kB
@ LoG %! eor3d_t101 target.csv 20.08.2016 15:53:00 64,0 kB
£k CONFIG %! eor3d_dnp3_target.csv 20.08.2016 15:53:00 23,3 kB
W SERVICE [7" 1 eor3d_goose_target.xml 03.08,2016 14:43:00 44,2 kB
4
4
Dare. | | | |
H e 3 ediIto
pload the GOO e alte anging, to the de e drag and drop to the ADA e
x
— gx Home Ge Ko 0 e Analyse Dateien
Projskt spaicharn
Operationen EORSys
Projekt-Ubersicht X | Dateien: EOR-3D (192.168.130.103)
B Projekt | » SCADA
[l Gerate—ool 1
[ @1: EOR-3D (192.168.130.103) Pfade I Mame Anderungsdatum Gridke |
Wyscaoa # prrnonco || ) eor3d_t103_target.csv 20.08.2016 15:53:00 37,1kB
.
|| %% SCADA I| | 4! eor3d_t104_target.csv 20,08,2016 15:53:00 65,3 kB
| 20.08.2016 15:53:00 64,0 kB
20.08.2016 15:53:00 233 kB
nfiguration auf dem Gerit 03.08.2016 14:43:00 44,2 kB
4
4
Daore. | | | |
H e 4 pload 00
a ed per/AleXanae d alo
op go ao e anda g g 0 othe and e e Of CO ation o e conte ereor are rorpiaae
o) expre a 0)
-~ O Offende e llable to ep e of damages. A g ere ed e eve 0 e gra 0 pate 0
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3.2.2 From Batch File

e Command line: SCL-Config-E3D.exe -e 5 -x "..\\config\\eor3d_goose_target.xml"
e or as normal windows application

3.2.3 From Third-party software

e SCL-Config-E3D.exe -e 5 -x "..\\path\\eor3d_goose_target.xml"

3.2.4 Start as normal windows application

e Select XML file (configuration file with GOOSE settings)

» EOR3-D-5CL_Config » [ECH1850-GOOSE » scl-congig-e3d » config

= Mame Date modified Type Size
|| eor3d_goose_target.xml 08.04.2016 08:02 AML Document 45 KB
> | XML files (" xML) -
[ Open ] l Cancel I

Picture 5: XML

If the file is correct, the Main window will open.
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,
#) SCL-Config Version 10.2.6015

T |anr3djoosa_targetxml
FILE QOutgoing GOOSE Incoming GOOSE
Add Activate GOOSE o_)
GoCB
N GOOSE [

GOOSE Control Block Edtor

E

|i| E3DA/LLNOSGOSChEEe [Binary Outputs and Function
E3DALLNDSGOSChSechn [Secondary Analog Data]
E3DA/LLNOS$GOSChPran [Primary Analog Data]

o)

Common Setings ‘ Communication Settings I Data Set ITimaStrEnegy

Control Block Activate
GOOSE identffier {Gold) IdBi

Control Block (GoCEB) E3DA/LLNDSGOSChB

DataSet Name E3DA/LLNDSDsBi

Control Block Description Binary Inputs and Functions

i’icture 6: Main Window

1 — functional tabs with incoming and outgoing GOOSE

2 — GOOSE control blocks
3 — Configuration panel with editors
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3.3 File operations (Save, Exit, Ignore changes)

#| SCL-Config Version 10.2.6017

T |e::nr3d_n:1n:n:nse_targetml
FILE Outgoing GOOSE Incoming GOOSE

Config files

E) Exit Only

|@ Contents | |@ About |

catii

|:| E3IDALLMNOSGOSCEEo [Binary Outputs and Function
|i| EIDALLMNOEGOSChSectn [Secondary Analog Data] Control Block Activate

_I-.“!.'-I E3DALLNOSGOSCEPran [Primary Analoo Datal
Picture 7: 3.4 File operations

3.3.1 Save and Exit

If any changes have been done, the pictogram will be activate.
3.3.2 Exit only

Ignore all changes and exit
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3.4 Outgoing GOOSE

.
| SCL-Config Version 10.2.6017 o | s S

N ‘eor}djoose_targetml |
FILE Outgoing GOOSE Incoming GOOSE

Activate GOOSE QJ
Add P 9 @
GoCB ﬂ = > @
—) [ GOOSE
GOOSE Control Block Editor
|:1 E3DALLNOSGOSChEI [Binary Inputs and Functions] Common Settings | Communication Settings I ata Set I Time Stmtegyl
|t[ E3DALLNOSGOSCEBo [Binary Outputs and Function
I:l E3DALLMNOSGOSChSechn [Secondary Analeg Data] Control Block Activate
|:1 E3DALLNOSGOSCEPrAn [Primary Analog Data] .
/’ GOOSE identifier (Gold) IdBi
@ Control Block (GoCB) E3DA/LLNOSGOSChB
DataSet Name E3DA/LLNOSDsBi

Control Block Description Binary Inputs and Functions

Ik —

Picture 8: Outgoing GOOSE

1) Add and remove GOOSE control block

2) Activate/deactivate outgoing GOOSE

3) List of outgoing GOOSE control block (GoCB)
4) Parameters of the GoCB

5) Communication settings

6) Data set description

7) Time strategy for outgoing GOOSE

Manfred Gruber/Alexander Sacharov

Copying of this document and giving it to others and the use of communication of the contents thereof are forbidden
X without express authority
Version 1.3 Offenders are liable to the payment of damages. All rights are reserved in the event of the grant of a patent or the
registration of a utility model or design.



Page: 11 of 19
Date: 2016-09-12

EOR-3D

a-eberle IEC61850 Goose Protocol Description

This defines the GSE GOOSE addressing. The values and character restrictions are defined in Table.

GOOSE Control Block Editor
Comman Settings | Communication Settings

Data Set | Time S

MAC-Address M-0CCD |- 01 - 11 - 01
APPID M

VLAN-PRIORITY 4
VLANAD 0

Picture 9: Communication Settings

Table Definitions for GSE SCL

P-Type designation Description mlo Restrictions/lcomments

MAC-Address

value

Media access address m

Shall be 6 groups of 2 visible characters
separated by hyphens(-). Characters shall be
limited to 0 to 9 and A to F.

APPID Application identifier o] Shall be 4 characters.

Characters shall be limited to 0 to 9 and A to F.
VLAN-PRIORITY VLAN user priority cl Shall be a single character.

Characters shall be limited to 0 to 7.
VLAN-ID VLAN ID 0 Shall be 3 characters. Characters shall be

limited to 0 to 9 and A to F.

cl Shall only be present if VLAN is also present.

Manfred Gruber/Alexander Sacharov

Version 1.3

Copying of this document and giving it to others and the use of communication of the contents thereof are forbidden

without express authority

Offenders are liable to the payment of damages. All rights are reserved in the event of the grant of a patent or the

registration of a utility model or design.




EOR-3D Page: 12 of 19

Date: 2016-09-12
a-eberle IEC61850 Goose Protocol Description

A data-set is an ordered group of DataObjects, organized as a single collection for the publisher of
GOOSE. The references are called the members of the data set. The membership and order in a data-set
shall be known to the subscriber.

GOOSE Control Block Editor
Common Settings Communication Settings Data Set | Time Strategy
Flow ot The QS paw Ol Oolimd Cmll Mawn o Vemn D oD,
: 1 [vee_a2m EOOL afer
*® 2 vBE_32[1] BOOL after
1 |vBE 327 EOOL after
4 vBE_32(3] BOOL after
5 |vBE_3214] EOOL after
6 |vBE_32(5] EOOL after
7 vBE_32[6] BOOL after
g |vBE_ 32 EOOL after
9 vBEF_32[0] BOOL after E
10 |wBEF_3201] EOOL after
11 |vBEF_322] EOOL after
12 |wBEF_32[3] BOOL after
13 |vBEF_3204] EOOL after
14 |wBEF_32[5] BOOL after
15 | vBEF_22[6] EOOL after
16 |vBEF_32[7] BOOL after
17 |vBEF_32[g] EOOL after
18 |vBEF_32[9] EOOL after
19 |wBEF_32[10] BOOL after -

Picture 10: Data Set
Features:

“+" - add new data object in outgoing GOOSE

Adding the Data Object from a template @
Data Point Type |Status points - |
Data Point Template |Binar'_.r input 19 "’|

Insert after the cument row

@ Append to the end

| Add | | Cancel

Picture 11: Adding

After adding we find a new member in end of list.
We can reorder data set and rename all member.

15 |wBEF_32]6] BUUL atter
16 |vBEF_32[7] BOOL after
7 |vBEF_32[8] BOOL after
18 |vBEF_32(9] BOOL after
19 |vBEF_32[10] BOOL after
20 Binary input 15 BOOLEAN none 1

Picture 12: New Data
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GOOSE Control Block Editor

T | Common Settings I Communication Settings |: Data Set |'I"|n'|e Stmtegﬂ
o (SRR — TR [l W R o gy e
|§|\ 3 |vBE 202 BOOL after 0
{am‘mﬂm BOOL after W
% [vBE_3214) BOGL after Bl
6\ |vBE_3209) EOOL after o
7 \|vBE_3218) BOOL after |
8 lBE_20) BOOL after 0
5 |vBEF_3200] BOOL after W
10 |vBEF_3211) BOGL after Bl
1 |vBER32(2) EOOL after o
12 |vBEF_%2r3) BOOL after |
13 vEEF_w BOCL after 0
14 | Binary input 15 BOOLEAN none ]
15 |vBEF_32] BOGL after Bl
16 |vBEF_32/8] BOOL after @
17 |vBEF_3207 BOOL after |
18 |vBEF_323] BOCL after 0
an i LY VN " =
Picture 13: Move
Delete member
F s
- vBE_32[2] BOOL after [
" b 4 vBE_32[3] BOOL after M
-3“‘"‘3.%32[‘“ BOOL rQuEStiDI"I Id:h‘

6 |vBE 3P BOOL
7 |vBE326] M= | BOOL .
8
9

vBE_3217] \EQQ*- <« Are you sure to delete DO from Dataset?

vBEF_32[0]

10 |vBEF_32[1]
11 |vBEF_3212] I
12 |vBEF_323] ] I
13 |vREESATTT I
| [— BOOEEAN — O
15 | vBEF_32[5] BOOL after O
16 | vBEF_32[6] BOOL after O
17 |vBEF_32[7] BOOL after O

vBEF 3218] BOOL after [

18
Picture 14: Delete
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3.4.1 Goose Re-transmission Strategies
The Goose protocol as defined by IEC 61850 includes a re transmission scheme, that allow for some variants
for timing.

The software includes a the two Goose strategy: arithmetic and profile.
The arithmetic scheme has three parameters:

1) firstinterval,
2) multiplier
3) maximum interval.

The profile scheme allows for a specific set of intervals to be specified.

GOOSE Control Block Editor
Commaon Settings Communication Settings | Data Set |T"'|'|ESTEITEEE|-’
Cutgoing GOOSE Retransmission Strategy

Retransmission Strateqgy Type

Arthmetic scheme

First interval [ms] 8
Multiplier 2

Max retransmission timeout [ms] 4056

Profile scheme
Mumber of Intervals &
1th interval [ms] 10
Zthinterval [ms] 100
3th interval [ms] 200
dth interval [ms] 1000
hth interval [ms] 2000
Gth interval [ms] 4000

Picture 15: Time Strategy
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Selection of the type or re transmission strategy:

GOOSE Control Block Editor

| Commaon Settings | Communication Settings I Data Set | Time Strateqy |
COutgoing GOOSE Retransmission Strateqy

Retransmission Strateqy Type

Arthmetic scheme anthmetic
First interval [ms] profile
Multiplier 2

Mz retransmission timeout [ms] 4096

Prafile scheme

. Kliimbar oF Irtaresle ) A [
Picture 16: Re-transmission strategy

3.5 Incomming GOOSE

The interface looks like the outgoing GOOSE.
Each incoming GOOSE can cause to EOR3-D command

Selection of the command
|—.| GOOSE r.|
GOOSE Control Block Editor

1% E30A/LLNOSGOSCHBI [Binary Inputs and Functions] | Common Settings | Communication Settings | Data Set | Time Stm1egy|
|:| E3DA/LLNOSGOSChBo [Binary Outputs and Function

+ i -
|;| E2DALLNOSGOSChSechn [Secondary Analog Data] it + - Description Type 'EJOL;;:E}I; Factor D:;t:ilvB;gd DesadIE:nd D;:ﬁ
|| E2DA/LLNOSGOSCEPrAn [Primary Analog Data] -
- 1 |allg_8[0] ding the Data Object from a template
® 2 |allg_g[]
3 |aUig_am || Data Foint Type [Measures -
4 |aUig_8p] Data Point Tempiate | -
| Ul_value_1 ~
5 aUls_Ef4) B Ul_value_2
6 alllg_8[] Ul_value_3
I Ul_value_4
7 aUlg_8[5] A UI:vaIue:B
3|V Uvatie?
Ul_value_8 L
Ul_angle_1 =
Ul_angle_2

Ul_d_angle_3

Ul_d_angle_4

Absolute value Uo in kY {primary)
Absolute value U1 in kW {primarny)
Absolute value U2in kY {primary)
Absolute value U3in kY {primary)
Absolute value lo in A [primary)
Absolute value 11in A [primary)

= Absolute value 12in A (primany)

i ance Absolute value 13in A (primary}
Absolute value Uo in V (secondarny)
Absolute value U1in V {secondary)

Picture 17: Incomming GOOSE
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3.5.1 Adding a new member in incoming data set

A columns in data set member interface:

1) Order number command in incoming GOOSE
2) Description (any text)

3) Type of member (selected from list)

4) Quality position for the member (before, after or without quality)
5) Factor for incoming value in command,;

6) Dead band activate for float set points

7) Dead band value for float set points

8) Dead band value as %

9) Minimum value for float set points

10) Maximum value for float set points

11) Dead band around zero

12) Dead band around zero as %

EolH
T GOOSE fa
GOOSE Control Block Editor
1% E3DA/LLNOSGOSChE [Binary Inputs and Functions] | Common Setings | Communication Settings |, Data 56t || Time Strateay |
|:| E3DA/LLNOSGOSCEBG [Binary Outputs and Function
|:| E3DALLNOSGOSChSechn [Secondary Analeg Data] + Pedles Description Type QU?!W o
1 E3DALLNOSGOSCHPrAn [Primary Anzlog Data] - Fostion
\{\ - 1 alllg_8[0] FLOAT after 10
,
\\\ ¥ 2 alllg_8[1] FLOAT after
e 3 alllg_8[2] FLOAT after
N
\\\ 4 alllg_8[3] FLOAT after
Y b 5 alllg_8[4] FLOAT fter
",
\\ 6 alllg_8[5] FLOAT fter
,
\\\ 7 alllg_8[E] FLOAT after
' 8 [allg_8[m [ FOAT [ after | N
9 Absolute value Uoin V (zecon... FLOAT nane
GOOSE Control Block Editor
| Common Settings I Communication Settings Data Set | Time Stmtegyl
DeadBand
Flow  ouewen Toe  geme R QPR O Opimd Mmoo M e mnizm
e | ! [aUa_sm FLOAT after 10 ] 200 200
e 2 alllg_8[1] FLOAT after = -200 200
3 |allg_8[ FLOAT after ] 200 200
4 |alig_g FLOAT after ] 200 200
5 |aUig_g[4] FLOAT after =] 200 200
6 alllg_8[5] FLOAT after ] -200 200
7 |aUlg_g] FLOAT after ] 200 200
8 |aUlg_am FLOAT after ] 200 200
0/ Absolute value Uoin V (secon... FLOAT nong = i
e © © o g © @ o @© o @

Picture 18: GOOSE incoming configuration
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3.5.2 GOOSE incoming configuration

L
FILE Qutgoing GOOSE Incoming GOOSE

+ + = +um
v © = =L
T?Dclri .A.dq Remo_-.-e Sgtdq CoII‘apse Ex;?and
1D Subscriber  Subscriber Obiect All All
[P}
GOOSEight Extemal Publisher Configuration @
BN el Conmands | TEMPLATE V1 No5GOscoRer1 [ Setings
8 Power_Off {DataSetMember=1) Subscriber activate
.- Reboot E2D (DataSetMember=2) Commert General Commands
8 Rec_Start (DataSetMember=5) GSE GOOSE addressing
[ Reset_Al (DataSetMember=7) @) MAC-Address [010CCD |- 00 - o€ - 0F
[8] Reset_LEDe {DataSetMember=5) o
I8 Reset qu2 DataSetMember11) Application 1D [dec/hex] 6 x ODD6 H @
B Reset_Cos_phi {DataSetMember=13) VLANID 0oo
“[l] Reset_Sin_phi (DataSetMember=15) VLAN user priority 4
[ |11 [ The different switch settings ]| TEMPLATE1/LLNO$GOSchRef2
GOOSE identfier (gold) gold1
Control block name (gocbRef} TEMPLATE1/LLNOSGOScbRef1
Data set reference {dat Sef) TEMPLATE1/LLNOSgoDs1
Configuration revision (ConfRev) 1 @

Failure Handling for the first GOOSE Message (gfter start)

First timeout [ms] 6144 i

ne fo wak for the first message.
Mter first GOOSE message (71 1) Objects will be initialized @)

@ 1) Objects wil be intialized;
= 2) Their commands will be executed

Failure detection commands

M publisher timeout detection this command will be sent
CMDfalse

9)

@‘ Ok Cance!

Picture 19: GOOSE incoming configuration

1) GOChbin list

2) Member, that are to be estimated in commands

3) Settings (external Publisher)

4) Goose addressing

5) GOOSE ID, Control Block, Data set reference, configuration number.

6) Optional: what is behavior in command estimation because of GOOSE timeout, or after first received
message

7) Is not used now.
8) Okay — to save any changes
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-

|eu:ur3d _goose_target xml

FILE Outgoing GOOSE

Incoming GOOSE

Config files
||"_—) Save and Exit €D) 9

B Exit Onlv ?)

GOO5Eigh
|@ Contents | |@ About || Settings
e,
‘ . [ Power_Off (DataSetMember=1) Subscriber
. [ Reboot E3D (DataSetMember=3)
Picture 20: Save/EXxit

Comment
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4 |EC 61850 Goose Test with wireshark

The Network Analyzer wireshark has a goose filter, which can be used for testing.

Capturing from em1 [Wireshark 1.12.10 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
®AdmAd a8f x Q¢ » % 22BBlosoof $E2H®

Filter: ‘ goose | - | Expression... Clear Apply Speichern

tocol Length Infe ~ Frame 25: 205 bytes on wire (1640 bits), 205 bytes capture

Interface 1d: 0 (eml)
Encapsulation type: Ethernet (1)
Arrival Time: Jun 20, 2016 18:25:24,300056000 CEST
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1466439924.300056000 seconds
[Time delta from previous captured frame: 0.000008000 se
[Time delta from previous displayed frame: 0.000008000 s
[Time since reference or first frame: 0.531247000 second
Frame Number: 25
Frame Length: 205 bytes (1640 bits)
Capture Length: 205 bytes (1840 bits)
[Frame 1s marked: False]
[Frame 1s ignored: False]
[Protocols in frame: eth:ethertype:goose]
[Coloring Rule Name: Broadcast]
[Colering Rule String: ethlo] & 1]
~ Ethernet II, Src: 00:c0:d5:01:04:02 (00:c0:d5:01:04:02), D
» Destination: 0l:0c:ed:01:12:01 (01:0c:cd:01:12:01)
» Source: 00:c0:d5:01:04:02 (00:c0:d5:01:04:02)
Type: IEC 61850/G00SE (0x88b8)

No. Time

Destination Pr

~ GOOSE
APPID: ©x0001 (1)
Length: 191

Reserved 1: 0x0000 (@)

Reserved 2: 0x0000 (@)
~ goosePdu
gochbRef: E3DA/LLNO$GO$ChSecAn
timeAllowsdtolive: 1536
datSet: E3DA/LLNO$DsSecAn
goID: IdSechn
t: Jun 20, 2016 14:48:35.434000134 UTC
sthum: 89
sqhum: &
test: False
confRev: 1
ndsCom: False
numbDatSetEntries: 8
allData: 16 items

-

0o bf 0O 00 0O 00 61 81 b4 80 14 45 33 44 41 =M. . . ...
4c 4c 4e 30 24 47 4f 24 43 52 53 65 63 41 Ge
02 06 00 82 11 45 33 44 41 2f 4c 4c de 30 24 4

ST 2o i dcacin

01 oc ed 01 1201 00 cO dS0l1 040288 bsoo ol ....... ........ I

@®  Frame (frame), 205 bytes ‘ Packets: 2568 - Displayed: 670 (26,1%) Profile: Default

Picture 21: wireshark demo
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