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1. User Guidance

Read the User Manual in its entirety and do not use the product unless you have under-
stood the User Manual.

1.1 Warnings
Structure of the warnings

Warnings are structured as follows:

/\ SIGNAL Nature and source of the danger.

WORD Consequences in the event of non-observance.

Actions to avoid the danger.

Types of warnings

Warnings are distinguished by the type of danger they are warning against:

A DANGER! Warns of an immediately impending danger that can result in death
or serious injuries when not avoided.

/\ WARNING!  Warns of a potentially dangerous situation that can result in death or
serious injuries when not avoided.

A CAUTION! Warns of a potentially dangerous situation that can result in fairly
serious or light injuries when not avoided.

NOTICE: Warns of a potentially dangerous situation that if not avoided
could result in material or environmental damage.

1.2 Tips
Tips on the appropriate device use and recommendations.

1.3 Other Symbols

Instructions
Structure of the instructions:

< Instructions for an action.

% Indication of an outcome, if necessary.

User Guidance Page 9
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Lists

Structure of unnumbered lists:

0 Listlevel 1

— Listlevel 2
Structure of numbered lists:
1) Listlevel 1
2) Listlevel 1

1. Listlevel 2

2. Listlevel 2

Scope of Delivery

0  WinConfig Software, available on FTP: ftp://a-eberle-user:eberle @ftp.a-

eberle.de/public/SCADA/WinConfig 11/ or at the Download Centre of our Homepage:

http://www.a-eberle.de

0  User Manual

0 RS232 cable

O RPL Loader Software, available on FTP: ftp://a-eberle-user:eberle @ftp.a-
eberle.de/public/SCADA/REG-PE(X)-Loader/

Page 10
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Supported Software

Table 1:

Topical software state at the 2017-11-27

Name Definitions

Date

27.11.2017

REG-PE version TK860

Supported XML settings from WinConfig

Settings can be found in direc-

XML settings file

settings.xml

tory /mnt/jffs2/param other files and directories are
only temporary generated
from settings.xml after each
restart

Images: Firmware ramdisk:

uRamdisk (BusyBox, common
libraries and utilities)

Kernel:
kernel.tgz
(Linux kernel for TK860)

TK860_DNP3.tgz
TK860_IEC104.tgz
TK860_IEC103.tgz
TK860_IEC101.tgz
TK860_MODBUS.tgz
TK860_CSO.tgz
TK860_C37118.tgz
TK860_IEC61850.tgz
TK860_DDAKO.tgz
TK860_SPABUS.tgz

(protocol specific applications
and web pages)

Supported Software
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Name Definitions

Date 27.11.2017

REG-PED version TK885 Supported XML settings from WinConfig
Settings set in directory XML settings file settings.xml
/mnt/jffs2/param others files and directories are

only temporary generated
after each start from set-
tings.xml

Images: Firmware ramdisk:

uRamdisk (BusyBox, common
libraries and utilities)

Kernel:
kernel_16MB.tgz
kernel_16MB_SCC4.tgz
kernel_32MB.tgz
kernel_32MB_SCC4.tgz

(Linux kernel for TK885D board
with 16 and 32 MB flash)

TK885_DNP3.tgz
TK885_IEC104.tgz
TK885_IEC103.tgz
TK885_IEC101.tgz
TK885_MODBUS.tgz
TK885_CSO.tgz
TK885_C37118.tgz
TK885_IEC61850.tgz
TK885_SPABUS.tgz

(protocol specific applications
and web pages)
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REG-PED version TK102

Supported XML settings from WinConfig

Settings set in directory XML settings file settings.xml
/data/param others files and directories are

only temporary generated

after each start from set-

tings.xml
Images: System firmware image:

System.fit (kernel, BusyBox,
common libraries and utilities)

TK102_CSO.tgz
TK102_DNP3.tgz
TK102_|EC101.tgz
TK102_|EC103.tgz
TK102_|EC104.tgz
TK102_|EC61850.tgz
TK102_MODBUS.tgz

(protocol specific applications
and web pages)

Supported Software
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REG-PE version TK28-4

Supported XML settings from WinConfig

Settings set in directory XML settings file settings.xml
/data/param others files and directories are

only temporary generated

after each start from set-

tings.xml
Images: System firmware image:

System.fit (kernel, BusyBox,
common libraries and utilities)

TK28-4_CSO.tgz
TK28-4_DNP3.tgz
TK28-4_IEC101.tgz
TK28-4_IEC103.tgz
TK28-4_|EC104.tgz
TK28-4_|EC61850.tgz
TK28-4_MODBUS.tgz

Page 14
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REG-PE version TK28-6

Supported XML settings from WinConfig

Settings can be found in direc- | XML settings file settings.xml
tory /mnt/jffs2/param other files and directories are

only temporary generated

from settings.xml after each

restart
Images: Firmware ramdisk:

uRamdisk (BusyBox, common
libraries and utilities)

Kernel:
kernel.tgz
(Linux kernel for TK28-6)

TK28-6_CSO.tgz
TK28-6_DNP3.tgz
TK28-6_IEC101.tgz
TK28-6_IEC103.tgz
TK28-6_IEC104.tgz
TK28-6_IEC61850.tgz
TK28-6_MODBUS.tgz

(protocol specific applications
and web pages)

REG-P version TK28-8

Supported XML settings from WinConfig

Settings set in directory XML settings file settings.xml
/data/param others files and directories are

only temporary generated

after each start from set-

tings.xml
Images: System firmware image:

System.fit (kernel, BusyBox,
common libraries and utilities)

TK28-8_CSO.tgz

Supported Software
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Table 2:

Firmware REG-P

Firmware REG-P

REG-P Version TK509 IEC101 balanced 25-01-2011 | asciireg1l01B509V4215.hex
Version 42.15
IEC101 unbalanced 25-01-2011 | asciiregl01U509V4215.hex
Version 42.15
IEC103 04-03-2010 | asciireg103_509V4211.hex
Version 42.11
DNP3 16-11-2009 | DNP3.hex
REG-P version TK517 IEC101 balanced 25-01-2011 | asciiregl01BEXTV4215.hex
Version 42.15
IEC101 balanced 25-01-2011 | asciiregl01BINTV4215.hex
Version 42.15
IEC101 unbalanced 25-01-2011 | asciiregl01UEXTV4215.hex
Version 42.15
IEC101 unbalanced 25-01-2011 | asciiregl01UINTV4215.hex
Version 42.15
IEC103 03-03-2010 | asciireg103_EXTV4211.hex
Version 42.11
IEC103 10-03-2010 | asciiregl03_INTV4211.hex
Version 42.11
DNP3 02-10-2012 | DNP3EXT.hex
DNP3 02-10-2012 | DNP3INT.hex
REG-P version TK400 IEC101 balanced 25-01-2011 | ASCIIReg101B400V5213.hex
Version 52.13
IEC101 unbalanced | 25-01-2011 | ASCIIReg101U400V5213.hex
Version 52.13
IEC103 12-01-2012 | ASCIIReg103_400V5216.hex
Version 52.16
DNP3 23-07-2012 | DNP3.hex
CSO 16-11-2009 | CSOv6007.hex
Version 60.07
PQI-DA (TK400) CsO 16-11-2009 | CSOv6007.hex

Version 60.07

Page 16
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Introduction

The User instruction manual is focused to the configuration of telecontrol boards REG-P /
REG-PE / REG-PED / PQI-DA using DNP3, IEC101, IEC103, IEC104, Modbus, 61850, C37.118
communication protocols and Ethernet/COM in connection with XXXSysTM devices (e.g.
REGSys™ or EORSys devices) of a.eberle company. For security and other information see
the Administrator manual.

To understand the ideas and techniques described, you should already be familiar with
general concepts concerning the above stated protocols and serial communication set-
tings.

Two methods of configuration may be used: either “online” with connection to the REG-PE,
REG-PED and TK28-8, or “offline” using a PC-tool called WinConfig Tools.

The web server is a permanent part of the firmware of the REG-PE / REG-PED devices and
requires no special installation.

Web server is also part of the WinConfig offline version.

Glossary

Combo-Box A text box combined with a List Box within a software program
FTP File Transfer Protocol

Group-box A named rounded box typically enclosing a group of one or more buttons
GUI Graphical User Interface

HTTPS Hypertext Transfer Protocol Secure

I0A Information Object Address

SCADA Supervisory Control And Data Acquisition

VM Virtual Machine

TSDU Telegram Service Data Unit

XML Extensible Markup Language

Introduction Page 17
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WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV

WinConfig Software introduction

WinConfig is software for managing of firmware and communication protocol settings of
telecontrol boards and modules: REG-P / REG-PE / REG-PED / REG-PEDSV placed into
a.eberle device racks. WinConfig is a web-based program for creation and management of
files containing protocol settings, for two way transfer of settings and firmware from a user
PC to REG-P / REG-PE / REG-PED / REG-PEDSV boards and modules, and for identification of
REG-P / REG-PE / REG-PED / REG-PEDSV devices connected to the network.

Telecontrol board firmware has to be equipped with COM-Server to identify itself within
the network. COM-Server is part of all IEC101, IEC103, and IEC104 protocols installed as
firmware and accessible by the WinConfig environment. COM-Server cannot work in TK519
and TK509 REG-P types, because Ethernet connections are not available with these board
types.

WinConfig program equipment consists of web server Mohican equipped with active pages
for GUI and libraries developed in C# .NET software development environment for commu-
nication with telecontrol boards, file services and additional auxiliary functions.

WinConfig prepares settings for REG-P / REG-PE / REG-PED / REG-PEDSV with IEC101,
IEC103, IEC104, DNP3 , Modbus, C37118 and IEC61850 protocols and COM-Server on a local
host (local web server) and stores them in a standard file format - .XML file. The settings file
can then be transferred via HTTPS to board flash memory in the case of board types con-
taining Linux. WinConfig creates binary data files in Intel HEX format and transfers them
into the board memory in the case of non-Linux boards. Serial transfer via a.eberle device
or Ethernet transfer can be used according to the REG-P type.

A part of configuration software is also transferred to the telecontrol board and this online
part provides a system functions focused to the management of telecontrol board system
software, user management etc. with high level of security. The functionality of this part of
WinConfig is described in the Administrator manual.

WinConfig splits into two main parts: the local web server and the local Web site with ap-
plication libraries. Settings may be prepared, stored and retrieved for various
configurations without a direct link to the device.

Settings are saved in .xml file types. WinConfig launches a local web server and a default
web browser on your PC.

Should one of the expressions used in this document be unclear to you, you may refer to
the glossary chapter for an explanation of it. Otherwise please feel free to contact us with
your technical questions at this email address: info@a-eberle.de.

WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV
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5.2 REG-PEX Loader software

The REG-PEX loader (RPL) is software tool for transfer of Linux Kernel and RAM disk into the
REG-PE(D) and PQI-DA telecontrol boards equipped only with U-Boot software. Such boards
cannot cooperate directly with WinConfig. The RPL also allows change of board IP settings
and selection of kernel with/without the bonding feature.

NOTICE: The RPL is low-level software tool and should be used by advanced
users only.

The RPL software is contained in the WinConfig installation package and can be launched
from Transfer from PC page by the Run RPL button. The WinConfig also offers launch of RPL
in the case when no REG-PE(D) telecontrol board is detected.

REG-PEX Loader V3.2.2

Firmware update | Settings update | Terminal |

Settings for REG-PE, REG-PED and PQI-DA REG-PE
| o .o .08 {* REE-PE connected

[ Metmask (first port): | o .0 .0 .0
REG-PED {with bwo ports)

[ Gateway address: | a .0 .0 .0
" REG-PED per first Ethernet connected

Settings only for REG-PED

- | " REG-PED per second Ethernet connected
r |

POI-DA
I~ | ™ PQI-DA with REG-PEL connected

‘four PC (host PC)
[” IP address of your PC: | a .0 .0 .0

+ EDi-File " Ramdisk/Kernel-Files

|v Update Ramdisk.
| diywC_DevelopmentitargetiRPLedc), v
|w Update Kernel

Deactivate communication channels ko increase the security of the device:

[~ FTP [ Telnet [~ Web Server HTTP

Update

About.., Settings | Exit |

WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV Page 19
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To transfer Linux Kernel and RAM disk into the REG-PE(x) follow these steps:

=

=

=)

Connect the PARAM connector of REG-PE(x) board and your computer with the RS232
cable supplied with the eberle device or with any serial null modem cable.

Connect your computer and the REG-PE(x) board by Ethernet cable. Some Ethernet
adapters do not switch to the correct mode automatically, so please use preferably a
crosslink patch cable.

Fill the IP address lines in RPL window.

Use the (...) button to browse the edc file placed in the WinConfig installation folders.
There are two edc files distributed in the WinConfig setup, the difference is in the ver-
sions of Kernel - with/without support of bonding. Select whatever of the two files as
bonding and related features can be set later using the Change of IP settings for REG-
PE(D) telecontrol boards WinConfig function.

Press the Update button. The update process can be seen in the RPL tab Terminal.

Communication with REG-PE(D) telecontrol board in WinCon-
fig 13

A higher level of security for data transfer and communication with REG-PE(D) telecontrol

board is used in WinConfig v.13. The online WinConfig (www pages placed in the board

memory) can be disabled in the Transfer settings from PC page in offline WinConfig or in
the REG-PE(D) board IP settings page in online WinConfig or in user menu.

The new firmware supports several functions as described below.

The following secured communication technologies are used in WinConfig 13:

SFTP (SSH file transfer protocol) replaced the online WinConfig. The v.11 firmware sup-
ports several functions focused to file transfer. The file transfer via SFTP protocol is
encrypted and protected by user login and password; remoteuser login can be used
with remoteuser password (factory default).

SSH is used instead of former telnet for remote access to console. This access is typical-
ly used for basic board configuration. A SSH client (e.g. PUTTY) is necessary for this type
of connection.

HTTPS (HTTP over SSL) together with SSL certificates is used for communication be-
tween off-line WinConfig and telecontrol board.

WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV
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Note on HTTPS accounts functionality when upgrading/downgrading from/to WinConfig 10

When user upgrades from WinConfig 10 to 13 using offline WinConfig, one of the HTTPS ac-
counts (username and password) from version 10 (passwords coded by XOR, not by SHA2
hash) is used. The accounts defined in the version 10 coded by XOR remain in the upgraded
version 13. The individual account is changed to the new SHA2 coding version in the mo-
ment when user changes this account in the WinConfig 13.

The file with SHA2 coded accounts remains in the telecontrol board when downgrading
from version 13 to version 10. Offline WinConfig 10 using XOR password coding will not
work in such case. To solve such situation, the user can change the accounts using FTP or
serial PARAM port or to delete the account file /mnt/jffs2/config/webs_users.conf. When
the file is deleted, the default account will be used.

SFTP access

A SFTP (SSH file transfer protocol) client program has to be used for connection with tele-
control board and for transfer of files between board and PC computer, e.g. WinSCP for MS
Windows, GFTP for MS Windows and Linux or, possibly, SFTP (PSFTP) for the command line
mode.

The following files can be found in the board memory and transferred to PC:
current XML settings
ICD file for 61850 protocol

files with information about hardware, SW version, system kernel log etc.

The XML settings and ICD file are placed in the /xload/actual folder and files with infor-
mation about HW etc. are placed in the folder /xload/info.

The XML settings and ICD file can be replaced and thus new configuration can be installed
using SFTP. It is also possible to transfer SSL certificates with key that are used for HTTPS
communication with WinConfig or to change debugging (logging) parameters as defined in
the Supervisory page of WinConfig. The debugging (logging) parameters can be changed
without need of board restart. However, the most of parameter changes require restart of
board that can be also done via SFTP.

Use always the /xload/new folder when transferring files from PC to board. The /xload/new
folder is scanned by firmware approximately every 20 seconds and firmware starts required
action in the case when relevant files are found in the folder.
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Actions supported by firmware and their usage:

Restart of board

=
=

Prepare empty file named reboot and copy it in the /xload/new folder.

Wait approx. 20 s for the automatic restart of board.

Installation of new XML settings and ICD file

=

=
=
=
=
=

Prepare new settings file named settings.xm/ and copy it in the /xload/new folder.
Prepare new ICD file (if ICD change is required) and copy it to the folder.

Prepare empty file named move and copy it.

Wait approx. 20 s for the automatic move and installation of the files.

Prepare empty file named reload and copy it.

Wait approx. 20 s for the automatic reload of files transferred in the previous sequence.
Reload can be used if there was change in the supervisory parameters only. Otherwise

use restart, see item.

WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV
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5.3.3 SSH access

SSH is used for remote access to console. The file transfer is encrypted and protected by
user login and password; remoteuser login can be used with remoteuser password.

The access is driven by sequence of user menu that allow user to show and/or change the
board settings of to show logs of kernel, system and applications.

5.3.3.1 Menu and meaning of individual items:
The configuration of menu depends on the logged user and his rights.
Main menu
1) Network menu
2 Go to menu for network setting and diagnostic
2) Services menu
2 Go to menu administration of network services (SSH/SFTP, HTTPS)
3) Log menu
2 Go to menu showing logs
4) Change terminal password
S Change of SSH and SFTP passwords. Change is applied to the currently logged user. Pro-

gram asks for entering of old password and two times new password.

NOTICE: Attention, a change is applied immediately.

5) HTTPS users management

S Go to administration of HTTPS users (off-line WinConfig)
6) Logout

2 Terminal logout

7) Reboot

S Restart telecontrol board

8) Recovery menu

2 Go to recovery mode. This menu item is shown only in the case of access via local serial
port. Another condition is that the board has to be prepared for the recovery mode (the
R key is pressed in the moment or recovery notification during the card restart).

9) Start root shell

2 The root shell is determined only for administrators and is not available for remoteuser

and localuser.
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Network menu

1)
=)

2)

3)

4)

5)

6)

7)

Ping ICMP

The ICMP ping is determined for the diagnostic of network connection. The system asks
for counterparty IP. The ICMP echo-request packet is used. The user network interface is
determined by routing table.

Ping ARP

The ARP ping is determined for the diagnostic of network connection within one subnet.
The system asks for counterparty IP and, if there is more network interfaces (TK885), it
asks also for the interface to be used. This ping usually passes through firewall. The ARP
protocol is not routed to other networks.

Show routing table

Shows current routing table.
Show interfaces
Shows current list of network interfaces with parameters (IP address, mask, MAC ad-
dress and statistics of sent and received data).
Show saved network parameters (IP addresses, bonding)
Shows network parameters (IP address, mask, gateway, state of bonding) saved in the
flash memory. These parameters will be used after board restart.
Set network parameters (IP addresses, bonding)
Setting of network parameters (IP address, mask, gateway, state of bonding) solved as
a series of questions and answers. Possible options of bonding parameters:
1. Disabled
2. PRPV1
3. Broadcast mode
4. Bridge with RSTP
Back

Go to main menu.

WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV
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Services menu

1) Services state

> Shows the state of SSH/SFTP and HTTPS services (enabled or disabled).

2) Enable SSH/SFTP

> Enables SSH/SFTP service. The change takes effect after board restart.

3) Disable SSH/SFTP

> Disables SSH/SFTP service. The change takes effect after board restart.

4) Enable WinConfig (https, network detect)

2 Enables services necessary for the communication with off-line WinConfig. The change
takes effect after board restart.

5) Disable WinConfig (https, network detect)

> Disables services necessary for the communication with off-line WinConfig. The change
takes effect after board restart.

6) Enable WinConfig WWW pages

< Enables WinConfig WWW pages.

7) Disable WinConfig WWW pages

< Disables WinConfig WWW pages.

8) Back

< Go to main menu.

NOTICE: Attention:

When both SSH/SFTP and HTTPS accesses are disabled, it is not pos-
sible to connect the board remotely. The local access via PARAM port
only is possible in such case.
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Log menu

1)
=)
2)
=)
3)
=)

Application and system log

Shows log with messages from system and from user applications.
Kernel log

Shows log with messages from system kernel.

Back

Go to main menu.

HTTPS users management menu

1)
=
2)
=

3)

4)

5)

List users

Shows list of user accounts for HTTPS service (users of off-line WinConfig).

Change user password

Changes user password. The service asks for old password and two time for the new
password. The change takes effect after board restart.

Add new user

Adds a new user account. The service asks for new account name and two times pass-
word. The change takes effect after board restart.

Delete user

Deletes existing user account. The service asks for existing user account name. The
change takes effect after board restart.

Back

Go to main menu.

Recovery menu

1)
=)

2)

Reboot and format applications part of firmware

Sets the formatting flag and performs board reset. Attention, this service formats the
Jjffs2 area without possibility of recovery. This service is determined for emergency situa-
tions only, when the board stuck and there is no other possibility of fix. The off-line
WinConfig can be consequently used for transfer of new firmware.

Back

Go to main menu.
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5.5.1

5.5.2

5.5.3
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Communication with telecontrol boards type TK28x and
TK102

Communication with these board types utilizes special security measures using Radius and
Active Directory. For more information see Administrator manual.

Time synchronization

Time synchronization methods available for telecontrol boards and communication proto-
cols consist of the following possibilities and options:

synchronization by communication protocol
synchronization using NTP server

synchronization using Precision Time Protocol (PTP)

Synchronization by communication protocol

If the communication protocol used in telecontrol board allows time synchronization mes-
sages then such option is available in protocol parameters.

Protocols with time synchronization availability: DNP3, IEC101, IEC103

Synchronization using NTP (Network Time Protocol) server
Synchronization using NTP server is available in the case Ethernet protocols:

IEC104, MODBUS, IEC61850, C37.118. The IEC61850 and C37.118 has also DCF77 synchroni-
zation available in certain cases.

Synchronization using PTP

The time synchronization using PTP is implemented for the boards type TK28x and
TK102.The default configuration file is prepared to set up the profile according to the
standard IEEE P37.238, PTP Power Profile. The characteristic properties of this profile are
set this way:

Slave only, one-step

Delay Mechanism: Peer-to-Peer
Transport Mechanism: Layer 2

PTP Domain: 0

Sync Interval: 1s (= 270 s)

Min pdelay request interval: 1s (= 2”0 s)
Announce Interval: 1s (= 2”0 s)

Announce receipt timeout: 3s
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O Priority 1: 255 (Slave clock)

O Priority 2: 255 (Slave clock)

The PTP parameters are available in the Time synchronization settings for the above men-
tioned boards and network protocols.

For more information about PTP see the IEEE 1588 standard.

5.5.3.1 Reported status of PTP

The current PTP status can be shown in the Time synchronization tree branch.

PTP status

Port state: LISTENING

Delay measurement mode: 2

Peer mean path delay [ns]: 0

Dffset from Master [ns]: 0.0

Grandmaster identity: 00d093.fffe.3cT716e
Grandmaster clock class: 255

Grandmaster clock accuracy: Oxfe

Accuracy of clock: Oxfe

Clock status: false

Refresh

Figure 2:  PTP status

Table 3:  Port states

State Description

slave Configures the 1588v2 interface to be in the slave state. That is, the 1588v2 device
keeps track of external time information. There can be only one slave portin a
1588v2 device.

passive Configures the 1588v2 interface to be in the passive state. That is, the 1588v2
device neither keeps track of external time information, nor advertises time in-
formation. The port shall not place any messages on its communication path
except for Pdelay_Req, Pdelay_Resp, Pdelay_Resp_Follow_Up, or signaling mes-
sages, or management messages that are a required response to another
management message. If more than one master ports have been detected in the
domain, the best one will be selected to be master. The corresponding local port
will be slave, and other local ports will be passive to backup for slave ports.

master Configures the 1588v2 interface to be in the master state. That is, the 1588v2
device advertises time information to other devices.
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State Description

premaster

Configures the 1588v2 interface to be in the premaster state. The port shall not
place any messages on its communication path except for Pdelay_Req,
Pdelay_Resp, Pdelay_Resp_Follow_Up, or signaling messages, or management
messages that are a required response to another management message.

listening

Configures the 1588v2 interface to be in the listening state. That is, the 1588v2
device neither keeps track of external time information, nor advertises time in-
formation. (If a device originally functioning as a master clock is configured to be
an OC working in slave-only mode, or if the device becomes faulty, the status of
the 1588v2 interface on the device changes from master to listening.)

faulty

Indicates that the 1588v2 interface is Down. The port shall not place any messages
on its communication path except for response messages to some management
messages.

disabled

Configures the 1588v2 interface to be in the disabled state. The port shall not
place any messages on its communication path. A port in this state shall discard all
received 1588v2 messages except for management messages.

initializing

Configures the 1588v2 interface to be in the initializing state. While a port is in the
initializing state, the port initializes its data sets, hardware, and communication
facilities. No port of the clock shall place any 1588v2 messages on its communica-
tion path.

The desired PTP port state when the PTP is switched ON and correctly synchronized is
slave. Other states that can appear indicate other than synchronized state.
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6. Serial ports assighment

The Serial ports assignment tree branch is tool for management of telecontrol board serial
ports for boards type TK860 and newer. The serial ports available in telecontrol board are
well-arranged in table together with the information about their usage in protocols and
COM-Server channels. The page contains also internal checks to avoid conflicts in usage of

COM ports. At the same time, the table also allows to switch ON/OFF individual protocols
or COM-Server channels.

The assignment of serial ports differs for telecontrol boards type TK28x and TK102 due to
addition of WebREG functionality.

Serial Ports Settings

| Confirm | ‘ Reset |

|Enabled“ Usage “ Port “TCP part]
| o Hlnternaldeviceinterface“” I
| HCSE serial port “|| I
|
|

L]
[1 |lbcF serial por [[com_v]| |
HCOM-Sewer serial port “|| 5004‘

Table 4:  REG-PE(D) Serial Ports Settings (IEC61850)

Setting Format \ Range Default Description

Enabled | checkbox | ON/OFF Checkbox enables/disables corresponding
protocol (COM-Server channel)

Usage text - Definition of corresponding protocol
/COM-Server channel (read only)

Port - Selection of val- Selection of corresponding COM port

ues in combo box
TCP port | - - TCP port used by CS channels (read only)

Page 30 Serial ports assignment



a-eberle ‘A

Serial Ports Settings

| Confirm H Reset ‘
|Enabled]| Usage ]| Port ”TCP port
+/  |Internal device interface
[] ||CSE senal port
| ] ”DCF serial port ”H I
| [ [lcom-server serial port [[cOM2 v 5004]
| ”WebREG serial port ”” I
| [ |webREG serial port2 |[comt v]| |

Supported protocols and telecontrol board types

Table 5:  Supported protocols and telecontrol board types

Telecontrol board types ‘ Available protocols Protocols Accessible via
REG-PE(D) (TK860, TK885) IEC104; DNP3; Modbus; IEC103;

IEC61850; ComServer only (CSO);
C37.118, SPA-BUS

PQI-DA(TK885-1) CSO, IEC61850, IEC104, IEC104

REG-P (TK509, TK517) IEC101 balanced; unbalanced; Serial (Write only)
IEC103, DNP3

REG-P (TK400) IEC101 balanced, unbalanced; Serial *(Write only) and Com
IEC103; DNP3; CSO Server (Read and Write)

REG-P (TK28-4) Cso Serial *(Write only) and
DNP3 COM-Server (Read and

IEC101 Write)

IEC103
IEC104
IEC61850
MODBUS

REG-PE (TK28-6) CSO
DNP3
IEC101
IEC103
IEC104
IEC61850
MODBUS

REG-PE (TK28-8) CSo
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Telecontrol board types Available protocols

REG-PEDSV (TK102)

Cso
DNP3
IEC101
IEC103
IEC104
IEC61850
MODBUS

Protocols Accessible via

PQI-DA (TK400)

CSO

Serial *(Write only) and
COM-Server (Read and
Write)

Further protocols can be implemented on demand, please contact: info@a-eberle.de.

8. Introductory window

The following introductory window should appear on your screen after WinConfig is start-

ed. The following user actions are available from this screen:

0  Select WinConfig language from the combo box in the upper right corner of the win-

dow.

0 Run the standard setting and data transfer wizard from the Step-by-Step button.

0 Run complete WinConfig from the Advanced button.

0 Quit WinConfig using the Quit button.

o2\ TELECONTROL

WinConfig 11.0.6

| Cestina

Figure 5:  Introductory window

NOTICE:

Important note:

If user tries to run WinConfig from read-only medium (CD, DVD), a
warning message appears instead of the introductory window.
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Work with protocol settings

WinConfig can be used for creation and modification of communication protocol settings. If
the settings file was created by a previous version of generator (e.g. GenReg, INI file) then
WinConfig can be used also for conversion of INI file to the XML file of settings used by
WinConfig.

The communication protocol settings file can be transferred into the memory of the tele-
control board. WinConfig always appends corresponding firmware code to the settings thus
the matching pair of settings and code is always transferred as a pair.

The user can also read the settings from the telecontrol boards and show the settings in the
WinConfig window using the transfer to PC function. This function is not available for TK509
telecontrol boards.

Settings tree

WinConfig can have more than one settings open; all settings are shown in tree structure in
the left frame of WinConfig window.

The selected settings have an orange background.
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9.2

4 |EC104 on REG-PE (TKSE0)
> IEC104_REGD_BASIC.xml

...... . Basic

}( Advanced
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777777

Figure 6: Settings tree

Each setting can be drilled down to sets of editable pages. Clicking the text in the tree struc-
ture selects the corresponding page in the right frame of WinConfig window.

Main menu buttons

0 New — create new settings based on a default template. User has to enter desired
telecontrol board type, protocol, SCADA and device template. WinConfig creates new
settings according to the selected options. If the selected SCADA and device template
are not defined in WinConfig, a default template will be used instead. (Default settings
are based on successful experience in the field and should only be changed if there is
good reason to do so).

0 ™ Open - open existing XML settings file or open then convert an existing INI settings
file to the newer XML settings format. User has to enter/browse the required settings
file and enter the target type of the telecontrol board in case of conversion from the
older INI format.
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0 YRemove — remove selected settings from the tree in the WinConfig window. Selected
settings are marked with an orange background. To select settings click the root node
of the settings in the tree (e.g. DNP3 on REG-P (TK400))

0 MSave — save the selected settings to the XML file on local disk.

0 [ECompare — comparison of settings in XML files with results stored in Microsoft Excel
XLS file.

0 @ Export — export of selected settings to a Microsoft Excel XLS file.

0 b Transfer to PC — transfer settings from a connected telecontrol board to WinConfig
as described above.

0 ¥= Transfer from PC — transfer selected settings from WinConfig to the connected tele-
control board as described above.

,\_
\
|
Y

\

9.2.1 New settings

To create new settings from an existing template, please click new button. Select board
type, protocol, SCADA template and devices template from combo boxes shown below
then click the Add button. These newly created settings will appear in the settings tree.

The setting templates are divided into two editions in the case of IEC 61850 protocol. The
edition of template can be chosen in the Template edition listbox. This listbox is disabled in
the case of other protocols.

Add new settings

Add new settings from template
Board type: REG-PED W

Protocol: DNP3 -
Template edition:

SCADA template: Basic ~
Attached Eberle devices: | 1x REG-D(A) W
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9.2.2
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Predefined templates

Valid workable combinations of board type / protocol / SCADA_template / Devices tem-
plate are pre-defined in WinConfig. However, the default template files, which can be
created, exist only for valid combinations already used and known.

If a template for a given combination is not available, a warning message will
appear onto the screen:

Template file isn't implemented for chosen combination proto-
col/SCADA/Eberle devices! Default template will be used!

If the Continue button is pressed apart from invalid combinations, a default template will
be used to create the new set of settings. Default templates typically contain basic configu-
rations without pre-defined data points or commands.

Open, conversion from INI, import from Excel
Open Settings from file (XML settings)

In Order to open an existing XML settings file, convert an existing INI file or import a Win-
Config-exported Excel file, please click the Open button. To open existing settings please
browse the settings file by using the Browse button and then click the Open button in the
Open settings from file Group-box

Convert settings from GenReg "*.ini" file

To convert settings from GenReg INI format, browse the file by using the Browse button,
select required telecontrol board type from combo box and click the Convert button in the
Convert settings from GenReg “*.ini” file frame. WinConfig will automatically detect the
protocol described in the INI file and converts the settings to a suitable format for the re-
quired board type.

Import settings from WinConfig-exported Excel file

To import settings from WinConfig-exported Excel file, browse the file by using the Browse
button and click Import button in the Import settings, from WinConfig-exported Excel file
frame.

Work with protocol settings
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Open settings

Open settings from file
KML file name:

| Browse... |

[CD file name:

[ Browse... H Open ]

Impart settings from WinConfig-exported Excel file
[ Browse... H Import ]

Import from external sources
Board type: | REG-P (TK400) v |

Open settings from aplication TAR file:

[

Convert settings from GenReqg ™.ini file:

[Bmwse... H Convert

Figure 9:  Open settings

9.23 Remove, Save
2 Click the Remove button to remove the selected settings from the settings tree.

2 Click the Save button to save selected settings to a WinConfig XML settings file. Select

folder and type the settings file name in the dialog box.

Work with protocol settings Page 37



We take care of it.

9.3
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Compare settings function

Two compare modes can be found on the WinConfig Compare settings page. Select the de-
sired mode in the Compare mode frame.

Compare selected settings with settings file

2 To compare a pair of settings browse two xml setting files to compare, and then click
the Compare button.

Compare two settings files

S To compare a currently selected settings with an xml setting file browse this file and
click the Compare button.

Results of the comparisons are available in a Microsoft Excel xIs file that is created from this
comparison. Individual sets of settings are arranged in individual sheets in Excel workbook.
Differences can be seen colored in the Excel sheets. Black fonts are used for matching pairs
of settings, magenta fonts for different pairs and red fonts for missing settings.

Compare settings

Compare mode
Compare selected settings with settings file: (O

Compare two settings file:

First settings file

Second settings file

®

Browse...

Operation
Progress: |0% |
Status:
Activity:

The third compare mode implemented in WinConfig is comparison of the selected settings
with settings contained in the connected telecontrol board. This function is available in the
Transfer settings to PC page as Compare to selected settings button. It is necessary to de-
tect the board first in the case of remote mode. The rules of comparison are same as
described above. This functionality cannot be used with TK509 telecontrol boards where

Transfer settings to PC functionality are not available.
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9.4 Rules for export/import using Microsoft Excel

9.4.1 Export to Excel

Ways of export:
Commands only of selected device from Commands page
Indications only of selected device from Indications page

Entire selected settings using Export icon in the main menu.
Data is exported into the new file winconfig-exportxx.xls placed in the system temp folder.

Individual parts of exported data are placed in individual sheets of Excel workbook, i.e.
commands of each device and indications of each device are placed in corresponding
sheets, e.g. sheet of indications of device A: is named x. device A indications and commands
sheet is named x. device A commands (where x is the device order number). The character

in device name is skipped as Excel doesn’t allow usage of this character in the sheet
name.

Data is arranged in lines. First line represents heading with settings names according to the
corresponding XML template.

The exported sheets also contain plain text describing setting names. This information can
be found in the second row of the table-based sheets and in second columns of the other
sheets.

9.4.2 Import from Excel

Ways of import:
Commands from selected sheet to Commands page of selected device.

Indications from selected sheet to Indications page of selected device.

Import is performed from the Excel file with valid .xls extension. The file has to contain cor-
responding sheet with appropriate name and heading line with names of settings according
to the corresponding XML template (see Export). Import function uses topical settings as
target and replaces existing data in the target settings.

Import settings

Device [Import |Identifier of the device

1 o A
2 o A
3 @ A
4 ] E1:
5 () EZ2:
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9.5 Migration of settings

WinConfig can migrate settings between different versions of telecontrol boards. The mi-
gration can be done in several ways:

Convert GenReg INI file with REG-P board type selected in the Open settings page (oth-
er than the telecontrol board for which INI file was originally created, e.g. INI file
created for TK517 and IEC101 protocol can be open as IEC101 for TK400 telecontrol
board).

Using Migrate button on Basic settings page. Available migrations are stated in the ta-
ble below.

First step of migration and INI file conversion implemented in WinConfig is to check for
completion and correctness of settings data. This has to be done due to some hardware dif-
ferences that exist between some REG-P boards.

The Missing/incorrect values page provides user interaction possibility during the check
process and default values are suggested for changing and confirmation.

Missing/incorrect values

Sefting name: old value new value

IEC101
Reject commands with unknown address: not found

Use ariginatar (0} not found ]

Time synchronization settings
Synchronize devices by REG-P: not found

Synchronize all devices connected to ELAM: not found
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9.5.1 Available migrations
The migrations available in WinConfig v13.3.3. can be seen in the following table.

Table 6:  Available migrations

Board Target board Protocols
TK400 TK28-4 DNP3

IEC101
IEC103
TK860 TK28-4 DNP3
IEC101
IEC103
IEC104
MODBUS
SPABUS
TK28-6 IEC101
IEC103
SPABUS
TK885 TK28-6 DNP3
IEC101
IEC103
IEC104
MODBUS
SPABUS
TK102 IEC101
IEC103
SPABUS

NOTICE: In the case of IEC103 protocol it is desirable to check if data points
type TI3 or TI6 are present in data ponts table. These types might
require manual adjustment according to the IEC103 standard:

7.3.1.3 TYPE IDENTIFICATION 3: Measurands |
7.3.1.8 TYPE IDENTIFICATION 9: Mesures Il

9.6 Checking of entered values

WinConfig pages containing tables (values are organized in tabular format, e.g. indications,
commands) also contain online internal checking of individual cells. The check runs when
the user leaves cell. Entered values are checked on valid limits. If limits are broken, the last
or default value is automatically entered and cell is marked by red color. Correctly changed
values are not marked. User cannot leave the page without confirmation or resetting of the
changed values.

There is also additional integrity test of values present within the confirmation procedure.
This test checks three basic rules:
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Test of non-zero values of object addresses,
Existence of non-empty command strings in command tables,

Test of uniqueness of object address, which is performed entirely for all addressable
objects in the settings, i.e. comparison of each address with other addresses. Unique-
ness of devices text IDs is not tested. There are some exceptions from the rule e.g. in
IEC103/TK8xx where TK3 type data points are tested on uniqueness together with
measurement value type.

10. IEC104 settings

IEC 104 settings are available for TK860, TK885D, TK28x and TK102 telecontrol boards.
Chapter IEC104 settings describes only settings not described above.

10.1 Basic

The basic settings tree branch contains table of 20 available IEC104 channels. Each IEC104
channel can be operated in client or server modes, the channel mode assumes correspond-
ing remote side with corresponding remote IP addresses and remote ASDUs, i.e. IEC104
remote client for server mode and IEC104 server for client mode.
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Basic

Settings description: |IEC104_REGD_BASIC

IEC104 Channsis

Ensbleg|  Remote IP Remote ASDU [ Client/Server
1 EACETIE | | —
2 [13z.188.184 | | |tep_server ™
3 [1sz.18.042 || | ltep_server W
Al S NE | |tep_server ™
5[0 [oooe NE | |tep_szreer W
|a_ 0 [0.0.0.0 NE | |tep_ssrver W
7o [oese NE | |tep_szreer W
s (O [o.0.00 E | |tep_ssrver ¥
s o [oooe | ([ | |tep_szrver @
1O [o.0.00 E | |tep_ssrver ¥
1i[m [oooe NE | ltepserver W
20 [oooe NE | |tep_ssrver W
halp [oooe NE | ltepserver W
140 [0.0.00 NE | |tep_ssrver W
5[0 [ooooe NE | |tep_server ™
e[m  [oooo NE | |tep_szrver W
70 [oooe NE | |tep_server @
ia[m [oooo NE | |tep_szreer W
12O [o.0.00 E | |tep_ssrver ¥
(o [oooe | ([ | |tep_szrver W

ASDUaddress:[1 [(aspunifp  [asbuwec[t |

|Device Identifier of device

Lo e

Figure 13: IEC104 basic settings
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Table 7:  IEC104 settings

Setting Format Range \ Default Description

Settings descrip- | text 50 characters Filename of Short user description of

tion open settings | settings file or name of
settings file.

Enabled - checkbox unchecked Option to enable/disable
the corresponding IEC104
channel

Remote IP ad- - 4x 0 to 255 192.168.1.68 IP addresses of remote

dress 192.168.1.64 | station authorized for con-

192.168.1.43 nection with telecontrol
board

Remote ASDU - 0to 65534 1 ASDU address of remote

address station authorized for con-
nection with telecontrol
board

ASDU address - 0 to 65534 1 ASDU address

(ASDU2, ASDU1) or 0to 255

Identifier of de- text AA:or A(1to9): AA: Identifier of device

vice to Z(1to 4):

10.2 Advanced
10.2.1  Settings - SCADA

IEC104 Settings - SCADA tree branch contains complete IEC104 specific settings.

IEC104 settings
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IEC104

Interface setings

Protocol setings

|3

|EC 104 Channels

_||i5nahled Remote IF Address|[Remote ASDU Address|[Client/Server Mode|[5and Indications|
1 " W"P:' ||_|TI3F' senver | A

12 102.158.1.84 1 TCP senver kA

1= ﬁﬁm =

N | IIZI.-:.IZI.'I TI:F' SEMVEr W A

o |[couoe |]|]1 |F enver v] [

|E, O IIZI...IZI.I TI:F' SEMVEr W A

s ﬁﬂ%lﬁ -

) | |]|]1 |F erver v |9

1[0 J[ooos [TI:F' ener v| |4

IE ﬁu%mm Z

[0 ][pooo |IE | |cEzener~] @

14| ] IIZI.-:.IZI.'I 1 TCF zerver » A

IE ﬁﬁm Z

18| IIZI...IZI.I TCF server w i

G I EEE— — =

IE ﬁ"%“mp = o

12| 1 IIZI...IZI.I TCF zerver » A

S T — — T
ASDU address: [1 ]iasounio | 450U 1a: 1 |y
Errors data type:

IEC address of emor multipeint: [182 | ¢ i 2 | mii: [0 [ 4o [182
Reject commands with unknown address: (|

Max. telegram length: 240

k-\ahue:

w-ahue:

t-Timeout [5]:

t1-Timeout [5]:

t2-Timeout [s]:

t3-Timeout [5]:

Disable cwn Gl-request (TCP clent):

Short delay tmeout 0-1 [s]:

Long delay timegut 0-1 [s]:

Short delay tmeout 1-0 [=]:

Long delay timegut 1-0 [s]:

Timeout for analogs cychc sending [=]:

Max. command time difference [s]:

Accept both commands with/without timestamg:
Timezone offset (SCADARegSys diference) [min]:

A0 e

"

Canfirm

|| Reset |
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Table 8:  IEC104 settings - SCADA
Setting Format Range Default Description
Port - 1to 65535 2404 TCP port for IEC104 connection
Enabled - checkbox unchecked Option to enable/disable the
corresponding IEC104 channel
Remote IP ad- - 4x 0 to 255 192.168.1.68 | IP addresses of remote station
dress 192.168.1.64 | authorized for connection with
192.168.1.43 telecontrol board
Remote ASDU - 0to 65534 1 ASDU address of remote station
address authorized for connection with
telecontrol board
ASDU address - 1to 65534 62166 ASDU address
(ASDU2, ASDU1) or 0to 255
Errors data type - selection of TI30 IEC data type of errors
values in
combo box
IEC address of - 0to 0/0/162 IEC address (IOA) of multipoint
error multipoint 16777215 for errors
or
3x 0 to 255
Reject commands | - option box Not selected Reject commands with unknown
with unknown address (otherwise ignore)
address
Port - 1to 65535 2404 TCP Port
Max. telegram - 1to 249 240 Maximum telegram length
length
k-Value - 1to 32767 12 Max. No. of invalidated APDUs
w-Value - 1to 32767 8 Acknowledge latest after this
number of APDUs, w <= 2/3k
t0-Timeout s 1to 255 30 Timeout for connection estab-
lishment
t1-Timeout s 1to 255 15 Timeout for send or test APDUs
t2-Timeout s 1to 255 10 Timeout for acknowledgement in
the case of no messages t2 < t1
t3-Timeout s 1to 255 20 Timeout for sending test frames
in case of idle state
Disable own GI- - option box Not selected Enabling/disabling of initial GI
request sent from converter in TCP client
mode. Option is valid for all
IEC104 channels.

IEC104 settings

Page 47



We take care of it.

Setting Format Range Description

Short delay S 0to 60 0 Short delay timeout for delayed

timeout 0-1 indications and 0-1 change direc-
tion

Long delay S 0to 60 0 Long delay timeout for delayed

timeout 0-1 indications and 0-1 change direc-
tion

Short delay S 0to 60 0 Short delay timeout for delayed

timeout 1-0 indications and 1-0 change direc-
tion

Long delay S 0to 60 0 Long delay timeout for delayed

timeout 1-0 indications and 1-0 change direc-
tion

Timeout for ana- s 0to 650 0 Timeout for analogue (measure-

logue cyclic ments) cyclic sending (0 =

sending disable)

Max. command S 0to 60 0 Maximal difference between

time difference command time and regulator
time. The command is refused if
the time difference is bigger.

Accept both checkbox checked Compatibility reasons when Tls

commands with/without timestamp are

with/without separated. If checked, IEC104

timestamp accepts both variants.

Timezone offset Min -1440 to 0 Definition of timezone offset.

(SCADA/RegSys 1440 This parameter is used for calcu-

difference) lation of time difference of
commands.

10.2.2 ComServer settings

IEC104 advanced settings tree branch contains ComServer specific settings.

COM-Server

Confirm | Reset | Add | Insert | Delate Row count:{
Extend |
. Inactivity
@Activale C““t’;’;‘;""" TCP port || timeout || Serial port || Baud rate || Parity |[XON/XOFF|RTSICTS
[s]
[O[ves[¥]|[Socket__[]|[500«_|[00 [[comzTH|[1 152008 ] [rorne [ |[vo o] [[ves[™] |

To change seral port inferface go to “Seral ports assignment” page.
Senal poris assignment I
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Table 9:  IEC104 ComServer settings
Setting Format \ Default Description
Activate - Yes/No No Option to disable the channel
Connection type - Selection of RAW State of channel.
values in (SOCKET, Serial Direct, Telnet,
combo box Shared with IEC, OFF)
IP address - 4x 0 to 255 IP address
TCP port - 0 to 65535 3003 TCP port
Inactivity timeout S 180 Timeout after which the serial
device is closed if data transfer
does not occur. By default is 0.
It means that serial device is
closed only by closing TCP-Port.
Serial port - Selection of coM2 Selection of serial port
values in
combo box
Baud rate Bd Selection of 115200 Baud rate
values in
combo box
Parity - Selection of Even Parity
values in
combo box
Stop bits - Selection of 1 Stop bits
values in
combo box
Data bits - Selection of 8 Data bits
values in
combo box
XON/XOFF - Selection of No Option to select XON/XOFF
values in handshaking
combo box
RTS/CTS - Selection of No Option to select RTS/CTS hand-
values in shaking
combo box
RTS/CTS inverted - Selection of No Option to select inversion of
values in RTS, CTS signals
combo box
Rxd/TxD inverted - Selection of No Option to select inversion of
values in RxD, TxD signals
combo box
Interface type - Selection of RS232 Option to select type of inter-
values in face
combo box
Max. message length | - 0 to 65535 Max. message length
Tx blocking time ms 0 to 65535 Tx blocking time

IEC104 settings
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10.2.3  Supervisory settings

The Supervisory settings tree branch can be used for activation and configuration of debug
logs.

Supervisory

Debug options.

Logging Type
Level: | Deactivate w

Trace Ouwtput
Trace vis PARAM-connactor (limited capacity dus to R5232-bottlenschk): (@

Trace via TCP-Port {recommended): &)

General options
Extended Trace for Common Functions: [
Parse Settings: O
General Warnings and Emors: O
General Events: O
Time Synchronization {SMTP and Device): [
Propess Imags: O

Commands Execution: O

Eberle-Device
Werbose Output:

Link Layer:
Link State Machine:

OoOo0oao

Application Layer:

IEC Protocol
Werbose Output:

Link Layer:
Link State Machine:

Oo0Oo0oao

Application Layer:

COM-Server Trace

Activate trace O

Level: Uzar o
Trace via PARAM-Connector {limited capacity due to RS212-bottleneck): (&)

Trace via TCP-Faort {recommended): O

TCR-Fort:
Legging with Timestamp {Performance reduction!): O

COM-5erver T=-Fx Mirroring
Activate [

[ GConfirm |[ Reset |

Figure 16: IEC104 Supervisory settings
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Table 10: IEC104 Supervisory settings

Setting Format Default Description

Level - Selection of Deactivate Level of Log messages
values in
combo box

Trace output - radio button PARAM- Option to trace via PARAM

connector connector or via TCP

General options: - checkbox unchecked Extended Trace for Common

Extended Trace Functions

General options: - checkbox unchecked Parse Settings

Parse Settings

General options: - checkbox unchecked General Warnings and Errors

General Warnings

General options: - checkbox unchecked General Events

General Events

General options: - checkbox unchecked Time Synchronization (SNTP and

Time Synchroniza- Device)

tion

General options: - checkbox unchecked Process Image

Process Image

General options: - checkbox unchecked Commands Execution

Commands Exe-

cution

Eberle-Device: - checkbox unchecked Verbose output

Verbose output

Eberle-Device: - checkbox unchecked Link layer log

Link Layer

Eberle-Device: - checkbox unchecked Link State machine log

Link State ma-

chine

Eberle-Device: - checkbox unchecked Application layer log

Application Layer

IEC protocol: - checkbox unchecked Verbose output

Verbose output

IEC protocol: Link | - checkbox unchecked Link layer log

Layer

IEC protocol: Link | - checkbox unchecked Link State machine log

State machine

IEC protocol: - checkbox unchecked Application layer log

Application Layer

COM-Server checkbox checked Protocol debug option activa-

Trace: Activate tion

trace

Level - Selection of user Option to select lever of super-
values in visory messages (user,
combo box developer)

Trace via PARAM- | - radio button checked Logging to PARAM-Connector

Connector)
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10.2.4

10.3

Setting Format \ Range \ Default Description

Trace via TCP-Port | - radio button unchecked Logging to TCP port

TCP port - 1to 65535 5010 TCP port

Logging with - checkbox checked Logging with Timestamp
Timestamp

Mirroring: Acti- - checkbox checked Activation

vate

TCP-port - 1to 65535 5011 TCP port

Supervisory settings for boards type TK28-4, TK28-6, TK102

For detailed description of Supervisory parameters see the Supervisory settings chapter in
IEC103 protocol. Note that usage of Syslog server is available only for COM-Server logging

in IEC104 firmware.

Linked Devices

Devices
|Device [Enabled| Identifier of device  |Poll type
| 1 ‘ [aa: | |RPS
|2 | O | RPs
| 3 ‘ O | | |RPS
| 4 ‘ O || | |RPS
| s | O | |RPs
| 8 ‘ O | | |RPS
|7 | O | Res
| 2 ‘ O | | |RPS

[ Canfirm ] [ Reset ]

Figure 17: IEC104 Linked devices
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10.3.1 Time synchronization

IEC104 time synchronization tree branch contains IEC104 specific settings for time synchro-
nization.

Time synchronization

Time source: ®ntr OEC
Synchronize all devices connected to ELAN: [

Sync. peried of connected devices [min]:

NTP specific

WNTP primary server IP address: 0.0.0.0
NTP zecondary server IP address: 0.0.0.0

Confirm l [ Reset ]

Figure 18: IEC104 time synchronization settings

Table 11: IEC104 time synchronization

Setting Format \ Range Default Description

Time source - option box | NTP Time source selection

Sync. all devices - option box | Not selected Sync. all devices connected to
connected to ELAN ELAN

Sync. period of min 0to 999 1 Sync. period of connected de-
connected devices vices (0 = disabled)

NTP primary server | - 4x0to 255 | 0.0.0.0 NTP primary server IP address
IP address

NTP secondary - 4x0to 255 | 0.0.0.0 NTP secondary server IP ad-
server IP address dress
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10.3.2  Time synchronization for boards type TK28-4, TK28-6 and TK102

Time synchronization

NTP
NTP primary server |P address: 0000
NTP secondary server IP address: 0.0.0.0

PTP synchronization specific

PTP clock activate:

FTF synchronization specific

Domain Number: |D |
FPDelay-Request Minimum Interval: 0(1s)

Delay-Request Minimum Interval: 0(1s) W

Delay measurement mechanism: P2P v

Announce interval: 0(1s) v

Announce receipt timeout:

Iw

Sync interval: 0(1s) v

Set Power Profile

Table 12: Time synchronization for boards type TK28-4, TK28-6 and TK102

Setting \ Format \ LENT- Default Description

NTP primary serv- | IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address
er IP address

NTP secondary IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
server IP address dress

PTP specific: 0 VLAN ID

VLAN ID

PTP specific: 0to 255 0 Domain Number

Domain Number

PTP specific: Selection of 0 PDelay-Request Minimum
PDelay-Request values from Interval, 0 to 5

Minimum Interval listbox

PTP specific: Selection of 0 Delay-Request Minimum
Delay-Request values from Interval, 0 to 5

Minimum Interval listbox

PTP specific: Selection of Auto Delay measurement mecha-
Delay measure- values from nism

mennt listbox
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Setting Range Description
mechanism
PTP specific: Selection of 1 Announce interval, 0 to 3.
Announce interval \{alues from All PTP nodes in network
listbox should have the same value
PTP specific: 2to 10 3 Announce receipt timeout, all
Announce receipt PTP nodes in network should
timeout have the same value
PTP specific: Selection of none Synchronization interval, O to
Sync. interval values from 2
listbox

10.3.3 Internal Communication

Communication settings tree branch contains communication settings of devices for TK8xx
board types and IEC104 protocol conversion.

Internal communication

Baud rate of device serial port [Bd]: 115200 v

ON time of serial LEDs [10ms];
Timeout for reception of first char [10ms]:
Inter character timeout [10ms]:
Number of repeats for SYNC cycle: D
Number of poll repeats: D
Discard cmd. buffer after TI30/TI131 error: [

Time to wait after answer rec. [ms]: D
Time to stop device interrogation [s]: ICI

Round time down: ®
Round time up: O
RBAC timeout: 300

Figure 20: Internal communication settings
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Table 13: 1EC104 Device communication settings

Setting Format Range \ Default \ Description

Baud rate of device | Bd 1200- 115200 Baud rate of device serial port

serial 115200

ON time of serial 10 ms 1to100 |2 ON time of serial LEDs

LEDs

Timeout for recep- | 10 ms 1to255 | 50 Timeout for reception of first character
tion of first char

Inter character 10 ms 1to255 |20 Timeout between two characters in
timeout telegram

Number of repeats | - 1to 255 10 Number of repeats for SYNC cycle

for SYNC cycle

Number of com- - 1to255 |3 Number of command (poll) repeats
mand repeats

TX blocking ms Oto255 | O Time to wait when answer was received
Time to stop reg. S 0 to 650 0 Time to stop regulator interrogation
interrogation after IEC communication break

Round time down / | - option round Rounding time selection

up box down

RBAC timeout 3 30to 600 | 300 RBAC timeout for RegSys firmware sup-

porting user roles and rights and
telecontrol boards TK8x and TK102
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10.3.4

IEC104 Commands

The IEC104 commands table contains commands and also data points transmitted in the di-

rection toward to the REG-PE(D) board.

[ Commands l

Columns to hide

Common address of ASDU  Information object address {I0A)  I0A {hiimido)  Contolcode  Command string  Scale exponent  100% value  Description

[ confim ][ Reset ][ #dd J[ Imset  J[ Dekte [ Expon [ Impor ]

Rows count. 19 Count of selected rows:0

||:|| C""""“ﬂ“s‘nz""”” L ""D""“‘D"U‘a‘}fﬂm"“g 104 (hifmiflo} 5 C:D"';’:' A Command string & Scale exponent & Jm -
I | | - M [--- ol |
|E‘ | I [ DIIIMIMH\WWMM&N without space(1/0) [ [JHangizuto
||:| [ HE o i TI4TTIED M Imrect Sommand without spsce(1/0} Bl [Regler 4 Ho
|I:I [ 8154 fohmmm w|[RegsWi=1, || girzct command without pacelig) | [[Regier & 50
||:||1 e D; Exml Tsmss i [RegSWI=2. | siract inverted command without space{1/2) il [Regler & 5o
[=E EE [ T i mesmee v [Resswiez, || srest sommans witout spsosirin) ~| |[reger 220
|E||‘ 157 ICII |'r|45m5a ¢|[RegsWi=s, || direct command without space(1/0) [ |[Ragier 2 50
[af EE3 [ Tpz i I[mssmss  w|[r REGsui- s REGRI-. [ ainect command without space(1/0) el |[pegier e ==
||:||1 e WWMMWMMW withut =pace(1/0) ~ ||Regler & 5o
al Soor f_/F2_J/F__[mesmss  |[1.REGsw2-+REGsME=. || sinect command without space(t/0) I |peger s se
||:||1 2202 o NI TI45TIEs |1, REGswZ-+ REGsw2=... | direct command wihout space{1/0) =l [Regier 4 50
Figure 21: |EC104 commands
Table 14: 1EC104 commands
Setting Format \ Range Default Description
Common address - 0to 65534 |1 ASDU address of remote station au-
of ASDU thorized for connection with
telecontrol board
Information object | - Oto 0 IOA of the corresponding data point
address (I0A) 16777215
or
3x
0to 255
Control code Selection TI45/TI5 | Type of information object
of values 8
in listbox
Command string text 50 Command string
characters
Scale exponent - Selection 1/0 Addition command parameter accord-
of values ing to the available list
in listbox
100% value - 0to 65535 | 0 100% value, available for TI48 only
Description text 50 User description
characters
Range min. - -32768 to 0 Command value range — minimal value
32767
Range max. - -32768 to 0 Command value range — maximal
32767 value

IEC104 settings
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10.3.4.1 Command parameters not available in GUI

Some command parameters available cannot be set via GUI. User has to edit such parame-
ters directly in the XML template using suitable text editor. A care has to be taken in such
case, as text editor cannot check correctness of such input.

The parameters>

<protocol type="IEC104">
<params t0="30" k="12" erx
i _add:=“0,"0f162“ t2="
up_tmout="5" del
' me_diff="60" offset_ tapdo " bit_ | 3" offset_tapup="5" b
1" timezone offset="0" lauflampe offset="5" lauflampe bit="1"/>

it_pos_tapup="2"

are placed in the params section of the IEC104 protocol.

Another parameters are place directly in the command definition:

<cmd asdu="1" descr="Hand/Anto" ica="0/32/8" control code="46" command str="RegAUTO=" scale exp="0" wvaluslOO="0"
offset="3" bit_pos="5" min_ val="0" max_val="0" act_term delay="2000" offset_ 2="0" bit_pos 2="0" wvalue_ 2="0"
offset_watch="0" reg_tvpe_watch="0" bit_watch="0" t,e.p_p:s_t,".r.e:;t._sec="0",r’>

The modifications are focused to the modification of command behaviour.

Parameters and meaning:

use_locrem — the software will take into account the value of local/remote indication
when accepting/refusing command.

cmd_time_diff [s] — max. time difference between command time and regulator time.
This parameter is processed by GUI, see Settings - SCADA.

offset_tapdown, bit_pos_tapdown, offset_tapup, bit_pos_tapup — a special parame-
ters for the tap change command. The parameters allow to use a different indication
for the tap change in direction up and down. The appropriate indication has to go UP
before expiration of the timeout defined by acctterm_delay. Otherwise the command
is refused. These indications act as additional condition for the lauflampe parameter.

lauflampe_offset, lauflampe_bit - the running tap is indicated by a special indication
and the entire process has to finish before the expiration of tap_pos_timeout_sec
timeout. Otherwise, the command is refused.

cmd_accept_both_tk — option to accept both commands with/without timestamp. This
option is processed by WinConfig GUI where it is represented by checkbox, see Settings
- SCADA.

delay short_up_tmout, delay long_up_tmout, delay short_down_tmout, delay
long_down_tmout [s] — parameters dedicated to the delay of indications. These pa-
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rameters are processed by WinConfig GUIl and are not related to commands (see Set-
tings - SCADA ).

cmd_acctterm_delay [ms] — definition of delay of command activation termination.
This is valid for all commands except of the TAP command.

min_val, max_val — these parameters are dedicated for check of valid range of the
bound data point. The command is refused if the data point is out of range. The com-
mand is also refused if the command value is the same as the data point value. These
parameters are functional only in the case when the max_val is bigger than min_val.

acctterm_delay [ms] — definition of additional delay of command activation termina-
tion. This is valid for individual commands. Another function of acctterm_delay is to act
as additional timeout in the case of TAP command. The additional timeout defines the
time, when the indication of Tap running up or down has to go ON. Otherwise the
command is finished by negative activation termination.

tap_pos_timeout_sec [s] — definition of special delay for TAP command. Non-zero value
also defines valid TAP command. The TAP command doesn’t use acctterm_delay and
cmd_acctterm_delay.

offset, bit_pos — meaning of these parameters in command is definition of data point
that is bound to the command and the value of this data point is checked first before
the command execution. If the value is the same as the one contained in command, the
command is refused.

value_2, offset_2, bit_pos_2 — definition of 2" data point that is bound to the com-
mand and the value of this data point is checked first before the command execution.
The expected value is defined by value_2.

offset_watch, reg_type_watch — definition of additional setpoint (analog value) that is
supposed to change during the command execution. The negative activation termina-
tion is issued, if the setpoint didn’t change during the command execution. Possible

values of reg_type watch are “byte”, “word”, “dword”, “float”, “sbyte” according to
the type of analog value in RPS structure.
Another meaning of these parameters is watching the single bit indication. In such case the
reg_type_watch value is “bit” and another parameter bit_watch is used for position of the
bit within the byte defined by offset watch parameter. The negative activation termination
is issued, if the bit being watched didn’t change during the command execution. The posi-
tive activation termination is issued immediately when the change is detected.

Meaning of zero values is NOT USED.
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10.3.5

IEC104 indications

Indications

Columns to hide
’7 Description IEC object type RegSys type Information object address (IOA) 10A (hifmiflo) Abs. deviation Scale Max. value RPS of

Confirm | Reset | Add | Insert Delete Export Import Advanced
| Search: |Row count:81 Count of selected rows:0
IEC Inforr_nation
[ Description % ott‘:ri;ecd RO 51| adormas % [[10A (nimito) & dos | scale &
(I0A)
]
[Olfsoannung, votage— [med]|[Fea letez |0 k2 i 0
C1|[Waster, master activiaz0) Tiao[v] | 5104 |8 12z iz |E 1
[|(slave, reguiator is slave Tlau Bit 3105 |lo /|32 K] | 1
I lzul. Reaelabweichuna. tolerance band settina Thalel lFioat Twllla1a7 Ifo 132 ils o 1

Table 15: |EC104 indications

Setting Range \ DEET Description
Description text 50 chars empty Description
IEC object type - selectionof | TI1 Indication type in IEC communication
values in list
box
RegSys type - selection of | Bit Indication type in device communica-
values in list tion
box
Information ob- - Oto 0 IEC address (I0A) of indication
ject address (I0A) 16777215
(I0A (hi/mi/lo)) or
3x 0 to 255
Abs. deviation float 0 Absolute deviation value
Scale float 0 Scale value
Max. value - 0to 65535 32767 Max. value
RPS offset - 0to 255 0 RPS offset
RPS bit - selectionof |0 RPS bit
values in list
box
IV RPS offset - 0 to 255 0 RPS offset of additional indication
bearing the invalidity information
IV RPS bit - selectionof | 0 RPS bit of additional indication bearing
values in list the invalidity information
box
IV RPS bit invert- - selection of | No Indication flag for inversion of invalidi-
ed values in list ty information
box
Cyclic - selection of | No Flag to indicate cyclic data point
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Setting Format Range Default Description
values in list transmission. The period is defined in
box the Internal communication section.
Delayed - selection of | No Flag to delay transmission of the data
values in list point change. The delay defined in
box Settings - SCADA page will be applied.
Range min. and float - 0 Definition of valid range of the data
Range max. point. The data point will be marked
as OVERFLOW if out of the range. 0
means that this property is switched
off.
Use in GI - selection of | Yes Usage of indication in General Interro-
values in list gation
box
Gr.0 - selection of | Yes Group 0 in general interrogation
values in list
box
Gr. 1 - selection of | No Group 1in general interrogation
values in list
box
Gr.2 - selection of | No Group 2 in general interrogation
values in list
box
Gr.3 - selection of | No Group 3 in general interrogation
values in list
box
Gr. 4 - selection of | No Group 4 in general interrogation
values in list
box

IEC104 settings
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The available types of information objects are stated in the following list:
TI30
Single-point information with time tag
TI31
Double-point information with time tag
TI9/TI34

Measured value, normalized value/ Measured value, normalized value with time
tag

TI13/TI36

Measured value, short floating point value/ Measured value, short floating point
value with time tag

TI45/T158
Single command/ Single command with time tag
TI46/TI59
Double command/ Double command with time tag
TI47/T160
Regulating step command/ Regulating step command with time tag
TI48/Tl61

Set point command, normalized value/ Set point command, normalized value with
time tag

TI149/T162
Set point command, scaled value/ Set point command, scaled value with time tag
TI50/T163

Set point command, short floating point value/ Set point command, short floating
point value with time tag
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11.  DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6,

TK102)

11.1 Basic

Basic

Settings description: [DNP3_REGD_BASIC

Line type:
Baud rate of serial port DNP3 [Bd]: [ 19200 |»

Link address of REG-PE(D):
Link addrezs of DNP3 master:
RS485 activated: O

Device ldentifier of device

|

[ Confirm ] [ Reset

Table 16: DNP3 basic settings REG-PE(D) ), REG-PEDSV, TK28-6

Setting Format Range Default \ Description
Settings descrip- text 50 characters Identification Short user description of
tion if the tem- settings file.
plate source
Line type - selection of serial Type of communication line —
values in com- serial, Ethernet TCP, Ethernet
bo box uDP
Authorized cen- - 4x 0 to 255 192.168.1.68 IP addresses of central sta-
tral stations IP 192.168.1.64 | tions authorized to connect
addresses 192.168.1.43 to telecontrol board
Baud rate of serial | Bd selection of 19200 Baud rate of serial port DNP
port DNP3 values in com-
bo box
Link address of - 0to 65535 103 Link address of REG-P
REG-P
Link address of - 0to 65535 1 Link address of DNP master
DNP3 master
RS485 activated - option box not selected RS485 activated
Identifier of de- text AA:orA(lto AA: Identifier of device
vice 9): to Z(1 to 4):

DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, TK102)
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11.2 Advanced

11.2.1  Settings SCADA

The advanced tree branch SCADA setting contains complete DNP3 specific communication
settings.

DNP3

Interface settings

Serial port:
Baud rate of serial port DNP3 [Bd]:
Parity: IE‘
OM time of serial LEDs [ms]: ]

RS5485 activated: O

Protocoel settings
Link addregs of REG-PE(D):

Link address of DNP3 master:
Inter character timeout [mz]: I:l
Time till reset [ms]:

Number of TSOU fragments:

Size of each TSDU fragment [byte]: 2048
Uzing confirmation for EVENT rezponse:
Timeout for receiving AL confirmation [ms]: 800

Number of repettions after AL confirm timeout: |1

Timeout zelect/operate function [ms]: 5000
Mode of watchdog LED: blinking w
Confirm ] ’ Reset ]

Figure 24: Advanced settings SCADA REG-PE(D)
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Table 17: DNP3 advanced settings REG-PE(D) ), REG-PEDSV, TK28-6
Setting Format Range Default Description
Line type - selection of serial Type of communication line —
values in serial, Ethernet TCP, Ethernet
combo box uDP
Authorized cen- - 4x 0 to 255 192.168.1.68 IP addresses of central stations
tral stations IP 192.168.1.64 authorized to connect to tele-
addresses 192.168.1.43 control board
Port - 1to 65535 20000 TCP or UDP Port
Serial port - selection of comMi Selection of DNP3 COM port
values in
combo box
Baud rate of serial | Bd selection of 19200 Baud rate of serial port DNP
port DNP3 values in
combo box
Parity - selection of Off Parity of serial port DNP
values in
combo box
ON time of serial ms 0to 255 4 ON time of serial LEDs
LEDs
Link address of - 0to 65535 103 Link address of REG-P
REG-PE(D)
Link address of - 0to 65535 1 Link address of DNP master
DNP3 master
Inter character ms 2 to 1000 4 Timeout between two charac-
timeout ters in telegram
Time till reset ms 1to 65535 1000 Time until reset after cold re-
start
RS485 activated - option box Not selected RS485 activated
Number of TSDU - 1to0 128 1 Number of TSDU fragments
fragments
Size of each TSDU | - 64 - 2048 2048 Size of each TSDU fragment
fragment
Using confirma- - option box selected Using confirmation for EVENT
tion for EVENT response
response
Timeout for re- ms 1to 65535 800 Timeout for receiving AL con-
ceiving AL firmation
confirmation
Number of repeti- | - 0to 255 1 Number repetitions after AL
tions after AL confirm timeout
confirm timeout
Timeout se- ms 1to 65535 5000 Timeout select/operate func-
lect/operate tion
function

DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, TK102)
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11.2.2 COM-Server

The COM server tree branch contains parameters for COM-Server functionality of DNP3
firmware. For detailed description of COM Server parameters see the COM-Server chapter
in IEC104 protocol.

11.2.3  Supervisory settings

For detailed description of Supervisory parameters see the Supervisory settings chapter in
IEC103 protocol. Note that usage of Syslog server is available only for COM-Server logging
in DNP3 firmware.

11.2.4 Linked devices — time synchronization

Time synchronization

Time source: (ONTP @®pNP
Synchronize all devices connected fo o
ELAN:

Sync. period of connected devices [min]: I:I

Table 18: Time synchronization

Setting Format \ Range DISET Description

Time source option NTP/DNP DNP Time source

Synchronize all - checkbox unchecked Synchronize all devices con-
devices connect- nected to ELAN

ed to ELAN

Sync. period of min 1to0 999 1 Synchronization period of
connected devic- connected devices

es
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11.2.5

Time source:

Synchronize all devices connected {o

ELAN:

Time synchronization for boards type TK28-4, TK28-6 and TK102

Time synchronization

ONTP ODNP @PTP

Sync. period of connected devices [min]: 1

NTP specific

NTP primary server IF address:

MNTP secondary server IP address:

FTF synchronization specific

Domain Number:

PDelay-Request Minimum Interval:

Delay-Request Minimum Interval:
Delay measurement mechanism:
Announce interval:

Announce receipt timeout:

Sync interval:

Set Power Profile

DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, TK102)

Page 67



We take care of it.

Table 19: Time synchronization for boards type TK28-4, TK28-6 and TK102

Setting Format \ Default Description
Time source option NTP/DNP/PTP DNP Time source
Synchronize all - checkbox unchecked Synchronize all devices con-
devices connect- nected to ELAN
ed to ELAN
Sync. period of min 1to0 999 1 Synchronization period of
connected devic- connected devices
es
NTP primary serv- | IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address
er IP address
NTP secondary IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
server IP address dress
PTP specific: 0 VLAN ID
VLAN ID
PTP specific: 0to 255 0 Domain Number
Domain Number
PTP specific: Selection of 0 PDelay-Request Minimum
PDelay-Request values from Interval, 0to 5
Minimum Interval listbox
PTP specific: Selection of 0 Delay-Request Minimum
Delay-Request values from Interval, 0to 5
Minimum Interval listbox
PTP specific: Selection of Auto Delay measurement mecha-
Delay measure- values from nism
mennt listbox
mechanism
PTP specific: Selection of 1 Announce interval, 0 to 3.
Announce interval \{alues from All PTP nodes in network
listbox should have the same value
PTP specific: 2to 10 3 Announce receipt timeout, all
Announce receipt PTP nodes in network should
timeout have the same value
PTP specific: Selection of none Synchronization interval, 0 to
Sync. interval values from 2
listbox
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11.3 Device X

11.3.1 Device request settings

Device request settings tree branch contains device specific settings.

Device Request Settings

ldentifier of device:
Poll string: |rPs 3
Size of answer [byte]:
Offzet of zeconds field [byte]:
Offzet of meec field [byte]: 2 ]
Description: |

Confirm ] ’ Rezet ]

Figure 27: DNP3 device request settings REG-PE(D)

Table 20: DNP3 device settings REG-PE(D)

Setting Format Range Default \ Description

Identifier of de- text AA:orA(1to AA: Identifier of device as appears
vice 9): to Z(1 to 4): in the device communication
Poll string text 23 chars fread RPS 3 Device poll string

Size of answer byte 1to 255 244 Size of answer

Offset of seconds | byte 0to 255 18 Offset of second:s field

field

Offset of msec byte 0to 255 22 Offset of msec field

field

Description string 30 characters Empty string User description
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11.3.2 Indications

Indications

Columns to hide
’7 Description DNP3 object type ReqgSys fype DNP3 obj. index Static definitions Event definitions Event class Abs. deviation Scal

Confirm | Reset | Add | Insert | Delete | Export Import Advanced

I Search: | Row count: 105 Count of selected rows:0

[]|| Description ¢ DNP;:;)ject # R‘;f:: Sl Do":.a ¢ Static definitions ¢ Event definitions ¢
index

E"Wmlr.\—
O][Cog Overfiow Binary input V][5t 2 112 with status 212 with time
I:|||Parallel Processing Error Binary input !IIEH 3 /2 with status 212 with time
[CJ|[ECAN Comms Error (1: Erron) Binary input V][5t 1 112 with status 212 with time
OJ|[Tar Position Eror (1: Error) Binary input_[V][E 5 172 with status 212 with time
O|[ManualAio (1- Aut) Binary input V][5t & 112 with status 212 with time
O|[singierParaliel (1: Paralie) Binary input_[v]|[Et 7 112 with status 202 with fime
O]CocaliRemote (1: Remate) Binary input V][5t B 112 with status 212 with time
OJ|[MasterNot Master (- Master) Binary input [~ |[E1 9 172 with status 212 with time

Table 21: DNP3 indications REG-PE(D)

Setting Format Default Description
DNP3 object type | - selection of values in | Binary input | DNP3 object type
combo box
REG data type - selection of values in | Bit REG data type
combo box
DNP3 obj. index - 0to 65535 0 DNP object index
Static definitions | - selection of values in | noclass 0 Static definitions
combo box point
Event definitions | - selection of values in | no events Event definitions
combo box
Event class - selection of valuesin | 1 Event class
combo box
Abs. deviation float 0 Absolute deviation
Scale float 1 Scale
RPS offset 0to 255 0 RPS offset
RPS bit - selection of valuesin | O RPS bit
combo box
Description text 50 characters empty User description
Simulation selection of valuesin | No Option whether the data
combo box point value can be simu-
lated
Simulation value according tothedata | 0 Simulated data point val-
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Setting Format Range Default

type

\ Description
ue

Simulation of the data point value is new feature in WinConfig version starting from 11.0.6.

User can allow simulation and prepare simulation values
simulation can be consequently launched by Run simulation
in REG-PE(D) telecontrol board.

of individual data points. The
button in the online WinConfig

11.3.3 Commands
Commands
Columns to hide
Qutput type Obj. index Control code Scale Command string Description
[ Confirm ][ Reset ][ Add ][ Insert ][ Delete ] [ Export ][ Import
[ Search: ] Rows count:26 Count of selected rows:0
’E Otl;':reut ¢ ”?:éx ¢ Controloode¢ S{:ale¢ Command string¢ Description¢
= | —
[0 [retay 1+ [ || Tripiciose || |REGAUTO = | |Automtanual
Elﬂelay v| |2 || Operate on object v|| 1 IREGhneher=1 ||RaiseTap
Elﬂelay v| |3 || Operate on object v|| 1 |REGtiefer=1 ||L|JwerTa|J
Figure 29: DNP3 commands REG-PE(D)
Table 22: DNP3 commands REG-PE(D)
Setting Format Range Default \ Description
Output type - selection of values | Relay Output type
in combo box
Obj. index - 0to 255 1 Object index
Control code - selection of values | Operate on Control code
in combo box object
Scale - selection of values | 1 Scale, valid for analog
in combo box data type
Command string text 50 characters empty Command string
Description text 50 characters empty User description
11.3.4 Information about installed DNP3 version

The DNP3 firmware contains a special function to facilitate

the access to the information

about installed DNP3 firmware version. This information can be seen on the Regsys screen

for a short period of time during the telecontrol board start.
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11.4 MODBUS Collector for DNP3/TKxx

DNP3 comes additionally with Modbus-Collector-Functionality, which provides a MODBUS-
RTU Master to retrieve information from Modbus-slaves to be processed in a-eberle-

device.

The MOBUS Master can receive pre-defined analogue values from up to 32 MODBUS-RTU
server and to be processed in a-eberle devices. Usage of MODBUS-RTU using is optional.

Basic settings tree branch form contains common settings of MODBUS-RTU.

Extended settings shall be done by a-eberle staff.
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MODBUS collector settings

RTU communication settings

Activate: W
Serial port: COM4 ~
[BBE..dI.]Id rate of serial port MODBUS
Parity: EVEN w
Stop bits:
Data bits:
RS485 activated: W
Advanced timing settings
Respaonse timeout [ms]:
Byte timeout [ms]: D
Mo reply: D
Slave stations
. Register Bumbar
\Activate|| Slave ID address nf
| registers
Yes ||| 1 7000 6 A
[Yes v][2 l7ooo_|le |
[yes v][3 70008 |
[No_ w4 7000 |l6 |

No w5 7000 6
N0 v||[6 7000 |fe |

Mool Jow [b |
ol oo o |
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Table 23: MODBUS collector settings
Setting Format \ Range \ Default Description
Activate Checkout | Yes/no no Activate MODBUS-RTU exten-
sion.
Serial Port - Selection of val- coMm1 Selection of available COM
ues in combo box ports for MODBUS-RTU
communication — read only
Baud Rate - Selection of val- 19200 Data transfer rate. 19200 b/s
ues in combo box is default.
Parity - Selection of val- EVEN Even parity is required
ues in combo box
Stop bits - Selection of val- 1 Stop bits
ues in combo box
Data bits - Selection of val- 8 Data bits
ues in combo box
RS485 acti- checkbox checked Activation of RS485
vated
Response ms 0..65535 1000 The master is configured by
timeout the user to wait for a prede-
termined timeout interval (
Response time-out) before
aborting the transaction
Byte timeout - 0..65535 0 The maximum timeout inter-
val in ms. between two
consecutive bytes of the
same message
No reply - 0..65535 0 Idle timeout after “no replay”
from slave up to a next query.
Table 24: MODBUS collector slaves settings
Setting Format \ Range \ Default Description
Activate Checkout | Yes/no no Activate MODBUS-RTU slave
use.
Slave ID - 1..254 1 Modbus slave address. The
address must be unique on a
MODBUS serial bus
Register ad- - 2 Bytes 7000 The starting register address
dress 0x0000 to OXFFFF
Number of - 1to 500 6 The number of registers
registers
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11.4.1 Modbus collector — supervisory settings

Modbus collector — supervisory settings tree branch contains usual settings for supervising
the Modbus communication. Settings are similar to the available in other protocols availa-
ble in WinConfig.

Supervisory

Debug options

Logging Type

Level

Trace Qutput

Trace via TCP-Port {recommended): ()

TCP, File

TCP-Port:

Logging with Timestamp (Attention! Causes performance reductionl): [ ]

General options
Extended Trace for Common Functions: []
Parse Settings:

General Warnings and Errors:

O oo

Commands Execution:

Eberle-Device
Verbose Output:
Link Layer:

OO O

Link State Machine:

MODBUS Protocol
Verbose Cutput:
Link Layer:

Link State Machine:

Ooon

Application Layer:

DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, TK102) Page 75



We take care of it.

11.4.2  Modbus collector — internal communication
Modbus collector — internal settings tree branch contains options for internal communica-
tion between the device and telecontrol board.
Internal communication
Serial port: COM3
Baud rate of device serial port [Bd]:
Parity:
RTS/CTS: ]
XON/XOFF: []
ON time of senal LEDs [ms]:
Cycle time of poll [ms]: 500
Maximum timeout between sequenced ASCII-Data [ms]:
Cycle time of device status check [ms]:
Number of repeats far SYNC cycle:
Number of poll repeats: l:l
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Table 25:

MODBUS collector — internal communication

Setting Format Default Description
Serial Port - Selection of val- COM3 Selection of available COM
ues in combo box ports for MODBUS-RTU
communication — read only
Baud Rate of - Selection of val- 115200 Data transfer rate
device serial ues in combo box
port
Parity - Selection of val- EVEN Even parity is required
ues in combo box
RTS/CTS - Checkbox unchecked RTS/CTS handshaking
XON/XOFF - Checkbox unchecked XON/XOFF handshaking
ON time of ms 1..65535 10 ON time of serial LEDs
serial LEDs
Cycle time of ms 0..65535 500 Cycle time of poll
poll
Maximum ms 0..65535 800 Maximum timeout between
timeout be- sequenced ASCII-Data
tween
sequenced
ASCII-Data
Cycle time of ms 0..65535 2000 Cycle time of device status check
device status
check
Number of - 1..255 2 Number of repeats for SYNC
repeats for cycle
SYNC cycle
Number of poll | - 0..255 1 Number of poll repeats
repeats
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12. CSO settings (REG-P)

CSO settings are used for COM-Server Only firmware type. Only one tree branch with set-
ting is available. Changes of Communication settings of REG-P are recommended for
advanced user only.

CSO

Seftings description: | CSO_XX_TK400 |

REG-F TCPIP settings

Local (REG-P) IP address: 1192.168.56.90 |
Gateway IP address: 1192168143 |
Subnet mask: |255.255.0.0 |
Accept any valid client [P:

Refuse second connection:

Authorized central stations IP addresses: I
TCP port (data transfer): 1023

LIDF port (remote parameterization): 12000

Device communication settings
Baud rate of serial port [Bd]:

Timeaout of device responses [10ms]:

Inter character timeout [ms]:

00E | R A

T¥ blocking [ms]:

Confirm ” Feset ” Defaults ” Enahle ]

Figure 34: CSO settings REG-P
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Table 26: CSO settings REG-P

Setting Format Default Description

Settings descrip- text 50 charac- Filename of Short user description of set-

tion ters open settings tings file or name of settings
file.

Local (REG-P) IP - 4x 0 to 255 192.168.56.90 | Local (REG-P) IP address

address

Gateway IP ad- - 4x 0 to 255 192.168.1.43 IP address of default gateway

dress

Subnet mask - 4x 0 to 255 255.255.0.0 Subnet mask

Accept any valid - checkbox checked Accept any valid client IP

client IP

Refuse second - checkbox checked Refuse second connection if

connection other connection is already set.
Otherwise the current connec-
tion is closed and the new one
established.

Authorized cen- - 4x 0 to 255 0.0.0.0 IP address of authorized central

tral stations IP stations, 6 available addresses

addresses

TCP port (data - 1to 65535 1023 TCP port for data transfer.

transfer) Changing of this value is not
recommended.

UDP port (remote | - 1to 65535 12000 UDP port for remote parame-

parameterization) terization. Changing of this
value is not recommended.

Baud rate of de- Bd selection of 115200 Baud rate of device serial com-

vice serial values in munication. Device settings are

combo box accessible after clicking the

Enable button. Experienced
staff should do changing of
device settings only.

Timeout of REG-P | 10ms 1to 255 200 Timeout of REG-P responses

responses

Inter character ms 1to 255 70 Timeout between two charac-

timeout ters in device communication

Time to wait after | ms 0to 255 0 Timeout after message recep-

REG-P response

tion

CSO settings (REG-P)
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13.

14.

CSO settings TK28-8

CSO parameters for TK28-8 board are similar to those for TK400 — see CSO settings REG-P.
However, as the TK28-8 is linux-based board, there are also another functions available.

TK28-8 board can run also supervisory settings using Sysylog with parameters defined e.g.
in protocol IEC103: Supervisory settings for boards type TK28-4, TK28-6, TK102.

Also a time synchronization is defined using NTP server or PTP (Precission Time Protocol) as
defined in protocol DNP3: Time synchronization for boards type TK28-4, TK28-6 and TK102.

CSO settings REG-PE(D), REG-PEDSV (TK102), TK28-6,
TK28-4

14.1 CSO channels
COM-Server
[ confim ][ Resst J[  Agd  |[  mset ][ pelete ][ Extend Rowe count-4
Enter Password to Extend:l:l
[] Activate: |Connection type |  IP address | TCP port '”“ﬁ"’i[“;]ﬁm“”t Baud rate KON/XOFF RTSICTS
O | ves || | o=t v [o000 |[soo1 J[o | | 115200 v |ves | [Mo v
O [ es || [Sodet v [0.0.00 |[s002 o | 116200 w| [ves v| [No v
O | ¥es | | sodet v [0.0.00 |[eooz [0 | | 115200 v [ves %] [Ho v
[0 | ves % | sodet v [0.0.00 |[s008 o | | 115200 v [No | |ves v
Table 27: CSO settings REG-PE(D) , REG-PEDSV, TK28-6 - Channels
Setting Format \ Range Default Description
Disabled - Yes/No No Option to disable the channel
State - Selection of | RAW State of channel
values in
combo box O OFF disables the port from accepting
connections. It can be turned on later.

0 RAW enables the port and transfers all
data as-is between the port and the de-
vice.

O RAWLP enables the port and transfers all
input data to device; device is open with-
out any POSIX setting or directly.

O TELNET enables the port and runs the
telnet protocol on the port to set up
telnet settings. This is most useful for us-
ing telnet.

0 USD enables the shared port and trans-
fers all datas between port and the device
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Setting

Range

Default

\ Description
vie shared serial.

0 USD mode used for global-resource shar-
ing from Network and IEC control center

IP address | - 4x 0 to 255 0.0.0.0 IP address
TCP port - 0 to 65535 3003 TCP port
Inactivity s 180 Inactivity timeout
timeout
Serial port | - Selection of | COM2 Selection of serial port
values in
combo box
Baud rate | Bd Selection of 115200 Baud rate
values in
combo box
Parity - Selection of | Even Parity
values in
combo box
Stop bits - Selectionof | 1 Stop bits
values in
combo box
Data bits - Selectionof | 8 Data bits
values in
combo box
XON/XOFF | - Selection of | No Option to select XON/XOFF handshaking
values in
combo box
RTS/CTS - Selection of | No Option to select RTS/CTS handshaking
values in
combo box
RTS in- - Selection of | No Option to select inversion of RTS signal
verted values in
combo box
TxD in- - Selection of | No Option to select inversion of TxD signal
verted values in
combo box
Interface - Selection of | RS232 Selection of interface type
type values in
combo box

CSO settings REG-PE(D), REG-PEDSV (TK102), TK28-6, TK28-4

Page 81



We take care of it.

14.2

CSO Supervisory settings

The Supervisory settings tree branch can be used for activation and configuration of debug
logs.

Supervisory

COM-Server Trace

Activate trace |

Level: User W

Trace via PARAM-Connector (limited capacity due to RS232-bottleneck): &

Trace via TCP-Port (recommended): L]
TCP port 010
Logging with Timestamp (Performance reduction!):. F

COM-Server Tx-Rx Mirroring
Activate trace [

TCP-port

Confirm ” Reset ]

Figure 36: CSO channels REG-PE(D)

Table 28: CSO Supervisory settings

Setting Format \ Range Default Description

Activate checkbox checked Protocol debug option activation

Level - Selection of val- user Option to select lever of supervi-
ues in combo box sory messages (user, developer)

Verbose Output | - checkbox unchecked | Verbose Output

Trace via - radio button checked Logging to PARAM-Connector

PARAM-

Connector)

Trace via TCP- - radio button unchecked | Logging to TCP port

Port

TCP port - 1to 65535 55555 TCP port

Logging with - checkbox checked Logging with Timestamp

Timestamp

Mirror port: - checkbox checked Mirror port: Activate

Activate trace

TCP-port - 1to 65535 55444 TCP port
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CSO Time synchronization

The Time synchronization tree branch is available for telecontrol boards type TK28-4, TK28-

6 and TK102.

Time synchronization

NTP
NTP primary server I[P address:
NTP secondary server IFP address:

PTP synchronization specific

PTP clock activate:
FTP synchronization specific

Domain Number:

FPDelay-Request Minimum Interval:
Delay-Request Minimum Interval:
Delay measurement mechanism:
Announce interval:

Announce receipt timeout:

Sync interval:

Set Power Profile

0.0.00
0.0.00

<

=

0(1s) w
0(1s) W
P2P w
0(1s)

%]

0(1s) »

Table 29: CSO Time synchronization for boards type TK28-4, TK28-6 and TK102

Setting Format Range Default \ Description

NTP primary serv- | IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address
er IP address

NTP secondary IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
server IP address dress

PTP specific: 0 VLAN ID

VLAN ID

PTP specific: 0to 255 0 Domain Number

Domain Number

PTP specific: Selection of 0 PDelay-Request Minimum
PDelay-Request values from Interval, 0 to 5

Minimum Interval listbox

PTP specific: Selection of 0 Delay-Request Minimum
Delay-Request values from Interval, 0 to 5

Minimum Interval listbox

CSO Time synchronization
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16.

16.1

Setting Range Description
PTP specific: Selection of Auto Delay measurement mecha-
Delay measure- values from nism
mennt listbox
mechanism
PTP specific: Selection of 1 Announce interval, 0 to 3.
Announce interval \{alues from All PTP nodes in network
listbox should have the same value
PTP specific: 2to 10 3 Announce receipt timeout, all
Announce receipt PTP nodes in network should
timeout have the same value
PTP specific: Selection of none Synchronization interval, 0 to
Sync. interval values from 2
listbox

The time synchronization in CSO synchronizes only the telecontrol board system due to cor-
rect functionality of LDAP services. The connected Regsys device is not time-synchronized.

Modbus settings

You are able to select of either two connection type “serial” or “TCP”.

Basic settings MODBUS RTU

Basic settings tree branch form contains common settings of MODBUS protocol — selection
of available Baud rates, Slave address and identifier if device (devices). Basic settings also
contain use definable description - name of the entire settings.

Basic

Settings description: Template for REG-D MODBUS

Line type: serial '

Baud rate of serial port MODBUS [Bd]: | 19200
Slave Address/Unit ID:

DIII

R5485 activated:

|Device |Identiﬁer of device

Lt ]

‘ Confirm ‘ ‘ Reset ‘
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Table 30: MODBUS basic settings

Setting Format Default Description

Settings de- Text 50 characters Filename of Short user description of

scription open settings settings file or name of set-

tings file

Slave address | - 1-247 2 Address of slave

RS485 acti- Bd Checkbox unchecked If unchecked then RS232 or

vated fiber optic mode is selected.

Identifier of text AA:or A(1to9): defaults defined | Device identifier string as

device to Z(1to 4): in the Devices appears in the device proto-
tree branch col

16.2 Basic settings MODBUS TCP

Basic settings tree branch form contains common settings of MODBUS TCP protocol — selec-
tion of Unit ID and identifier if device (devices). Basic settings also contain user definable

description - name of the entire settings.

Basic

Settings description: |TBI’T‘Ip|EtB for REG-D MODBUS

Ethernet - TCP W
Slave Address/Unit ID:

Line type:

|Device |Identifier of device

1 ]

| Confirm | | Reset |

Figure 39: Modbus TCP basic settings

Table 31: MODBUS TCP basic settings

Setting Format Range Default \ Description

Settings de- Text 50 characters Filename of Short user description of

scription open settings settings file or name of set-
tings file.

Unit Id - 1-247 2 Slave Address (same as the
Unit ID used in MODBUS
TCP/IP).

Identifier of text AA:or A(1to9): defaults defined | Device identifier string as

device to Z(1to 4): in the Devices appears in the device proto-

tree branch col

The port number is default 502.

Modbus settings

Page 85



We take care of it.

16.3

Advanced - Settings - SCADA

Advanced settings tree branch contains the complete range of MODBUS settings:

MODBUS

Interface settings

Serial port: COM1
Baud rate of serial port MODBUS [Bd]: 19200
Parity: EVEM W
OM time of serial LEDs [ms]: 20

RS485 activated: [l
RTSICTS: =
KOMXOFF: =

Protocol settings
Slave address: 2

Response timeout [ms]: 5
Turnaround delay [ms]: 250

Mo reply: 1]

Mode of watchdog LED:  blinking

Confirm H Reset
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Table 32: MODBUS advanced settings

Setting Format Default \ Description
Serial port - Selection of | COM1 Selection of available COM ports for
values in Modbus communication
combo box
Baud rate of serial | Bd Selection of 19200 Baud rate of Modbus serial port
[Bd] values in
combo box
Parity - Selection of Even Parity of Modbus serial port
values in
combo box
ON time of serial ms 0to 65535 20 ON time of serial LEDs indicating
LEDs activity on the Modbus serial inter-
face
Slave address - 1-247 2 Address of slave
RS 485 activated - checkbox Not Activation of RS485 interface
checked
RTS/CTS - checkbox Not RTS/CTS handshaking
checked
XON/XOFF - checkbox Not XON/XOFF handshaking
checked
Response ms 2 to 100 5 SCADA response timeout
timeout
Turnaround delay | ms 0to 65535 250 Turnaround delay
No reply - 0to 255 0 No reply
Mode of watch- - Selection of blinking Mode of watchdog LED (blink-
dog LED values in ing/switched off)
combo box

16.4 Devices

Devices tree branch is the same as for IEC101 protocol. See chapter 11.2.

16.4.1 Time synchronization

Time synchronization tree branch is the same as for IEC101 protocol. See chapter 11.2.2.
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16.4.2 Internal communication settings
Device communication settings contain the following options:
Baud rate of device serial port [Bd]: 116200 w
Parity: EVEN w
ON time of serial LEDs [ms]:
Timeout for reception of first char [ms]:
Inter character timeout [ms]: 200
TX blocking [ms]: 250
Number of repeats for SYNC cycle:
Number of poll repeats: III
Round time down: O
Round time up: O]
Use UTGC for time synchronization: ]
RBAC timeout: 300
Table 33: Device communication settings for MODBUS
Setting Format Range Default Description
Baud rate of device | Bd Selection of | 115200 Baud rate of device serial port
serial values in
combo box
Parity - Selection of | Even Parity of device serial port
values in
combo box
ON time of serial ms 0to 65535 10 ON time of serial LEDs for indica-
LEDs tion of device communication
Timeout for recep- | ms 0 to 65535 90 Timeout for reception of first char-
tion of first char acter
Inter character ms 0to 65535 | 80 Timeout between two characters
timeout in telegram
TX blocking ms 0to 65535 30 Timeout to wait when answer was
received
Number of repeats | - 0to 255 3 Number of repeats for SYNC cycle
for SYNC cycle
Number of com- - 0to 255 1 Number of command (poll) repeats
mand repeats
Round time down / | - option box | round down | Rounding time selection
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16.5

16.5.1

Setting Format \ Range Default Description

Round time up

Use UTC for time - check box unchecked Selection of usage UTC for time
synchronization synchronization

RBAC timeout 3 30 to 600 300 RBAC timeout for RegSys devices

firmware supporting user roles and
rights and telecontrol boards TK8xx
and TK102

Device x

Device settings

Device Request Settings

|dentifier of device:

Pall string: IRPS 4

Type of seconds field: INT3ZL w
Offset of seconds field

18
byior 8

Type of msec field: INT16L »
Offset of msec field [byte]

Description: |

[ Confirm H Reset ]

Figure 42: MODBUS device request settings
Table 34: MODBUS device settings

Setting Format Range DEET Description
Identifier of de- text 3 chars AA: Identifier of device as appears
vice in the device communication
Poll string text 63 chars RPS 4 Device poll string
Type of seconds - Selection of INT32U Type of “seconds” field
field values in
combo box
Offset of seconds | byte 0-65535 18 Offset of seconds field
field
Type of msec field | - Selection of INT32U Type of “milliseconds” field
values in
combo box
Offset of msec byte 0- 65535 22 Offset of “milliseconds” field
field
Description text 30 chars empty User description
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16.5.2 Indications
Indications tree branch describes indications of individual device.
Indications
Columns to hide
’7 Description Data Model Address Bit in register Device offset RegSys type RPS bit Deviation
Confirm | Reset | | Insert Delete Export Import Advanced |
| Search: | Row count:348 Count of selecfed rows:0
[/ Description 4 DataModel £ || Address 2 re'ﬂi‘;{'erg [;‘::;:f 4 || Regsys type 4 ‘ Rh';ts 4| pevia
O = EEL
E‘ 1:Status OK, O:device not ok IDiscreteInputs! ISEDD 0 . 3 BIT/BYTE I ! ID
[1{||1:Buffer Overrun, 0:noOverrun ||Discrete|nputs 18301 o . 3 BIT/BYTE !I ! ID
|| 1:Parallel Error, 0:noError ||Discrete|nputs ISEEIQ 3 BIT/BYTE !"2! ID
OJ|[:ECAN Error, D:noError |[Discrete Inouts []][5203 3 BrevE _ [V|l3l] [
O{[1:TC Error, 0:noError ||Discrete|nputslaau4 0 3 BIT/BYTE !"4! In
|| 1:Auta, 0:Manual ||Discrete|nputsl8305 i 3 BIT/BYTE !v Is! In
O1|[F-Faraliel (Master or Icirc only), 0:Single |[Ciscrete nputs [¥]] 2206 3 BIT/BYTE ) sl
O1|[-Remote, o:Local |[Discrete Inouts []][207 0 3 BrevE [V~ [
Table 35: MODBUS indications

Setting \ Format \ Range Default Description

Function - 0to 999 0 Function number

Address - 0 to 65535 0 Address

Class - 0to 65535 0 Class

Device offset 0to 999 0 Indication device offset

Dev type - 0to 999 0 Indication device type

Deviation float 0 Absolute deviation value

Scale float 0 Scale value

Max. value float 0to 65535 0 Max. value

Description text 50 chars empty User description
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16.5.3

Commands

Table of settings of individual commands represents command settings. This table is com-
mon for all a.eberle devices connected to the telecontrol board.

The upper line contains execution buttons for work with the individual command lines and
for export/import of the entire table of commands.

Selected line in the table is marked by yellow background. All changes have to be confirmed
by using the Confirm button.

Commands

Columns to hide

Function Address Type Scale Command Description

[ Confirm ] [ Reset ] [ Add ] [ Insert ] [ Delete ] [ Export ] [ Import

Search: Rows count:5 Count of selected rows:0
|E Function ¢ Address ; Type ; Scale ¢ Command ¢ Description :
|— - v -— v | -——— v |
| [wirite Single coi w[[6001 | |BOOLEAN  |s||direct command without space(0/1) +||regeoth = 0, RegAUTO= | |Regulator A ManuakAutomatic
|E|Write Single Coil v|[sooz | [BooLEAN  |s||direct command without space(oi) +||regeoth = 1, RegHosher= | |Regulator A Higher
|E|Write Single Coil v|[eoos | [pooLean  (w||direct command without space(oi1) | [regeotb = 1, RegTiefer= ||Regulator & Lower
[0 [wrie singie coi v|[soos | [BooLean  |w|[direct command without spacecorty | [regeath = 2, RegsWi | [Regulator A Select setnoint
|E|Write Single Coil v|[soo7 | [BooLEAN  |s||direct command without space(oi) +||regeoth = 6, RegParaProga = | |Regulator A Parallel program actival
£ I | 2

Figure 44: MODBUS commands

Table 36: MODBUS Commands

Setting Format Range Default Description
Function - 1to 128 1 Function number
Address - 1to 128 0 Information address
Type - 1to 128 0 Data type

Scale - 1to 128 0 Scale

Max value - 1to 128 0 Maximum value
Command text 50 chars empty Command string
Description text 50 chars empty User description
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17.

17.1

C37.118 Settings

Basic

Basic settings tree branch form contains common settings of for C37.118 protocol.

Basic

Settings description: | C37118_GDASys_BASIC |

Protocol settings

Line type: ethernet- TCP w
FMU units base identifier: 100

Authorized central stations IP addresses: |192.168.1.92 | 192.168.1.64  |[192.168.1.43

Confirm ] ’ Reset ]

Figure 45: (C37.118 basic settings

Table 37: (C37.118 basic settings

Setting

Format

Range

\ Default

Description

Settings de- Text 50 charac- Filename of Short user description of settings
scription ters open settings | file or name of settings file.
Line type - Selection of | Ethernet-TCP | Type of line for C37.118 protocol
values in (Ethernet, serial line)
combo box
PMU base iden- | - 1to 65535 100 Base identifier of virtual PMU de-
tifier vices defined by firmware;
individual PMU identifiers are
defined as Base Identifier + PMU
Order Number (e.g. Base ldentifier
=100, PMU identifiers are 101, 102
o).
Authorized - 4x 0 to 255 As defined in IP address of central stations

central stations
IP addresses

the template

(SCADASs) authorized to communi-
cate with telecontrol board using
C37.118 protocol.

Page 92

C37.118 Settings



a-eberle L

17.2 Advanced

17.2.1 Settings — SCADA

Settings — SCADA tree branch form contains settings of SCADA-related parameters, namely
important communication parameters of the C37.117 protocol.

C37.118 settings

Interface settings

Line type: ethernet-TCF »
TCP port (data transfer); |4712

Frotocol settings

PMU units base identifier: 100
Authorized central stations IP addresses: [192.168.1.92  ||1921681.64  |[192.168.1.43
Mode of watchdog LED: blinking »
IE‘ Comment | Name ‘
101] |[1234567890123458]
E| ||cDASys-Nr-50s |
[ I 1

Figure 46: (C37.118 SCADA Settings
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Table 38: (C37.118 SCADA Settings

Setting Format Default Description

Line type - Selection of | Ethernet-TCP | Type of line for C37.118 protocol
values in (Ethernet, serial line)
combo box

TCP port - - - Explanation of usage of the corre-

(data trans- sponding port.

fer)

Port - 1to 65535 4712 TCP port used for C37.118 protocol.

PMU base - 1to 65535 100 Base identifier of virtual PMU devic-

identifier es defined by firmware; individual
PMU identifiers are defined as Base
Identifier + PMU Order Number (e.g.
Base Identifier = 100, PMU identifi-
ersare 101, 102 ...).

Authorized - 4x 0to 255 192.168.1.92 IP address of central stations (SCA-

central sta- 192.168.1.64 | DAs)authorized to communicate

tions IP 192.168.1.43 with telecontrol board using C37.118
addresses protocol.

ID - - - Read-only ID of virtual PMU in
C37.118 communication; ID is de-
fined by PMU base identifier

Comment text 50 charac- “ User comment

ters

Name Text 50 charac- As defined in Name of virtual PMU in C37.118

ters template communication
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17.2.2 ComServer

ComServer tree branch form contains settings of ComServer -related parameters.

COM-Server

[ confirm |[ Reset || Add ][ nsenr || Delete
Inactivity
[] |Activate Connection type IP address TCP port | timeout
[s]
O |ves v||[socket  v[l0.0.0.0 |[s004  |Jo |

Table 39: (C37.118 ComServer Settings

Rows count:1

Baud rate

KONIXOFF RTSICTS

Setting DEET Description
Activate - Selection of | Yes Activation
values in
combo box
Connection type - Selection of | Socket Connection type
values in
combo box
IP address - 4x 0 to 255 0.0.0.0 IP address
TCP port - 1to 65535 1023 CS TCP port.
Inactivity timeout s 1to 65535 60 Inactivity timeout
Serial port - - com3 Read only; CS serial port defined
in Serial Ports Assignment page
Baud rate of serial - Selection of | 115200 Baud rate of serial port
port values in
combo box
Parity - - NONE Read only; Parity
Stop bits - - 1 Read only; Stop bits
Data bits - - 8 Read only; Data bits
XON/XOFF - Selection of | Yes XON/XOFF handshaking
values in
combo box
RTS/CTS - Selection of | No RTS/CTS handshaking
values in
combo box
Interface type - - RS232 Read only; interface type
Max. message length | - 0to 65535 0 Max. message length
Tx blocking time ms 0to 65535 0 Tx blocking time

C37.118 Settings
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17.2.3  Supervisory settings

Supervisory settings allow user to define logging options to see log of C37.118 conversion
operation.

Supervisory

Trace-options
Logging Type

ot

Trace Output
Trace via PARAM-connector {limited capacity due to RS232-bottlenads): &)

Trace via TCP-Port jrecommended): ]
Eberle-Device
Link Layer: |

Application Layer: []

C37.118 Protocol
Link Layer: |
Application Layer: []

OCF?Y Trace

Activate trace [

Level: User M

e por

COM-Server Trace

Activats tracs |
Level: User 4

Trace vis PARAM-Connector {limited capacity due to RS232-bottlenedd): &

Trace via TCP-Port {recommended): &)
TCP-Port: 10888
Legging with Timestamp {Performance reduction!): [#]

COM-Server Tx-Fx Mimoring
Activate trace [

reP st

[ confim || Resst |

Figure 48: (C37.118 Supervisory settings
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Table 40: (C37.118 Supervisory settings

Setting Format Default Description
Level - Selection of Deactivate Level of Log messages
values in
combo box
Trace output - radio button PARAM- Option to trace via PARAM
connector connector or via TCP
Eberle-Device: - checkbox unchecked Level of Log in device communi-
Link Layer cation
Eberle-Device: - checkbox unchecked Level of Log in device communi-
Application Layer cation
C37.118 protocol: | - checkbox unchecked Level of Log in C37.118 protocol
Link Layer communication
C37.118 protocol: | - checkbox unchecked Level of Log in C37.118 protocol
Application Layer communication
DCF77: Activate checkbox unchecked Trace activation
trace
DCF77: Level - Selection of Deactivate Level of Log messages
values in
combo box
DCF77: TCP port - 1to 65535 10777 TCP port
COM-Server checkbox checked Protocol debug option activa-
Trace: Activate tion
trace
Level - Selection of user Option to select lever of super-
values in visory messages (user,
combo box developer)
Trace via PARAM- | - radio button checked Logging to PARAM-Connector
Connector)
Trace via TCP-Port | - radio button unchecked Logging to TCP port
TCP port - 1to 65535 10888 TCP port
Logging with - checkbox checked Logging with Timestamp
Timestamp
Mirroring: Acti- - checkbox checked Mirror port: Activate
vate trace
TCP-port - 1to 65535 23456 TCP port

C37.118 Settings
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17.2.4 Linked Devices

Linked Devices page allows user to define virtual devices from the point of view of the
RegSys internal communication.

Devices
Device Enabled | Identifier of device | Poll type

1 AR |RPS
2 m |RPS
3 |Ax | RPS
4 A% | RPS
5 | O | |RPS
6 O [l | RPS
7 | O |[ea | RPS
8 O [aa | RPS

[ Confirm ][ Reset ]

Figure 49: (C37.118 Linked Devices

Table 41: (C37.118 Linked Devices

Setting Format \ Range \ Default Description

Device - - - Read only; order number of
device from the point of view of
RegSys communication

Enabled - checkbox Checked/ unchecked | Option whether the corre-

sponding device is enabled
Identifier of text checkbox AA: Identifier of the device in
device RegSys communication
Poll type - - RPS Read only; Poll type
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Time Synchronization

Time Synchronization page sets time synchronization options.

Time synchronization

NTP specific

NTP primary server |IP address:

MTP secondary server |P address:

0.0.0.0
0.0.00

Figure 50: C37.118 Time Synchronization

Table 42: (C37.118 Time synchronization

Setting Format \ Range Default Description

Time source - checkbox NTP Read only; NTP time source
Synchronize all devices | - checkbox Unchecked Option whether synchronize all
connected to ELAN devices connected to ELAN
Sync. period of con- min 0to 999 1 Synchronization period of con-
nected devices nected devices

NTP primary server IP - 4x 0to 255 | 0.0.0.0 NTP primary server IP address
address

NTP secondary server | - 4x 0to 255 | 0.0.0.0 NTP secondary server IP ad-

IP address dress

C37.118 Settings
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17.2.6 Internal communication

Internal communication page allows user to set parameters of internal communication with

RegSys device.

Internal communication

Baud rate of device serial port [Bd]: 115200 »
Farity: EVEM

OM time of serial LEDs [ms]: 100

Timeaout for reception of first char [ms]:

Inter character timeout [ms]: 150
TX blocking [ms]:
Canfirm ][ Reset ]

Figure 51: C37.118 Internal communication

Table 43: C37.118 Internal communication

Setting Format \ Range Default Description
Baud rate of de- Bd Selection of 115200 Baud rate of device serial port
vice serial port values in
combo box
Parity - Selection of EVEN Parity of device serial port
values in
combo box
ON time of serial ms 1to 65535 100 ON time of serial LEDs
LEDs
Timeout for re- ms 1to 65535 200 Timeout for reception of first
ception of first char
char
Inter character ms 1to 65535 150 Inter character timeout
timeout
TX blocking ms 0to 255 50 TX blocking
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17.2.7 Device x

Device x page sets device-related parameters of internal communication.

Device Request Settings

Identifier of devios:
Data class:
Class type: interval
Cycle time of poll [ms]:
Length of response: 142
Number of data buffers:

Full buffer policy: | Orop older data v|

Offset of value in REG response: I:l

Comment: |55-E|:intewal guantities: Data r.‘I
Confim ||  Reset |

Figure 52: (C37.118 Device x

Table 44: (C37.118 Device Request Settings

Setting Format Range Default Description
Identifier of de- - - AA: Read only: Identifier of device
vice
Data class - 1to 255 As defined in Device data class
template
Class type - Selection of | As defined in Class type
values in template
combo box
Cycle time of poll | ms 1to 65535 2000 Cycle time of poll
Length of re- - 1to 65535 142 Length of response
sponse
Data buffers - 1to 255 As defined in Data buffers
template
Offset of priority - 1to 65535 - Offset of priority value in REG
value in REG re- response
sponse
Comment string 50 charac- As defined in User comment
ters template
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17.2.8

Indications

Indications page sets parameters of individual data points.

Indications

Columns to hide
’7 Description Data class buffer

Buffer offset PMU ID PMU data field Data field offset Diata point name
Comim | Reset | Ade | nsen Delete Export Import
| Search: | Row count:57 Count of selected rows:0
Data
L Buffer 4 |[|PMU 4
[]|| Description = class = =
buffer offset 1D
. -

[OJ|[Prase-to-phase RMS-voltage L1-2 [o [0

[ ||Phase-to-phase RMS-voltage L2-L3

| EX i

4
w11

[ ||Phase-to-phase RMS-voltage L3-L1 |lo 13
[||Average of collective voltage [ 22 101
Table 45: (C37.118 Indications
Setting \ Format Range Default \ Description
Description string 100 charac- | As defined in Description
ters template
Data class buffer - 0to 254 As defined in Data class buffer
template
Buffer offset - 0to 65535 As defined in Buffer offset
template
PMU ID - Selection of | As defined in PMU ID in C37.118 communica-
values in template tion
combo box
PMU data field - Selection of | As defined in PMU data field in C37.118
values in template communication
combo box
Data field offset - 0to 65534 As defined in Data field offset in C37.118
template communication
Data point name - 16 charac- As defined in Data point name in C37.118
ters template communication
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18. IEC61850

18.1 General Information

The firmware, according to IEC 61850-6, imports an SCL file with name space definitions.
The contents of described attributes are used to generate a project specific MMS-context
from SCL file. The project specific file with extension .ICD is located in settings with *.xml
file.

WinConfig and SCL_Config engineering Tool represent for REG-PE / REG-PED all data attrib-
utes as product (IED) model.

IED Server

Logical

Device

IED - substation automation (SA) device performing SA functions by means of logical
nodes (LNs). It allows access via the communication system and is the only access point
to the data of the logical devices and logical nodes contained in the server.

LDevice - a logical device (LD), according to IEC 61850-7-2, that is contained in the serv-
er of IED.

LNode - a logical node (LN). The LN contains Data (DO), which other logical nodes re-
guest, and it may need DOs contained in other LNs to perform its function. The offered
DOs (server capability) are described in ICD - file.

DO - the DATA contained in the LNs.

The tree view sub-entries of the server are directly resolved from the name space of the
ICD file.
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18.2

SCL_Config engineering Tool

This Tool lets you do the following:

0
0

creating new project of WinConfig settings with ICD-file,

creating new project of archive jffs2.tar with ICD-file from a template project or other
archive,

creating new project of WinConfig settings from archive jffs2.tar,
viewing the ICD-file in a tree structure,

using this tool as project-independent basis to edit objects and nodes of ICD-file in a
comfortable way for project specific use. l.e. a common base can be modified to fit your
project depending settings,

viewing and editing the GOOSE publishers and subscribers.

=0

b
¥

Figure 55: SCADA Settings
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18.2.1

IEC61850

Version of settings: V7.38 20 REG-D{Ajx1 GOOSE Configuration 214
Control version number: 6300

Mode of watchdog LED:  blinking

Firmware version: W7.38.20 REG-D(Ax1 Standard GOOSE Configuration
Firmware build:

ICD file name: eberle43 REG-Dx1.110711.5td.icd

Export ICD file

Here to execute a
| Edit ICD file SCL_Config
IECE1850-engineering toal.

TCP configuration
Configure TCP [

Confirm ] l Reseat

After adjustment and saving in SCL_Config engineering Tool, all changes have to be activat-
ed in WinConfig automatically.

The tree view subentries of the server are directly resolved from the name space of the ICD
file. This defines that there may be different names for the logical devices and their subor-
dinated Nodes and their subordinated attributes.

That’s why only an example can be discussed in the description.

Displaying project configuration and properties of nodes

ICD-file is shown as the logical structure tree on page “Configuration”. On the right panel of
the page section “IED” parameters are shown, as well as options of the configuration logical
object and options of the field sAddr, if exists in the chosen object DAI.

IEC61850
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-
] SCL-Config Version 10.4.4

NE)

=

'\

o

Server IEC61850

02 © I

M (D) A
p M (LN) LLNO (LLNO, )
b M (LN) LPHD (LPHD. 1)
p M (LN) GGIOT (GGIO, 1)
p M (LN) GGIO2 (GGIO. 2)
« [ (LN) ATCC (ATCC, 1)
Fl E Report Controls
[l urchST4 (DS=5T4)
[0 urcbSP1 (DS=5P1)
[ urcbhx1 (DS=Mx1)
4 B Datz 5=t
(ST4)
(SP1)
(MXT)
b @8 (DOD Med
p M (DON) Beh
p 08 (DO Health
p M (DON) Loc
p 08 (DON OpCrtRs
p M (DON) TapChg
p @8 (DO ParOp
b M8 inOn I TCRIk

IEC61850 Ed.1 Version 2003
Outgoing GOOSE

‘ebede‘lS?REG—DxW _120914_Std.icd

Incoming GOOSE Client IEC618

[ Lif

Properties
- Name

i

Object Editors

Not available

50 IED

8 =

Add

DataSet

Value

=l

Collapse
allLM

Expand
all LN

] ~

Figure 57: Displaying the project configuration

FILE Server IEC61850
~
R4

Edit
Description

4 (LD A(A)
b M (LK) LLNO (LLND,)
» M (L) LPHD (LPHD. 1)
» M (LN) GGIOT (GGIO. 1)
» M (LW) GGIOZ (GGIO. 2)
4 M (LN) ATCC (ATCC, 1)
4 E Report Controls
Gl urcbST4 (DS=5T4)
[ urebSP1 (DS=SP1)
[0 urebMX1 (DS=MX1)
4 [ Data Sets
(ST4)
(SP1)

B ineny

Figure 58:

Outgoing GOOSE

@ B DY

Incoming GOOSE

b | ] L\_I

&

Remaove
LMode

Properties
- Name
inst
desc
InClass
InType

Object Edtors

Client IEC61850

+=
Ii'r al
Add

Unbuff

Report

1

ATCC

ATCC
REGS_REGD_ATCC1

Mot available

Displaying the properties of n

odes

IED

=
]
Add Buff
Report

=
Add
DataS

|;|I|
Remaove
Report

Walue
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18.2.2 Adding, deleting and renaming devices

Configuration change is done on the page "Configuration”. To change the content of the
device and its name use hot-keys and popup menu panel “Device”.

|‘w? is in template |

48 (LD)EDR-D master relay 4 | \
-a? [LD] EOR-D master relay 5 [ES

Rename

Add Device
-a? [LD] EOR-D master relay 6 [ER

-a? [LD] EOR-D master relay 7 [EF

add LMode
-a? [LD] EOR-D master relay 8 [ES

L

& Remove Device
=

B Remove LMode

§  Add DO ko IC0 Frarn Template

s Remove DO From ICD

| ¥ is in template

Rename

@ % (LD)EOR-D master relay 5 (B 00 bevies

#
=
87 [LD]EOR-D master relay 7 [E7 & Remove Device
8% [LD)EOR-D master relay 8 [E8] ] Add Lhode

E Remove LMode
Add DO to ICD From Template
Remove DO From ICD

o

v

Figure 59: Adding and deleting devices

Fename node

Rename node |LDe'u'i::e

Old name |2‘th LDevice

Mew name My LDevice

POk

Figure 60: Renaming device
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18.2.3  Adding, deleting and renaming logical nodes

To add new logical nodes of the necessary type, to rename or delete from the configuration
use hot-keys and popup menu of the panel “Device”.

¥ is in template

=
[l i
< -

[LM] Harmonic backweard [
[LM] Pulze fonmard [GEIO, 5)
[LM] ' attmetric forward [GGEIO, B
(L1 attrnetric backward (GG

=+
il
3

[ addLMNode
[

=+
[l
-

=
il
=

i II= = ¥ is in template

&l

Hv
m¥
_J =
1=k
== g -
¥ [LM] Pulse fonward [GGI0, 5)
W [LM]wattmetiic forward [GGEI0, B
HE¥ [LM]Wattmetic backward [GEI0,T]

¥ (LN) Detection 1 (GGIO. 8] Nl Remove LNods

|

&l

1
#] Rename

55
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18.2.4  Editing sAddr

18.2.4.1 ST/MX Data Object
Upon choosing DAI “stVal” on the right pane

|II

sAddr Editing” parameters’ editor of sAddr
field is available. To accept changes of the parameters press OK, to cancel the changes
press Cancel.

[P

Properties
» B8] (DOI) Health - Name Ui
p B8 (DO Loc name stVal
p 08 (DOI) OpCntRs sAddr 2:50:37:0:3.0
p 0 (DOI) TapChg o
b BBl (DOI) ParOp | =hddrbdior
b I8 (DON LTCBIk B Functional constraint ~ ST/MX (Status/Measurands)
p B8 (DO CHv A
b T8 (DOI) Loda Commen Settings | GOOSElight | Advanced |
4 (DOI) Auto Generic Settings
(DA stVal IEC61850 Data Type BOOLEAN
(DA) etitodel Device Data Type IEIT_5 in BYTE v]
b (SDD Oper Mapping in Poll String
p B8 (DOI) BndCtr activate
p 0 (DOI) TapChgFail Fol Sting Offset 3
b D8 (DO ELANFail
p BB (DOI) ParPFail Deadband 0
00! (DOI) OvLogMem Deadband method percentage deviation
p 0 (DO OwY
b B8 (DON OvA

Such editors are accessible for the use:

ICD Template (sAddr) Type = “ASCIIx61850”, Record Type = “ST” (Status\Measured)
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Properties
Mame
name stVal
sAddr 2:50:37.0:3.0
gAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSElight | Advanced |

Generic Settings

|IECE1850 Data Type BOCLEAN

Device Data Type [BIT_& in BYTE ']

Mapping in Poll String

activate

Poll String Offset 3

Deadband 0

Deadband method percentage deviation
Ok Cancel

Figure 63: Common Settings for ST/MX DO.

Properties
Mame
name stVal
sAddr 2:50:37:0:3.0
sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSElight | Advanced

GOOSE and awdliary Settings

Using as Subscribertimeout-emor alam [

Mumber of the observed Subscriber (if

zet &z alanm) [SUbscriber Mo 0 -

Figure 64: GOOSE Subscribing Alarm.
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Properties
Mame Walue
name stal
sAddr 2:50;37:.0:3.0
sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSE light | Advanced |

REG-D{DM) Logbool:
Event Mo. Event iz not defined Invert for bool anby) Selact

Release Event No.

Comment

Advanced Varables and Keys (read only)
REG-DP Events

File Transfer Keys
LCCH Keys (EDZ)

LTMS Keys (EdZ)

Power Quality Keys
Aundliary Group [Gmup 0 -

All fields here are read-only except for Event Number and Invert (if logbook acquisition is
activated)

18.2.4.2 REG-D(A) Logbook Acquisition Settings for Status DO

All important events are stored in the log together with the respective time and date. Up to
2000 events can be stored in total. The LOG memory is a FIFO rotating memory, i.e. if the
memory is full, the oldest entry will be replaced with the newest event.

A data object status event can be monitored by acquisition events from REG-D logbook.

For example, data object “Auto” will be monitored by events from REG-D logbook. The fig-
ures below show the settings data object “Auto” that will be monitored by acquisition
events AUTO from Logbook.
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Properties
b 8 (DOI) Health - Name
b 08 (DOI) Loc name stVal
b 0N (DOl OpCntRs sAddr 2:50:37:0:3;0:{5L0G:Ev=17:5tate=Bool}
b 8 (DOI) TapChg
b 8 (DO ParOp sAddr Editor
p 8 (DON LTCBIk
b B8 (DOnCHv Functional congtraint ST;’MX{Status;"Measumnds}.
p 08 (DO LodA | Common Settings | GOOSE light | Advanced |@)
PROC (DO} Auto J REG-D{DM) Logbool:
(DAL stVal Event Mo. 17 MAMNUAL, ALUTO { BOOLEAM ) 9
(DAL ctiModel Comment gtate: O=HAND/MANUAL, 1:ALUTO

[ SN (SDI) Oper
b o (DOI) BndCtr Release Event Mo.
b B8 (DOI) TapChgFail Comment
O T T T = WA N =]

Figure 66: DO status is monitored by logbook events

REG-D A:REG-D on 'Direktbetrieb an COM 4° E
[ % |
REG-D a-eberle A

Figure 67: Event “Auto” in the Logbook

You can select monitored event from a list of Events or enter a number of event in the field
“Event No.” (Advanced Settings).
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LOCAL, REMOTE state: 0=LOCAL, 1=REMO...
7 Inh-High:ON state: 0=AUS/AOFF, 1:EIN/...
2 Fast-Up:OMN (state = 0)
E] Fast-Dwn:OFF (state = 0)
1 =0N (state = 0)
12 BOOLE... |=U:0N, =U2:0FF REG-D specific; state: 0=A...
13 BOOLE... |=L:ON, =UT:0OFF REG-D specfiic; state: 0=A...
17 BOOLE... |MANUAL, AUTO state: 0=HAND/MANUAL, ...
18 BOOLE... |PowerOMN Evert on PowerOM {state ...
13 BOOLE... | Simul:ON state: 0=AUS/0FF, T:EIN/...
20 BOOLE... |Inh-Low:QFF state: 0=AUS/0FF, T:EIN/...
21 BOOLE... |CNB:ON state: 0=AUS/0FF, T:EIN/...
! 22 BOOLE... |Hunting:OFF state: 0=AUS/AOFF, T:EIN/...
23 upP (state = 0)
1 2 DOWN fstate = 0)
\ 25 DECIMAL | TapPos=%i i = state :tap position nu...
M 26 DECIMAL | 5P-Index="%i Wi=state: 1.4
o
27 DOMIE | STATIICCODAD CTATIL |aw-. N CODAD 4n
([sekect | [ Cance

stWal
=tiModel
Jper
Ctr
ChaFail

The filters by number and description are available in a list of events.

elect the e

Evert No.
Comment
Release Event No.

Crmment

Event is not defined

Figure 68: REG-D Logbook Events List

BOOLEAN MAMNUAL, AUTO

state: D=HAND/MAMNUAL, ...

170 Ed42=1 Input Mo .42 Change Oto 1. ... 258 E42=0 Input Mo .42 Change 1to 0. ...
17 E43=1 Input Mo.43 Change Oto 1. ... 299 E43=0 Input Mo.43 Change 1t0 0. ...
172 Ed44=1 Input Mo .44 Change Oto 1. ... 300 E44=0 Input Mo 44 Change 1to 0. ... |
173 E45=1 Input Mo .45 Change Oto 1. ... 3 E45=0 Input Mo .45 Change 1to 0. ...
174 E46=1 Input Mo 46 Change Oto 1. ... 302 E46=0 Input Mo 46 Change 1t0 0. ...
175 E47=1 Input Mo .47 Change Oto 1. ... 303 E47=0 Input Mo .47 Change 1to 0. ...
176 E48=1 Input Mo 48 Change Oto 1. ... 304 E48=0 Input Mo 48 Change 1t0 0. ...
177 E49=1 Input Mo 45 Change Oto 1. ... 305 E49=0 Input Mo 4% Change 1t0 0. ...
178 E5D=1 Input Mo 50 Change Oto 1. ... 306 E50=0 Input Mo 50 Change 1to 0. ...
175 EZ1=1 Input Mo.51 Change Oto 1. ... 307 E51=0 Input Mo.51 Change 110 0. ...

Figure 69: Filter by Event Number

IEC61850
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“Description™  AUTO

UAL, T:AUTO

[ sekt | [ Cancel

Figure 70: Filter by Text, Remark

Froperies
Mame Walue
name stial
shddr 2:50.37.0:3.0
sAddr Editor

Functional constraint ~ ST/MX {Status/Measurands)

| Common Settings | GOOSElight | Advanced |
REG-D(DM) Logbook

Evertt No. 17 MANUAL, AUTO { EOOLEAN ) Invest for boal orly)
Commert state: 0=HAND/MANUAL, 1:AUTO

Release Event Mo.

Figure 71: Logbook Event accepted for DO

The Clear button cancels a logbook monitoring and clear the dialog box for REG-D Logbook.

Properties
Mame Walue
name stWal
sAddr 2:50:37.0:.3.0
sAddr Editor
Functional constraint ~ ST/MX (Status/Measurands)
| Common Seftings | GOOSE ight | Advanced |
REG-D{DM) Logboak
Evert MNo. 17 MANUAL, AUTO [ BOOLEAN ) Invert for boal only)
Comment state: 0=HAMD/MAMUAL, 1:AUTO ,_
Felease Event Mo,

Figure 72: Clear Logbook Acquisition for DO
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Hroperties

Name Value

name
sAddr

2:50:37:0:3:0:{8L.0G:Ev=17:State=Bool}

sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

| Common Settings | GOOSElight | Advanced |
REG-D{DM) Logbaok

Event Na. 17 MANUAL, AUTO ( BOOLEAN ) [7] Invert for bool orlly}
Comment state: D=HAND/MANUAL, 1:AUTO

Release Event No.

Figure 73: sAddr with Logbook Event Acquisition

18.2.4.3 Control (CO) Data Object

ICD Template (sAddr) Type = “ASCIIx61850”, Record Type = “CO” (Control). The behavior of
“scale” setting for DoublePoint, Boolean and other types is different.

Properties | IED | Project

Name Value
iname ctival
sAddr 3:51:0:1:{aa:q20=" regup=1.else regdown=1"aa:q20 }:{3Chk:ChkVal:AddCa. .
sAddr Editor

Functional constraint ~ C0 {Control)

Common Settings | Pre-Conditions I Admowiedgement|
Commoan

Control Type IEC DOUBLEPQINT e

Multi-Command activate [

Single Command

Settings

Command aa:q20=1 requp=1else regdown=1"aa:q20

Command Behavior

Type [Command with value, default (0) -
Bxample
if value [DO] .3a:q20=7f requp=1 elee regdown=1"aa:q200
i value [o1] .aa:q20=1 requp=1 else regdown=1"aa:q201
if value [1o] .3a:q20=7 requp=1 elee regdown=1"aa:q202
if value [11] .aa:q20="f requp=1 else regdown=1"aa:q203

Ok Cancel

Figure 74: Behavior of “scale” setting for Double Point, Record Type="C0O”
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sAddr Editor

Functional constraint ~ CO {Contral)

Common Settings | Pre-Conditions I Acknowledgement |

Common

Cortrol Type IEC [BooLE.nw v]

Muti-Command activate [

Single Command

Settings

Command 2a:g020="T regup=1.else regdown=1"33:020

Command Behavior

Type Binary command without space, default (0)

*)

BExample
if value FALSE aaq20=1regup=1 else regdown=1"aa:q200
if value TRUE za:q20=T.regup=1.eglse regdown=1"aa:q201

Figure 75: Behavior of “scale” setting for Boolean, Record Type="CO”

sAddr Editor

Functional constraint  CO (Control)

Common Settings || Pre-Condtions | Acknowledgement |

Condtion Ne.1 | Condition Ne.2 | Condition No.3|
[Same as Checked Value -
Bxtended Settings
Checked Data Point Type [BIT_7/BYTE -
Paoll String Offset 3
Checked Value (optional) 1
Minimal Position {optional) 0
Manimal Position {optional) [1]
Allowed Command Value 0
to leave minimal Position
Allowed Command Value 0
to leave maximal Position
Additional Cause Diagnosis N -
(IEC61850-8.1 AddCause) [Blacked by Mode l

Figure 76: Behavior of “scale” setting for BIT 7 / Byte, Record Type="CO”
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sAddr Editor

Functional constraint  CO (Control)

Common Settings | Pre-Conditions |Podmmdedgemerrt|

Extended Settings

Check Behaviour [E\.-ay Change Acknowledgement -
Data Foint Type [ INT32U -

Pall String Offset 56

Set Point (optional) 1]

Control Model (will be always changed dynamically after reset)

Cortrol Model | Be equal to ctiModel in ICD - |

Figure 77: Behavior of “scale” setting for Int32U, Record Type="CO”

ICD Template (sAddr) Type = “ASCIIx61850”, Record Type = “SP” (Setpoint\Setting group).
The behavior of “scale” setting for DoublePoint, Boolean and other types is different.

Properties | |ED | Project

Name Valus

name f

sAddr 5:53:53:0:132:0:53.0:0:{REGSW 1 =}.{8Chk:ChkVal Off=3:Bit=7:Val=1; $Chi:...
sAddr Editor

Functional constraint  SP/SG/SE (Setpoint/Setting group)

Common Set-Point Settings | Pre-CondiLionsl
Read-Write Setting

Read-Write IEC Data Type FLOAT32 hd

Mapping in Poll String activate

Read-Write Device Data Type |FLOAT32 -

Read Poll String Offset 132

Write Command REGSW1 4

Scale

Scale in Write Command 0

Command Example REGSW1 =VALLUE
Ok Cancel

Figure 78: Behavior of “scale” setting for Float32, Record Type="SP”
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sAddr Editor

Functional constraint  SP/SG/SE (S&Boim/Setting group)

Common Set-Point Settings | Pre-Conditions |

Read-Write Setting

Read-Wite IEC Data Type [ BOOLEAN

Mapping in Poll String activate

Read-Wiite Device Data Type [FLOAT32

Read Poll String Offset 136
Write Command REGSW2 =

Command Behavior

Type Binary command without space, default (0) v l

Example

fvalue FALSE REGSW2-=0
fvalue  TRUE REGSW2=1

Figure 79: Behavior of “scale” setting for Boolean and Float32, Record
Type="SP”

gAddr Editor

Functional constraint ~ SP/5G/5E (Setpoint /Setting group)

Condition No.1 | Condition No.2 | Condition Nu.3|

Bxtended Settings
Checked Data Point Type

Poll String Offset

Checked Value [optional)

Minimal Setpoirt Value
(optianal)

Maximal Setpoint Value
{optional)

Additional Cause Diagnosis
{IECH1850-8.1 AddCause)

[Sam& as Checked Value -

|BIT_7/BYTE -

3

1

0

0

[r&mmmmded gtandard retum v]

Figure 80: Behavior of “scale” setting for Bit_7 / Byte, Record Type="SP”
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ICD Template (sAddr) Type = “PQIx850”, Record Type = “ST” (Status\Measurands)

Properties IED | Proi

s Value

name f

sAddr 2:53;53;3;74:0.001;0;{uid=1173}
sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSE light | Advanced |
Generic Settings
[EC61850 Data Type ~ [FLOAT32 -]
Device Data Type [FLOATBZ "]
Data Class | PQID: 10 min interval / CPR-D: 10mininterval |
gdgi:\)g?eg in Poll String
Poll String Offset 74
Deadband 0.001
Deadband estimation [pe;cemage deviation v]

Ok ‘ \' Cancel |

Figure 81: Behavior of “scale” setting for Float32, Record Type="ST”

sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

CommonSeﬂngsl GOOSE light | Advancedl

GOOSE and auxiliary Settings
Using as Subscriber timeout-emor alam [

Number of the observed Subscriber (f
set as alam) [M No.0 ']

Figure 82: GOOSE and auxiliary Settings, Record Type="ST”
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sAddr Editor

Functional constraint  ST/MX (Status/Measurands)

| Common Settings | GOOSElight | Advanced ‘
Behaviour as Event Settings

Auxdliary Group {Group 0 ']

Extended Syntax-Settings uid=1173

Status Request [optional]

ICD Template (sAddr) Type = “PQIx850”, Record Types “CO” (Control) & “SP” (Set-
point\Setting group) are not supported.

18.2.5 Removing Data Objects
Removing of DO is executed in two steps:

1) when a user executes the function “Remove DO” in application:

verifications of name

— mandatory DO list for LPHD Logical Node - "PhyNam", "PhyHealth", "Proxy", for
other - "Mod", "Beh", "Health", "NamPIt". A removing the DO is blocked.

— if DO is system, confirmation of operation is required. A not system DO has a DA
with name “dataNs”

— ICD can have more than one of Logical Node same type, that means all these DO
will be removing. List of LN will be shown and confirmation of operation is re-
quired

— removing DOI from LNode
— excluding empty Data Sets

— excluding Reports without data set.

2) when a user closes project - removing unused DO's types from the section
“DataTypeTemplates”

Page 120 IEC61850



a-eberle )A

LIk A & i E v ¥ is in templ

=-f@% (LNIGEIOT (BGI0, 1)
¥ [DOI) Mod

Y% (DO Beh

“%% (DO Health
“g®  (DOI) HamPl
g [EEIED
#2® (DON)Ind2| &  Rename
g% [DONInd3|
3w (DO Indd|
“gw (DONIndS|
“g¥ (DO IndG| {4
%% (DO Ind?
“%%  [DOI] Ind3
“% % (DOI) Ind3

] - -

R e A e |

—l

v
V‘E Remove DO From ICD

=+

*

18.2.6  Restore Data Objects from Template

Restoring of DO is executed when an user executes the function “Restore DO” in applica-
tion. Based on a template (original ICD-file) is created:

0 inthe section “DataTypeTemplates” - DO Type and DO for LNodeType, if they are not
exists

O  DOI for all LNode of the LNodeType

0 DataSet and Report, if they are not exists

I =] —AO ¥ isin temp

= gﬁ‘? (LM) GGIOT [GGIO] 1
g% (DO Mod
V4% (DOIBeh
“%  [DOI) Health
“g % (D00 MamAl

'9."}'
V4w (DONInd2||*
Vg (DONInd3| |
Vgw (DO Inda| [
g% (DO IndS| |
Vg% (D0 Ind8| |
“gT (DONInd?|
V4% (DOI)Indd

dia%r  (CvO L diT

& -

I R R

el

Add Do ko ICD From Template

=

v
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18.2.7

Renaming Data Objects

f%

|‘i? is in template |

Properties

| 1IEYY

Rename node |DEI

] [ Cancel ]

LAY Old name [Ind1
v Mew name  |Ind1
e /

V4% (DOINawPI L Ok
wv RIS~

%gw (DOl Indz| &1 Rename

Coamm

Algorithm of renaming DO

1) verifications of old name

Mandatory DO list for LPHD Logical Node - "PhyNam", "PhyHealth", "Proxy", for

other - "Mod", "Beh", "Health", "NamPIt". A change the name is blocked.

If DO is system, confirmation of operation is required. A not system DO has a DA

with name “dataNs”.

ICD can have more than one of Logical Node same type, that means all these DO

will be renamed.

List of LN will be shown and confirmation of operation is required

Question

I T

b

.-"'_"‘-.I List of Logical Modes,
@' where the name of DO will be changed:

(LD) EOR-D master relay 1 (E1)% (LN) Transient forward (GGIO, 1
(LD) EOR-D master relay 2 (E2)\ (LN) Transient forward (GGIO, 1
(LD) EOR-D master relay 3 (E3)\ (LM) Transient forward (GGIO, 1
(LD) EOR-D master relay 4 (E4)\ (LM) Transient forward (GGIO, 1

(LD) EOR-D master relay & (E6)\ (LM} Transient forward (GGIO, 1
(LD) EOR-D master relay 7 (E7)\ (LN} Transient forward (GGIO, 1

)
)
)
)
(LD) EOR-D master relay 5 (ES)\ (LM) Transient forward (GGIO, 1)
)
)
)

(LD) EOR-D master relay & (EB)\ (LN) Transient forward (GGIO, 1
Are you sure that want to change all?

1) verifications of new name

A change the name from mandatory DO list is blocked.

If the new name exists, renaming is canceled

2) Rename DO in LNodeType from section “DataTypeTemplates”

3) Rename DOI in Logical Node

Page 122



a-eberle

4) Rename FCDA in DataSets of Logical Node

18.2.8 Changing of DO Data Class

Changing of DO Data Class is accessible for changing “SPC” to “DPC” and vice versa. In this
case DO Editor is displaying on editor panel.

V3% [DONInd23 DO Editor

Vg (D01 Ind24

“$%  (DON)Ind25 Common Data Class | SPC | w|
Vg% [D01) Ind26
Y (D01 Ind27
g (D01 Ind28
Vi [D01) Ind23
V' (D01 Ind30
g (D01 Ind31
Vi (D01 Ind32
v[:‘l Ll (D01] SPCSOA

o =l K = s e e = I R

=

Algorithm of changing of DO Data Class:
1) Changing of DO Data Class is accessible for changing “SPC” to “DPC” and vice versa
2) Search DOType in LNodeType from section “DataTypeTemplates” where:

“id” = new type (“SPC” or “DPC”")
— DOType has not DA with name "SBOw”

— If DOType has DA with name "dataNs”, it is preferring
3) Setting the new value of Type Id for DO
4) DO will to have new Data Class

5) If new DOType is not searched, then changing is canceled
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18.2.9 Changing the control model for controllable data objects

For “Status only” Data Objects a control model does not change.
Changing of DO Data Class is accessible for four control models:

Direct with normal security
SBO with normal security
SBO with enhanced security

Direct with enhanced security

Properties | |ED | Project

¥ is in template |

MHame Walue
5 %g¥ (DO Fegl2bet ol | name ctiodel

walkind Set
g% (DO RegUtAct Wal (cIirec:t-with-normal-security)
H--wE % (DO TapChgDawn
H--wg % (D01 TapChallp
+- W (DO Unliny
H-w s (DO BOSwd
#--g ¥ (DOI)BOSw3 Contral Model Editor
H--wg % (DO BOSwZ Commor
WG (DO B03w Cantral Model sha-with-enhanced-security A
=W (D01 VHCrdn

sbo Timeout 30000

# (DAl st al

# (DAl ctkdodel zbo Clazs operate-once A

+ 4 [SDI) Oper

H--Wg Y [DOIYCmd02 Imbarmation
#- Mg (DONYRCmdO3 DOTypeld | req d StdSPCsho "
HWgT  (DON)VACmdO

Al T (T ek e AN

User is able to select a control model from the drop-down list “Control Model”. The pro-
gram finds new DO type for selected model by algorithm:

1) New DO type has the same Data Class;
2) Direct with normal security requires mandatory Data structure Oper;

3) SBO with normal security requires mandatory Data attribute SBO, mandatory Data
structure Oper and optional Data structure Cancel. Cancel can be omitted if cancel ser-
vice is unsupported;

4) SBO with enhanced security requires mandatory Data structure SBOw, mandatory Data
structure Oper and optional Data structure Cancel. Cancel can be omitted if cancel ser-
vice is unsupported;

5) Direct with enhanced security requires mandatory Data structure Oper and optional
Data structure Cancel. Cancel can be omitted if cancel service is unsupported;

Can be searched several types. In this case user can select from choose one.

If “sbo” type is selected, the user is able to edit “sboTimeout” and “sboClass” DAs.
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After a confirmation a program changes a type of DO and brings all DAs conformably with
selected DO type (fig. 29 & 30).

|? apezrcmr, | Propetties | |ED | Project
15 1N Template
2 el ] Mame Walue
Vg% (DO Regl 24ct (A | name ctiMadel
%% (DON) ReglAct valkind Set
Wal zho-with-enhanced-zecurity

W% [D01) TapChal own
“g% (D01 TapChglp
vt (D01 UnUey
W% (D01 BOSwd
vig%  [DONBOSwS Control Model Editor
¥g% (D01 BOSw2 CammEm
Vg™ [DOIEOSWI 5 Caontrol M odel sho-with-enhanced-security [v]
W% (D01 YitCrad( 3

@ (D& stval zho Timneout 30000

L I (DA ctitodel zho Clazs nperate-once [v]

4 [SDN Oper

@ DAl sbaTimeout ) Information

@ [DAl)sboClass 0O Type Id
g% (DO YrCmd02

| — : | Properties | |ED | Project
; % 15 In template
W W = i Mame WValue
W% [DOI) Regl2Act [A] narne cHiodel
walfind Gt

Y% (DOl RegllTact Mal (s|:n:|-with-enhanced-security)
W% [DOI) TapChaliown
W% [DOI) TapChalp
W5 (D01 UnUry
Vg% (DO BOSw4
v3 % [DONBOSw3 Control Model E ditar
W% (DOI)BOSw2 Comman
V¥ DONBSw] ) Control Model | dirsct-with-nommal-security [VI
=3 % [DO1)YrtCmddl 3

@ (DAI) stval sbo Timeaout

o [DAI) ctiModel sho Class

i [SDI) Qper /

4 " nformation

: : DOTypeld  |req_d StdSPC ]
A AT WtCmd 02 T
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18.2.10 GOOSElight Support

GOOSElight contains the settings for Publisher and Subscriber sides. These are different and
perform different functions. SCL_Config provides the ability to create, to edit, to adjust and
to save all settings for both sides. All functions are available on “GOOSElight” page of appli-

cation.

All GOOSE settings are saved in form of “param” files:

O for project type “Archive Tar” inside archive (jffs2.tar)

0 for project type “WinConfig” in settings file (xml) as CData sections

File Tools Help

Project

@ [C:\Users\star.CVC\Documents\SCL-Config\Project \eberle 43 Goose 20110826

| Tasks | Configuration | GOOSE Light

GOOSE Control Blocks

-

ICDfile | Log |

GoCb_RegATCC

GOOSE Light Subscriber Configuration

B Ml adwv

%% (Num=1) PG_LS / PG_CB
¥ (Num=3) PG_TR1/ PG_IS1
- (Num=5) PG_TR2 / PG_IS2

fd e (Num=0) QUALITY ALARM

=GN (ldx=0) IED_ACTRL/LLNOSGOSControl_DataSet2

Object Editors General settings for GOOSE

Teminal, Autoloading

GSE GOOSE activate
GSE Control Blocks adjustment activate

Retransmission Strategy

Default Step Delay [ms] 2000

Retransmission Strategy Type
Arithmetic scheme

First interval [ms] 200

Muttiplier 2

Max retransmission timeout [ms] 4000

Profile scheme
Number of Intervals 6
1th interval [ms] 1000
2th interval [ms] 1500
3th interval [ms] 2000
4th interval [ms] 2500
5th interval [ms] 3000
Ok Cancel

Figure 92: GOOSE settings page

18.2.10.1 Limitations and scope

The GOOSE features are applied only for sAddr type "ASCIIx61850".
Attributes that can be added to the GOOSE publisher Data Set :

0 “stval”,

0 “mag.f,
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18.2.10.2

18.2.10.3

18.2.10.4

O  “valWTr.transInd”,
0  “valWTr.posVal”,

O uq"

Common GOOSE Settings for Publisher side

Editor “General Settings for GOOSE” provides editing common settings - activation, timing
strategy, and timing settings.

GOOSE Publisher Control Block functions
The GOOSE Publisher Control Block List is available on the “GOOSE Control Blocks” box.

| Tasks | Corfigurstion | GOOSELight | ICDfile | Log |
GOOSE Control Blocks
- -

GOOSE Light Subscriber Configuration
B2 %R R =R AP

Selected block can be removed using function “Remove GOOSE Control Block”. When user
deletes a block, the ICD sections for this block are removed — “GSE”, “GSEControl”, “Da-
taSet”.

Function “Add GOOSE Control Block” will prompt to define the required parameters for the
new block. The new block will be shown in the list. The maximum number of blocks is 4.

| New Gaose Control Block‘ @
L Device Instance

GOQSEID Newld

Cortrol Block Name  NewBlockMName

DataSet Name NewDataSet

Create ] [ Cancel

GOOSE Publisher Control Block settings

For the selected in the list GOOSE control block is available to view and edit the parameters
of this block. The properties editor has 3 pages of settings.

Page “Common Settings” allows defining names and descriptions of main sections.

IEC61850
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GOOSE Control Block Editor
Common Settings | Communication Settings | Data Set

LDevice Instance

GOOSEID Gold_Reg214
Control Block Name GoCb_Reg214
DataSet Name GoDs_Reg214

Control Block Description  Allin-One State-Binary

DataSet Description All GOOSE states and binaries inputs

Figure 95: Common settings of the GOOSE Control Block

Page “Communication Settings” allows defining MAC address.

[

GOOSE Control Block Editor

| Common Settings | Communication Settings | Data Set

MAC-Address 01-0401
APPID

VLAN-PRIORITY E
VLAN-D

Figure 96: Communication settings of the GOOSE Control Block

Page “Data Set” shows the Data Set of the Control Block and allows editing it. Functions

“Data Object Up”, “Data Object Down” and “Remove Data Object” are processing all Data
Attributes records for current Data Object. Functions “Data Attribute Up” and “Data Attrib-
ute Down” are changing order of Data Attributes records for current Data Object.

GOOSE Control Block Editor
| Common Settings | Communication Settings | Data Set |

s Order & INQsss LN Inst DO Name DA Name
- 1 ATCC 1 Loc stVal
= 2 ATCC 1 Loc q
© 3 GGIO 4 RemMode stVal
@ 4 GGIO 4 RemMode q

6 ATCC 1 OpCntRs q

7 GGIO 4 TapPos stVal

8 GGIO 4 TapPos q

9 GGIO 4 TapTrans stVal

~

m

Figure 97: Data Set of the GOOSE Control Block
Adding the Data Object to Data Set of GOOSE Control Block is done in a device tree. For the
selected Data Object is used function “Add DO to GOOSE Control Block”.
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Device
Tl & eﬂ;@ﬁv;g*ﬂ

| o8 (N STCCIATCC, 1)

| % is in template |

2 I

NN Edsnr

v

...... VG T [ﬁ? Rename
o m? ,‘j‘ Add Device

%% ¥ (DOI)CHV ¥ Remove Device

%% (DOI) LodA &8 AddLNode

-4 ¥ (DOI) Auto i RemovelLNode

W% % (DOI) BndCir Wy Add DO to ICD from Template
Vg% (DOI) TapChaFa Remove DO from ICD

g% (DONELANAI | 5 Add DO to GOOSE Control Block I
W% % (DOI) ParPFas x

Figure 98: Adding the Data Object to Data Set of GOOSE Control Block
Before adding it will be necessary to select a Control Block and Data Attributes. Attributes
list is defined by a Data Object type from template section of ICD.

 Adding the Data Obje

Control Block Name | GoCb_Reg2
(GoDs_Reg214

|TapChg

LDevice Instance

DataSet Name

Data Object Name

Data Attributes

valWTrposVal
to add - i

valWTrtransind
q

| Toadd | | Cancel |

Figure 99: Adding the Data Object to Data Set of GOOSE Control Block
Note: For structure “valWTr” data attribute “q” will be added twice — for each attribute. To
Data Set will be added 4 records.

Adding structure “valWTr” to Data Set of GOOSE Control

LN st 0O Name DAName |-
1 TapCha valWTr posVal
1 TapCha q
1 TapChg valWWTriransind
1 TapCha q
Figure 100:
Block

IEC61850
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18.2.10.5 GOOSE External Publisher — Internal Subscriber Side

The application contains up to 16 internal subscribers. They are able to receive GOOSE
messages from external GOOSE Publisher. Each subscriber can receive the messages from
one Publisher. Each subscriber contains a list of the external data objects, which are includ-
ed in messages from conformed external publisher. Subscribers and data objects are shown
as the logical structure tree on box “GOOSE Light Subscriber Configuration”.

I

GOOSE Light Subscriber Configuration
§ Ml oo dww
- 8 (idx=0) IED_ACTRL/LLNOSGOSControl_DataSet2
% (Num=1) PG_LS / PG_CB
¥ (Num=3) PG_TR1/PG_IS1
% (Num=5) PG_TR2 / PG_IS2
.4 (Num=0) QUALITY ALARM

18.2.10.6 Adding and deleting Subscribers and Data Objects

Use hot-keys and popup menu of the top panel to add new Subscribers and Data Objects or
to delete them.

(=M= N (Idx=D0) [ED_ACTRLZ mnennes o 0 e o oo

[j Add GOOASE Subscriber fram ICD
Add GOOSE Subscriber

Remowve GOOSE Subscriber

Add DO for GOOSE Subscriber
Remobe DO from GOOSE Subscriber

Mr;‘ (Mum=3) PG

----- % (Num=5) PG

Communication and GOOSE publisher settings may be got from external ICD. After select
this function the new form will be shown. It is need to select ICD-file and GOOSE Control
Block from it, to check necessary data objects. Selected control block and data objects will
be added as new Subscriber.
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Control Block Name | GoCb_RegATCC

DataSet Name |Go Ds_RegATCC

Data Set
ToAdd  Order LN Qizss
1 ATCC
ATCC
RemMode
RemMode
OpCntRs
OpCritRs
apChg
TapChg
TapCha valWTrtransind
Auto stVal
Ok || Cancel
Figure 103: Adding Subscribers and Data Objects from ICD-file
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18.2.10.7 External Publisher Settings

For selected Subscriber is available settings editor. Logical Devices list contains Logical De-
vices from ICD of project. If publisher was loaded from external ICD, then GOOSE ID,
Control Block and DataSet names, MAC-address will be filled from it.

Tasks | Configuration GOUSELght [ ICDfile | Log |
GOOSE Control Blocks Object Editors General settings for GOOSE
- GOOSEight Exemal Publisher Configuration I
& GoCb_RegATCC g Settngs
/' Subscriber activate
GOOSE Light Subscriber Configuration REG-PE(D) Subscriber Index [0..15] @
e e MAC-Address 01-0CCD |- 01 - 00 - 00
EJ 8 (dx=0) IED_ACTRL/LLNOSGOSControl_DataSet2 I GOGSEID 3
i (Num=1 PG LS / PG CB — i . -
o (Num=3) PG_TR1/ PG_IS1 Control Block Name |IED_ACTRL/LLNOSGOSControl_DataSet2
- (Num=5) PG_TR2 / PG_IS2 DataSet Name IED_ACTRL/LLNOSDataSet2
i % (Num=0) QUALITY ALARM
-G (idx=1) GoCb_RegATCC Application 1D [dec/hex] 1 x 01 H
W% (Num=5) ATCC.1.0pCrtRs stVal Failure Handling
""" 1§ Nom=6) ATCC Qe Failure service interval [ms] 4000

- (Num=7) ATCC.1.TapChg.valWTr.posVal
After first GOOSE message (7) 1) Objects will be initialized

@ 1) Obiects will be intialized;
= 2) Their commands will be executed

Failure detection commands

At publisher timeout detection this command will be sent
B30=1

If publisher is received successfully again, this command will be sent

B31=1

These Commands will be sent to Logical Device

Station LDevice=A
Comment  SG1
Ok Cancel
Figure 104: External Publisher Settings
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18.2.10.8 External Dataset Object Settings
For selected Data Object is available settings editor. Locked data in form is defined by Sub-
scriber. The behavior of “scale” setting for DoublePoint, Boolean, Quality and other
command types is different.

GOOSE Light
GOOSE Control Blocks Object Editors | General settings for GOOSH
o B ) GOOSEHight Input Object Configuration
KR GoCb_RegATCC X Input Activate
Comment PG_LS /PG_CB

GOOSE Light Subscriber Configuration
gﬁ&n:ﬁu ﬁ“% Settings
(= rol_Data Publisher No. DataSet lIED_ACTRL/LLNOSDataSetZ
-V (Num=1) PG_LS / PG_CB Logical Device for command |Station LDevice=A

i e - - Order number in Dataset 3
I W% (Num=5) PG_TR2 / PG_IS2
% (Num=0) QUALITY ALARM Command execution activate [¥]
- (idx=1) GoCb_RegATCC Data-Qualty order

.4 (Num=5) ATCC.1.0pCntRs stVal B T

U8 o) i > Command kenn-, dup 2, AN'b22=1, ANb23=0, ANb24=
----- ¥% (Num=6) ATCC.1.0pCntRs.q
4 (Num=7) ATCC.1.TapChg valWTr posVal Cortrol Type IEC BOOLEAN V7
Boolean Command (behaviour)
Type [Double command without space. inverted (1 or 4)
Example

fvalue  FALSE kenn- dup 2, AN:b22=1, AN:b23=0, AN:b24=2
fvaue  TRUE kenn- dup 2, ANb22=1, AN:b23=0, AN:b24=1

Ok Cancel

< m | »

Figure 105: External Dataset Object Settings
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18.2.11 Actions log
All events open and save files, add and delete nodes, change sAddr stored in the log file and
displayed on the page "Log". Log files saved in "Log" application folder.

-Conng = O
Fle Tods Help
Project
@ [CWarkATS oif\SCLYSCL_Configh T oo SCLET850x104_ConfighbinD shugFrojectE DF-D+3 V44,0 0303262 |

Tacks | Configuation | ICDfle | Log |

18.11.2009 11:53:489 ——-—-————— starting -—-—-———
18.11.2009 11:53:56 Reading IcD file : EOR-DXS.V44.0.090226.IC0
18.11.2009 11:53:56 ICD file successfully read

154113 Project successtully opened : EDR-Ox8.W44.0.090326
154:54 Reading ICOD file : EOR-Dx&.v44.0.0803265.ICD
18.11.2009 11:54:55 IcD Tile successtully read
18.11.2009 11:54:57 Project successTully opened : EOR-DxB.W44.0.0303265

LoaFils
C W/ ork TS oft\SCLASCL_ConfighT oal\S CLETB60¢104_CanfighbinD ebughLogs" 20031116 log

18.3 IED-Server Configuration
Within IED-Server Configuration, the IED name and the description can be changed.

The tree view subentries of the server are directly resolved from the name space of the ICD
file. This defines that there may be different names for the logical devices and their subor-
dinated Nodes and their subordinated attributes.

That’s why only an example can be discussed in the description.

Properties

Name REGDPD Version
Description  REG-D with GOOSE and REG-DP Type  [REG_DPD

Manufacturer [A.EBERLE |

=
[
[
o]
a1l

The length of the IED Name shall be at least one, at maximum 64 characters. It starts with
an alpha character, and contains only alphanumeric characters and the underscore charac-

ter.
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Note that there might be more restrictions in other parts of this standard, in IEDs imple-
mented according to previous versions of this standard, or due to usage of this name at
engineering time.

18.4 Logical Device Configuration
At the moment only the description of the logical device can be changed. Depending on the
ICD file, there are normally two logical devices. The numeric part at the end of the instance
name results in the instance number. This instance number has to be related to the physical
device in the menu “Devices”. To do this, the field “Device relocation” in the menu “Devic-
es” has to have the same numeric value.
18.5 Logical Node Configuration
#/ SCL-Config =NACH X
File | Tools Help
Project
| Baony | (i Save4 Bt | [REG_DPD.1109245td_Goose icd |
Configuration | ICDfle | GOOSE Light | Log |
Device Properties IED
g TTE II: : = u Name Value
=@ (DA inst 1
E-{EE (LN) LLNO (LLND.) desc ATCC
& (LN) LPHD (LPHD, 1) InClass ATCC
E (LN) GGIOT {GGI0. 1) InType REGS_REGD_ATCC1
E (LN) GGIOZ (GGIO, 2)
E {LN)ATCC{ATC[:I ‘]) 4 L1} 3
E (LM} Goose Subscribers alams (GGIO, 3) Object Editors
H (LN} Goose Extensions (GGIO, 4)
9@ {LD) REGDP1 (REGDP1) Not available
G-f {LN) LLNO {LLND. )}
Topically logical node settings are read only. Depending on the ICD file, all nodes having at-
tributes are shown.
18.6 Common Data Attribute Configuration
The data attributes, which can be parameterized, are passed by the ICD file. These attrib-
utes have a private data record of type “sAddr” in field of IED DOI. Since this data record it
is already default, e.g. an IEC61850 status value or control value can be parameterized.
There is no user support for directly editing the ICD file. That’s why only the interface of the
web server is described. Special courses on ICD file editing for engineers are available at a-
Eberle on demand.
IEC61850
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18.6.1

Status Value Configuration

i

Corfiguration | ICDfle | GOOSELight | Log |

Device

T I &

o o = B

»

%4 (DOI) ELANFai
H-+% (DO} ParPFail

H-g (DO1) OvA
H-+% (DO1) Inh
H-+¢ (DOI) FstDown
=+ (DOI) FstUp
PN
H-¢ (DOI) InhHi
H-¥g (DOl) Slave
t-#g (DOI) Master
t-#g (DOI) RegU2Act
t-#% (DOI) RegU1Act

b
b
b
(¥4 (DOI) OvY
e
b
b

H-+¢ (DOI) UnUnV
H-¢ (DOl) BOSw4
H-#¢ (DOl) BOSw3

H-+% (DOI) OvLogMem

H-+% (DOI) TapChgDown

[

[E

[E

[E

[E

[H-#% (DOI) TapChgOper
£

-+ (DOI) TapChgUp
[E

[4

[E

-~

m

Properties IED

MName Value

name stVal

shddr 2:50:35:0: 4

1 | i ¥
sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSE light | DPS Events |

Generic Settings
|ECE1850 Data Type
Device Data Type

Mapping in Poll String
activate

Poll String Offset
Deadband

Deadband estimation

4
0

percentage deviation

IEC-Data point REGD1/LLNO.Mod is not mapped in internal device data (only for example)

The interface changes versus the setting of “Data mapping in device” set or cleared.

For example, in REGSys™ documentation displayed OpCntRs data attribute is described as

follow:

OFFSET IEC 61850 object
REG-D™/DA measured unit REG-Data type RPS 4 LN ATCC1, Attr .mag.f
Common Tap counter 1 double word 96 OpCntRs

OptCntRs data object is mapped in data of the device and can be imaged in other outside
tool or program.

However not mapped Mod data attribute is displayed as follows:

- (LN) ATCC (ATCC, 1)

[£
[£

£
[£
£
[£
[£
[£

Er-#4 (DOI) Mod

0l

i (DAl ciModel
t-+#% (DOI) Beh
H-#% (DOI) Health

[—]*‘5 (D) Loc

b @ (DA stVal
o4 (DOI) OpCritRs
t-+% (DO} TapChg
-4 (DOI) ParOp
- (DOI) LTCBlk
-4 (DOI) GV

H-#4% (DO} LodA

m

< |

UL

sAddr Editor

Functional constraint ~ ST/MX (Status/Measurands)

Common Settings | GOOSE light | DPS Evets |

Generic Settings
IECE1850 Data Type
Device Data Type

Mapping in Pall String
activate

[ENUM -
[ENUM -
(]
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18.6.1.1

Table 46: Status Data Configuration Data

Form entry Description

Common

IEC61850 Data Type: Defines the corresponding IEC data type.

Mapping in Poll String The parameter defines the using of data attribute in internal device

activate: data. If “No (not mapped in internal data)” has been selected, there is
not corresponding offset in internal poll device data.

GOOSElight

Using as Subscriber
timeout-error alarm

The parameter defines the using of data attribute for reporting about
timed-out GOOSE telegram, which occurs with waiting timeout expira-
tion.

Number of the observed
Subscriber (if set as
alarm)

The parameter defines the subscriber index for timeout error reporting

DPS Events

Auxiliary Group

The parameter defines any auxiliary flag for future using. It is not appli-
cable now

Extended Syntax-
Settings

Defines the complex behavior rules and event processing for status
object.

Extended Lexical Elements Format

To define the complex behavior rules and event processing for status objects there are ad-
ditional lexical elements, which are used by means of additional extended syntax-settings
setting. Any new rule must start with the lexical element.

The character ;" works as a separator between lexical elements. The space character is ig-

nored.

It is necessary to note, that syntactically all language rules are case-insensitive.

The following is a list of used Lexical elements:

1) Lexical element SEVN. It defines data status behavior, if a current event occurs.

2) Lexical elementSCMD. Not used yet.

“u.n

Each Lexical element may be composed of keywords, types and values. The character “:” is
a delimiter between the separate keywords, types or values.

The three possible keyword groups are:

Table 47:

Keyword
off

Description
offset in poll-string

Keyword group for definition the position in poll-string:

' Values range

Bit

bit-offset begin with offset in poll-string (it is applied
only for binary or for Boolean types)

IEC61850

Page 137



We take care of it.

18.6.1.2

Table 48: Keyword group for event type definition:
Keyword Description Values range
Bool Boolean or binary type 0,1
Char Character or signed character type -128... +127
Byte Unsigned character type 0.. +255
Untl6 Unsigned two bytes or unsigned short. 0...65535
Word Signed two bytes or Signed short. -32768...4+32767
UlLong Unsigned four bytes or unsigned long. 0...0xFFFFFFFF
Long Signed four bytes or signed long. -Ox7FFFFFFF...0x7FFFFFFF
Float IEEE 754: floating point bytes
Table 49: Keyword group for definition the directed-behaviour in directional
protection activation information (ACD)
Keyword Description Values range
Back Backward from IEC61850 enumeration “dir”. Without value
For Forward from IEC61850 enumeration “dir”. Without value
Both Both from IEC61850 enumeration “dir”. Without value
Table 50: Keywords group for definition complex data object behaviour
Keyword Description Values range
Clear Event clears the status object (to 0) Without value
Set Event sets the status object ( to one ) Without value
Value Event sets encapsulated value to the status Without value
object
DpHi Event answers to the purpose “Higher” in Without value
complex DPS data status. It sets anyway its
TRUE as [10] by means “any or all gate”
DplLo Event answers to the purpose “Lower” in Without value
complex DPS data status. It sets anyway its
TRUE as [01] by means “any or all gate”

Mapping with Extended Lexical Elements

Here there are some examples shortly of the different ways to use this notification.

0  Example: DPS complex status object mapping
Extended syntax-setting is:

SEvn:Bool:0ff=19:Bit=0:DpHi; SEvn:Bool:0ff=19:Bit=1:DpLo
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Corfiguration | ICDfle | GOOSE Light | Log |

Device Properties IED
1 »»
g Tf& I‘E £ = = Name Value
I ] (LN) Goose Extensions (GGI0, 4) - name stVal
!ﬁ (LD) REGDP1 (REGDF1) sAddr 2:51: 51 0: 0; 0; {SEvn:Bool 0ff=19:Bit=0:DpHi; $Evn:Bool Off=1
E (L) LLNO (LLNO. )
H (LN) LPHD (LPHD, 1)
H (LN) GGIOT(GGIO, 1)
H (LN) GGIOZ (GGIO, 2) < | LLL} k
H (LN) ANCR (ANCR, 1) sAddr Editor

BE (LN) GGIO3 (GGIO, 3)
Functional constraint ~ ST/MX (Status/Measurands)

H-#% (DOI) Mod
-4 (DOI) Beh Common Settings | GOOSElight | DPS Everts |
[H-#% (DO} Heatth Behaviour as Event Settings
= w; (DOI) DPSIn Audliary Group
= A (DAl) stVal
Bxtended Syntax-Settings  $Evn:Bool Off=15:Bit=0:DpHi; $Evn:Bool:0ff=19:Bit=1.0plo
[+ (DOI) DPSIn2
[ (DOI) DPSIn3 Exampl DP5 complex status object mapping
i (OhDPSin e $Evn Bool Off~19:B=0:DpH;. $Evn Bool-OF=19:Bt=1 DpLo
- ng (DOT) DPSIng |

— |IEC61850 type is “DoublePoint” (enumeration DPos);

— Device internal type is inapplicable, because this status is not mapped in internal
data and is not arranged in the poll-string;

—  First Event( SEvn:Bool:0ff=19:Bit=0:DpHi ) defines internal SPS-data: offset 19, bit
offset 0. Its behavior fits with DPS-Higher request. If this SPS (status point) is set to
TRUE, value [10] will be set by means “any or all gate” after clear of high byte. If
this SPS (status point) is set to FALSE, high bit will be cleared.

— Second Event( SEvn:Bool:0ff=19:Bit=1:DpLo ) defines internal SPS-data: offset 19,
bit offset 1. Its behavior fits with DPS-Lower request. If this SPS (status point) is set
to TRUE, value [01] will be set by means “any or all gate” after clear of lower bit. If
this SPS (status point) is set to FALSE, low bit will be cleared.

0 Example: Status object by means directional protection activation
Extended syntax-setting is:
SEvn:Bool:0ff=19:Bit=0:Forw; SEvn:Bool:0ff=19:Bit=1:Back; SEvn:Bool:0ff=19:Bit=3:Both

— 1EC61850 type is “DoublePoint” (enumeration “dir”);
<EnumType id="dir">
<EnumVal ord="0">unknown</EnumVal>
<EnumVal ord="1">forward</EnumVal>
<EnumVal ord="2">backward</EnumVal>
<EnumVal ord="3">both</EnumVal>

</EnumType>
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Device internal type is inapplicable, because this status is not mapped in internal
data and is not arranged in the poll-string;

First Event( $Evn:Bool:0ff=19:Bit=0:Forw ) defines internal SPS-data event: offset
19, bit offset 0. Its behaviour fits with Dir-enumeration type in IEC61850. If this SPS
(status point) is set to TRUE, value 1 will be set. Value FALSE ignored.

Second Event( SEvn:Bool:0ff=19:Bit=1:Back ) defines internal SPS-data event: off-
set 19, bit offset 1. Its behaviour fits with Dir-enumeration type in IEC61850. If this
SPS (status point) is set to TRUE, value 2 will be set. Value FALSE ignored.

Third Event( SEvn:Bool:0ff=19:Bit=2:Both ) defines internal SPS-data event: offset
19, bit offset 2. Its behaviour fits with Dir-enumeration type in IEC61850. If this SPS
(status point) is set to TRUE, value 3 will be set. Value FALSE ignored.

Example: Triggered status object

Extended syntax-setting is:
SEvn:Bool:0ff=19:Bit=0:Set; SEvn:Bool:0ff=19:Bit=1:Clear

IEC61850 type is BOOLEAN

Device internal type is inapplicable, because this status is not mapped in internal
data and is not arranged in the poll-string;

First Event( SEvn:Bool:0ff=19:Bit=0:Set ) defines internal SPS-data event: offset 19,
bit offset 0. If this SPS (status point) is set to TRUE, value 1 will be set. Value FALSE
ignored.

Second Event( SEvn:Bool:0ff=19:Bit=1:Clear ) defines internal SPS-data event: off-
set 19, bit offset 0. If this SPS (status point) is set to TRUE, value 0 will be set. Value
FALSE ignored.

18.6.2  Control Value Configuration

The operate request is performed through the use of a Write.request of the appropriate
Oper structure.

The OperSctlVal settings and executing behaviour are defined in “Control Value Configura-

tion” section.

The parameter OperSCheck specifies the kind of checks a control object and is defined only
in ICD file. All conditional tests before and after the control operations are adjustable and

defined below.

18.6.2.1 Single Command

Here “Multi-Command” is not checked. If it is checked, the mode will be changed to “Multi

Command”.
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Corfiguration | ICDfle | GOOSELight | Log |
Device Properties IED
»
B hlEoSFEESS Name Value
- (LN) ATCC (ATCC, 1) i name ctiVal
"'Iﬁ (DO} Mod shddr 3:51:0:1:{ aa:q20=7 regup=1.else regdown=1"aa:q20 }:{SChk:Chi
©-%% (DO} Beh
%4 (DOI) Health
%% (DO)) Loc
-4 (DOI) OpCeitRs < ] 0
Bﬁ (DOI) TapChg sAddr Editor
t- 4 (SDI) walWTr
& (DAI)persistent Functional constraint  CO ({Control)
: @ (DAl ctiModel Common Settings |Pre-Condh‘.ions | Mmowledgernert|
E|0 (SDI) Oper Common
o -
- (DO) ParOp Mutti-Command activate [
[#-#% (DON) LTCEk
¥ (DONcv Single Command
- (DOl LodA Settings
&% (DOI) Auto Command aa:g20=1 regup=1 else regdown=1"aa:g20
=-#% (DO BndCir
...Q (5D mag Command Behavior
Type [ Command with value, defauit (0) -
-4 (SDISVC Example
[-#4% (DOI) TapChgFail if value [00]  .a=:q20=¥ regup=1 slse regdown=1"aa:q200
-+ (DO} ELANFail i value [01]  a2:q20=Frequp=1else regdown=1"33:9201
&% (DOI) ParPFail # value [10]  .aa:g20=Frequp=1 else regdown=1"aa:q202
&+ (DOl OvLoghtem fvae  [11]  aq20-¥ requp=1 else regdown=1,22 9203
g (DO)OW
%% (DO)OVA
Figure 112: Control Value Configuration (Single Command)

Table 51: Control value settings

Form entry

Description

Common

Control Type IEC

Defines the corresponding IEC control data type.

Multi-command

The parameter defines using of the multi command CO-data attribute.
Leave unchecked for single command

Single command

Field Section “XXXX-
Command”

Normally, this parameter is used as exponent with single commands. If a
Boolean or DoublePoint IEC control data type is used, scale has special
meaning. (See below)

The parameter can be adjusted from -127...128. By default set to 0.

IEC61850
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Form entry Description

sAddr Editor

Functional constraint ~ CO (Control)

Common Settings | Pre-Condtions | Acknowledgemet |
Comman
Control Type IEC [mm v]

Mutti-Command activate

Single Command

Settings
Command 3a:q20=1 regup=1,else regdown=1"aa:g20

Scale
Scale in Write Command 0
Command Example 2a:q20=" requp=1 else regdown=1"aa:q20VALLE

Command Defines the command string, which is assigned with converted IEC con-
trol value of scale rule. The result is sent to XXXSysTM — device.

If IEC-Type of command is BOOLEAN, scale parameter will be used as shown below:

sAddr Editor

Functional constraint  CO (Contral)
Common Settings |Fre—Cm'xﬂ.im'1s I Acknowledgement |

Comman

Cortrol Type IEC [BOOLEAN ~|

Mutti-Command activate

Single Command

Settings
Command ,aa3:q20=1 requp=1 else reg =1"aa:.q20

Command Behavior

Type

Bxample Binary command without ace. inverted (5)
if value FALSE a3 Double command with space (3)

Double command without space (4)
i value TRUE =2 Double command without space, inverted (1)

Command without value ()
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Table 52: Boolean conversion rules for [command] [convert (ctiVal)]
Scale IEC Value Conversion
1 False [command][2]
1 True [command][1]
Command Behavior
Type Double command without space. inverted (1) |
Example
if value FALSE  aa:q20='f regup=1.else regdown=1"aa:q202
if value TRUE .3a:g20=1 requp=1else regdown=1"aa:q201
2 False/True [command]
Settings
Command 8a:q20=1 requp=1 else regdown=1"aa:q20

Command Behavior

Type Command without value (2) -
Example
if value FALSE aa:g20=f regup=1.clse regdown=1"3a:g020
if value TRUE  aa:q2l=if regup=1.else regdown=1"aa:q20
3 False [command][space][1]
3 True [command][space][2]
Single Command
Settings
Command aa.g20=1 regup=1 else regdown=1"3a.920

Command Behavior

Type Double command with space (3) -
Bxample
if value FALSE aa:g20=i requp=1.else reqgdown=1"3a:g20 1
it value TRUE  aa:q20= requp=1else regdown=1"aa:q20 2
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Scale IEC Value \ Conversion
4 True [command][2]
4 False [command][1]
Single Command
Settings
Command aa:q20=1 reqgup=1 else reqadown=1"aa:q20
Command Behavior
Type Double command without space (4) -
Example

if value FALSE aa:q20=1 regup=1.else regdown=1"aa:q201
if value TRUE aag2l=i requp=1.else reqgdown=1"aa:q020Z

5 False [command][1]
5 True [command][0]
Single Command
Settings
Command aa:020=1 requp=1 glse reqdown=1"aa:q20

Command Behaviar

Type Binary command without space, inverted (5) b

Example
if value FALSE  &aq20=% regup=1else reqgdown=1"aa:q201

if value TRUE 3a3:g20=f requp=1else reqgdown=1"aa:q200
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Scale IEC Value Conversion
Default 0 False [command][0]
Default 0 True [command][1]

Single Command

Settings

Command 8a:020=1 regup=1 glse regdown=1"aa:qZ0

Command Behawior

Type Binary command without space, defautt (0)

Example
if value FALSE .&a:q20=if regup=1.else regdown=1"aa:q200
if value TRUE .3a:g920= requp=1else regdown=1"aa:q201

Common Settings | Pre-Conditions | Acknowledgement |

Commaon

Control Type IEC | DOUBLEPOINT -

Multi-Command activate

Single Command

Settings \

Command Ba:q20=1 regup=1 .elsewnmﬂ'.aa:qz'l]

Command Behaviar

T}'DE-' OMME Nl AlUE, OEiE )

Command with value, default ()

Example Binary command with value [112] (1)

if value [o0] Binary command with value, inverted [211] (4)
Double command with value [0112] (2)

if value [01] Double command with value [01213] {3)

i walue [1o] | Double command with value, inverted [I211] (5)

if walue [11]

If IEC-Type of command is DOUBLEPOINT, scale parameter will be used as shown below:
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Table 53: Double Point conversion rules for [command][convert(ctiVal)]

Scale IEC Value \ Conversion
1 [00] Negative response.
1 [01] [command][0]
1 [10] [command][1]
1 [11] Negative response.
2 [00] [command][0]
2 [01] [command][1]
2 [10] [command][2]
2 [11] Negative response.
3 (unused value. Instead | [00] [command][0]
of this a default value is [01] [command][1]
used)

[10] [command][2]

[11] [command][3]
4 [00] Negative response.
4 [01] [command][1]
4 [10] [command][0]
4 [11] Negative response.
5 [00] Negative response.
5 [01] [command][2]
5 [10] [command][1]
5 [11] Negative response.
Default value [command][value]

18.6.2.2 Multi Command

Here the check box for “Multi-command” is checked. If it gets unchecked, the mode will be
changed to “Single Command”.

This mode is only available for Boolean and DoublePoint commands.

Multi-command mode has been left for backward compatibility and will not be
m supported in future.
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Common Settings | Pre-Conditions I Acknowledgement |
Common

Corttrol Type |EC [BOOLEAN -

Multi-Command activate

Multi Command
MNumber of Commands [2 -
Command Mo.1
Scale 0
Command aaq20=1 requp=1.else regdown=1"aa:q20
Command No.2
Scale 0
Command Command2=
S L= D
S L= D
Figure 113: Control Value Configurations (Multi Command)

Multi commands are built, as a chain of the comma-separated commands. For example,
commands No.1 and No.2 create the multi-command:

A: regAUTO=1, ,aa:q20="if,regup=1,else,regdown=1', aa:q20*

Table 54: Multi command control value settings

Form entry \ Description

Common

IEC-type of control Defines the corresponding IEC control data type.

Multi-Command The parameter defines using of the multi command CO-data attribute.
activate Leave unchecked for single command

Single command

Scale Normally, scale is used as exponent with single commands. If a Boole-
an/Double IEC control data type is selected, scale has special meaning.
(See following tables.)

The parameter can be adjusted from -127...128. By default set to 0.

Command Defines the command string, which is assigned with converted IEC control
value of scale rule. The result is sent to XXXSys™ — device.
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18.6.2.3 Pre-Conditions

Command pre-conditions define the behavior of check before the control operation.

They are checked each time before control operation.

| Acknowledgement |
Condtion No.1 |Cond'rtior1 No 2 I Condition No..?-l

[Same as Checked Value A
Exdended Settings
Checked Data Point Type [ BIT_7/BYTE -
Poll String Offset 3
Checked Value (optional) 1
Minimal Position {optional) 0
Maximal Position (optional) 0
Allowed C:_:njmand \I'ia.hJE 0
to leave minimal Position
Allowed Cnm_mand VE_lI_ue o
to leave maxdmal Position
e Bty -

O If predicable condition check finished successful, control operation continues and
command will be sent to device.

O If predicable condition check faulted, application sends “response-“ and an information
report with Last Error cod to client according to a selected control model in ICD file.

Even if a part of checks finished successful, command will be never sent, if at least one con-
dition faulted.

Selector “Condition” defines a predicable type by mean of test-behavior.

Condition Mo.1 |Cur1d'rtinn Mo.2 | Condition Nu.3|
[Same as Checked Value -
disable
Extended Settings Same as Command Value
) Cther than Command VYalue
Checked Data Foint Type Same as Checked Value
] Cther than Checked Value
Pall String Offset Within Limits
Outside Limit
Checked Value {optional) S e
Elimirm =l Dmmdicmem fnemdime=ll (1]

Extended Settings define test behavior and data point, which will be checked. The maximal
and minimal limit position can be defined too.
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18.6.2.4

Bdended Settings
Checked Data Point Type
Poll String Offset
Checked Value (optional)
Minimal Position (optional)
Maximal Position {optional)

Allowed Command Value
to leave minimal Position

Allowed Command Value
to leave maximal Position

Addtional Cause Diagnosis
(IECG1850-8.1 AddCause)

Figure 116:

|BIT_7/BYTE -
3

1
0

0

| Blocked-by-Mode -

Condition extended Settings

Table 55: Predicable Condition Extended Settings

Form entry
Checked data Point Type

\ Description

Defines a checked Data Point type in Poll string.

Poll String Offset

Defines a checked Data Point Poll string offset.

Checked Value(optional)

Defines a checked value as FLOAT32 value

Minimal Position (optional)

Defines minimal position by “Limit condition”

Maximal Position (optional)

Defines maximal position by “Limit condition”

Allowed Command Value to
leave minimal Position

Defines command value, that permitted at minimal position by
“Limit condition”

Allowed Command Value to
leave maximal Position

Defines command value, that permitted at maximal position by
“Limit condition”

Command Acknowledgement

Command Acknowledgement condition defines a check behavior after command executing.

| Commaon Settingsl Pre—Cond'rtions| Acknowledgement |

Extended Settings

Check Behaviour ’ Every Change Acknowledgement A

Pall String Offset 56

Set Poirt (optional) 0

Figure 117:

Data Point Type INT321 hd

Acknowledgement Condition Settings

Table 56: Command Acknowledgement

Form entry \ Description

Check Behavior Defines the estimation behavior

Data Point Type Defines test data point type in poll string

Poll String Offset Defines test data point offset in poll string

Set Point (optional Optional defines the test value. For example O for reset command.

IEC61850
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18.6.2.5

18.6.3

Check Behaviour | Ewery Change Acknowledgement b

. dizable
Data Point Type  'Fyery Change Acknowledgement
) Step Down Acknowledgement
Poll String Offset Step Up Acknowledgement
. . Same Command Value Acknowledgement
Set Poirt (optional) Every Change Acknowledgement except Command Valu
Setpoint Acknowledgement

The check behaviors are same as in predicable condition. However, there is “Setpoints..”
condition, which literal meaning same with name.

Control Model

Parameter ctIModel specifies the control model of IEC 61850-7-2 that corresponds to the
behavior of the data. The configured value for ctiModel becomes effective as soon as the
real device has been configured. The values may be overwritten in Webserver if the condi-
tions and acknowledgment allow overwriting this value. If a data instance of a control class
has no status information associated, then the attribute stVal does not exist. In that case,
the value range for ctlModel is restricted to direct-with-normal-security and sbo-with-
normal-security.

-V'rj (DO1) Health g —
-4 (DOI) Loc
% {DOI) OpCrtRs B Control Model Editer
EIV[’;: (DON) TapCha Commen
B4 (SDIvalWTr Control Model [dredwh-er#:a':ced-seaﬂy ']
g : direct-with-nomal-secur
9 DAjpenden sbo Timeaut
o (DA} ctiModel <bo Class direct-with-enhanced-securty
B4 (SDI)Oper sbo-with-snhanced-security
@ (DA ctiVal Information
(H-%% (DO} ParOp
DO Type Id d_StdBSC
%3 (DOI) LTCBI e s

Set point Value Configuration (Single Command)
Set point values are to be configured as a mixed form of a status value and a command.

Here the check box “Multi Line” is not checked. If it gets checked, the mode will be changed
to “Multi Command”.
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(w4 (DOI) Fail5t01
E-¥4 (DOI) A25
E-#g (DOl SPindesx
.
o (DAl minVal
& (DAl macVal
‘@ (DAl stepSize
H-wg (DOI) 5PVal
H-#g (DOl SPVal2
H-wg (DOI) SPVald
H-wg (DOI) SPVald
H-#g (DON) TRatV
H-#% (DON) TRatA
H-wg (DOI) TRatW
H-#% (D01 SPVaVNom
#-#% (DON) PwrNom
H-%g (DOI) VArNom

o OO OO e OO e IO o OO o O OO o OO g OO

14 [ |

sAddr Editor

Functional constraint 5P /SG/SE (Setpoint./Setting group)

Common Set-Poirt Settings | PreConditions |
Read-Write Setting
Read Wirie IEC Data Type
Mapping in Poll String activate
Read-Write Device Data Type
Read Pall Sting Cffset 105
Write Command RegSWi=
Scale
Scale in Write Command 0
Command Example RegSWI=VALUE

Table 57: Single command Set point settings

Form entry \ Description

Common (Status and Measured)

Read-Write IEC Data Type

Defines the corresponding IEC control data type.

Mapping in Poll String acti-
vate:

The parameter defines using this data attribute in internal device
data. If “No (not mapped in internal data)” has been selected, there
is not corresponding offset in internal poll device data.

Read-Write Device Data
Type:

Defines the corresponding XXXSysTM — device data type. If “IG-
NORE” is selected or “Deviation and offset are used” is not checked,
this data point is not allocated. Device data type determines the
interpretation of “Deviation”

Read Poll String Offset

Defines offset of the device answer string, where this data is locat-
ed. If -1, the data point will not be mapped to the answer string. The
parameter can be adjusted from -1...255. By default it is -1.

Scale in Write Command

Normally, scale is used as exponent with single commands. If a
Boolean IEC control data type is selected, scale has special meaning.
(See following tables.)

The parameter can be adjusted from -127...128. By default set to 0.

Write Command:

Defines the command string, which is assigned with converted IEC
control value of scale rule. The result is sent to XXXSysTM — device.

GOOSE light

Subscriber Number ( if acti-
vated ):

The parameter defines any auxiliary flag for future using. It is not
applicable now.

Pre-Conditions

Checked data Point Type

Defines a checked Data Point type in Poll string.

Poll String Offset

Defines a checked Data Point Poll string offset.

Checked Value(optional)

Defines a checked value as FLOAT32 value

Minimal Position (optional)

Defines minimal position by “Limit condition”

Maximal Position (optional)

Defines maximal position by “Limit condition”

Allowed Command Value to
leave minimal Position

Defines command value, that permitted at minimal position by
“Limit condition”

Allowed Command Value to
leave maximal Position

Defines command value, that permitted at maximal position by
“Limit condition”
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18.7 GOOSE light Settings

18.7.1 IEC GOOSE light Architecture

The implementation of the IEC 61850 GOOSE services provides a mechanism for sending
and receiving the standardized GOOSE telegrams. The settings and architectures are quite
similar for publisher and subscribers.

It is assumed that the reader is familiar with the GOOSE light architecture.

18.7.2 GOOSE light Control Blocks Settings
-:Eiffffi:::;;::;url name="SUBNETWCREL1" type="8-MMS5">

«<BivRave anlt="b/s"rll0</BivRavey
<ConnectedAP iedName="REGDA" apName="F1":
TANOTETTY
<P type="0SI-PSEL">00000001</PF>
<P type="0SI-5SEL">0001</P>
<P type="OSI-TSEL">0001</B>
</Rddress>
<G5E 1dInsc="A" cbName="GolCb_Bin">
<hddress>
<P type="MAC-Address" xsi:type="tP_MAC—Addxess">01—0C—CD—01—01—01<}P>
<P type="APFFID">1</P>
<P type="VLAN-PRICRITY">4</E>
<P type="VLAN-ID">000</P>
</Rddress>
<MinTime unit="s" multiplier="m">10</MinTime>
<MaxTime unit="s" multiplier="m">1000</MaxTime>

</GSE> -
<GSE 1dInst="A" cbName="GoCb_S5State">
<Rddress>
<P type="MAC-Address" xsi:type="tP_MAC7Addxess"}01*0C*CD70170170A<KP>
<P type="LRPPID">1</P>
<P type="VLAN-PRICRITY">»4</E>
<P type="VLAN-ID">000</P>
</Bddress>
<MinTime unit="s" multiplier="m">10</MinTime>
<MaxTime unit="s" multiplier="m">1000</MaxTime>
</ GSE>

<PhysConn type="Plug">
<P type="Type">FOC</B>
<P type="Plug">3T</P>
</PhysConn>
</ConnectedAP>
</ SubNetwork>
</Communication>

In this case, application transmits data from GoDsUI dataset in Goose Output telegrams.

The content of a GOOSE light message is defined with a dataset. The GOOSE light message
is sent as multicast messages over the communication network.
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One example of SCL configuration shown below:

<ConnectedAP iedName="REGD159" apName="P1">
<GSE IdInst="REGD1" cbName="GoCbUI_REGD1">
<Address>
<P type="MAC-Address" xsi:type="tP_MAC-Address">01-0C-CD-01-00-00</P>
<P type="APPID">0BB8</P>
<P type="VLAN-PRIORITY">4</P>
<P type="VLAN-ID">000</P>
</Address>
<MinTime unit="s" multiplier="m">10</MinTime>
<MaxTime unit="s" multiplier="m">1000</MaxTime>
</GSE>
</ConnectedAP>

The captured fragment of the GOOSE light output telegram illustrated below.

0x0000

Reserved2:
B POU

IEC GOOSE
I

cControl Block Reference®: REGDAA/LMOSGOSGOCh_STate

e AT TOwWeEd To CIve (e T au0y
Datasetreference™: REGDAA/LLMNO$GODs_State
GOOSEID™: GoId_state
EVERT TTMEsTamp:  Losd—Ur-Ur U O &2, 528008 TImequa ity : 00
Statenumber®: 1
Sequencelumber® : Sequence Number: 429
Test¥: FALSE
Config Revision®: 1
eeads ~ommi dondnos - Eil SF

| Mumber Dataset Entries: 27
Data
1

BOOLEAMN: FALSE
BITSTRIMG:

BITS Q000 — 001l5: 01 © 0 0O Q0 OOQOQOO0QO0OD0
BOOLEAMN: FALSE
BITSTRING:

BITS Q000 - 001l5: 01 © 0 0O Q0 OOQOQOOQQO0OOD0
INTEGER: O
BITSTRING:

BITS Q000 - 0015: 01 0 0 0 0 OO0 O0OO0OO0QO0O0
INTEGER: O
BITSTRIMG:

BITS Q000 - 0015: 01 0 0 0 0 0000000
BOOLEAM: FALSE
BOOLEAM: FALSE
BITSTRING:

BITS Q000 - 0015: 01 0 0 0 0 0000000
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18.7.3

18.7.4
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GOOSE light Input Streams (Inner Subscribers)
The application allows the configuration of up to 15 GOOSE light input streams.
The architecture of GOOSE light subscribing is shown in Figure 123: .

Index O Index 1 Index 14

Subscribed input Subscribed input Subscribed input

stream Index O stream Index 1 stream Index 14

Object No

Object No Object No

Object No
Object No 5

Object No
Object No

Each subscriber holds one set of objects in sequence order. Each object of the subscribed
set is given a particular number in received GOOSE light telegram. If the subscriber has not
been configured in numerical order, its input telegrams cannot be handled in an applica-
tion. More detailed information is available below.

Publisher Side

The current paragraph illustrates the generic Object Oriented Substation Event configura-
tion within the MMS server and SCL which defined in ICD file in your settings.

The GOOSE light configuration database contains settings with the following data elements:

Corfiguration | ICDfile | GOOSELlight | Log

GOOSE Control Blocks Object Editors General settings for GOOSE
0 GOOSE Control Block Editor
GoCb_RegATCC O I Comman Settings Communication Settings Data Set

LDevice Inst -

GOOSE Light Subscriber Corfiguration evies nsiance A

E Tf& I-E == w“y vf’; GOOSE D Gold_RegATCC
Control Block Mame GoCh_RegATCC
DataSet Mame GoDs_RegATCC

Input messages o —

Control Block Description  ATCC Specific
DataSet Description GOOSE ATCC Specific
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Adjusted GOOSE settings will be saved to file goose.param. At the same time an ICD-file
contains the factory GOOSE settings. You should also take that into account.
All changed parameters are available only after resetting the REG-PE/REG-PED.

GOOSE Control Block Editor
Common Settings | Communication Settings Data Set

LDevice Instance A -

GOQSEID Gold_RegATCC
Control Block Mame GoCb_RegATCC
DataSet Name GoDs_RegATCC

Control Elock Description  ATCC Specific
DataSet Description GOOSE ATCC Specific

There are two Timing strategy types: arithmetic and profile.

The arithmetic scheme has three parameters: first interval, multiplier, and maximum inter-
val. The first retransmission occurs after the first interval time. Each subsequent interval is
the product of the last interval times the multiplier, until the maximum interval is reached.
Thus, for first interval = 400, multiplier = 2, and maximum interval = 3200, the retransmis-
sions will occur at intervals beginning at 2, and doubling each time until the maximum
interval is reached (400, 800, 1600, 3200). If any changes of GOOSE data occur the applica-
tion immediately sends GOOSE data and then resets the retransmission time to interval to
first interval.

The profile scheme allows for a specific set of intervals to be specified. Each interval (speci-
fied in milliseconds) is used in sequence of GOOSE light telegrams. When the last specified
interval has been used, the parameters of the arithmetic scheme are then used for subse-
guent intervals (including the maximum retransmission interval).

If any changes of GOOSE light data occur, the application immediately sends GOOSE data
and then resets the retransmission time to interval to first interval.
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Teminal, Autoloading

GSE GOOSE activate E
GSE Control Blocks adjustment activate [l

Retransmission Strategy

Defautt Step Delay fms] 2000

Retransmission Strategy Type
Asthmetic scheme

First interval [ms] 200

Muttiplier 2

Max retransmission timeout [ms] 4000

Profile scheme

MNumber of Intervals 6

th interval [ms] 1000
2&h interval [ms] 1500
Jth interval [ms] 2000
dth interval [ms] 2500
bth interval [ms] 3000
Bth interval [ms] 4000

Figure 126: GOOSE Retransmission Settings Tab
Firmware supports up to 4 Control Blocks. Their number is defined of ICD Communication
Section. For example, if an ICD file contains the 3 GOOSE GSEs, only these GOOSE Control
blocks will be shown here.

The settings data elements are described in the table below.
Table 58: Settings of GOOSE light

Unit Range Standard Description
value
Common
GSE GOOSE | Used/ Used Parameter activates/deactivates IEC GOOSE
activate Not service. If GOOSE won't be used, the service will
used be deactivated. It can reduce a network busy
schedule.
Setting “No” switches off all
GOOSE services.
GSE Control | Y/N Yes/ No No Parameter activates/deactivates an adjustment
Blocks ad- (use only of the published IEC GOOSE Control Blocks,
justment MMS- which have been described in the ICD file. If “No”
activate Goose is selected, REG-PE/REG-PED publishes all GOOSE
Control Control Blocks as this has been described in ICD-
Blocks) file.
If the adjustment has been deactivated, all
following APPID and VLAN settings won't be
applied.
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Name Unit Range Standard Description
value
MAC Ad- hex 6 octet IEC61850- | Parameter defines the multicast data link desti-
dress 8 nation address for a first IEC GOOSE Control
(destination Block from GSE-Section in ICD file.
of GOOSE
messages)
Application Hex/ From O Ox3ED The parameter defines VLAN APPLD which iden-
ID dec upto 23 | o tifies a using the VLAN (802.1q) for a first IEC
. GOOSE Control Block from GSE-Section in ICD
1001 in .
file.
decimal o .
ec'”Ta For detailed information see please IEC61850-8-1
notation
VLAN ID Hex/ | FromO 0 The parameter defines the unique identified of
dec up to 232 VLAN ID (802.1q)
0 - indicates that the tag header contains only
user priority information, no VLAN ID.
1 - Default PVID value used for classifying frames
on ingress through a bridge port.
FFF - Reserved for implementation use.
VLAN Priori- | dec From O 4 The parameter defines the VLAN Priority as 3-bit
ty upto?7 binary number representing 8 priority levels, 0-7
(802.1q).
GOOSE Retransmission Strategy
Default Step | ms 0..65535 | 500 Parameter defines minimal timeout for IEC
Delay Goose service. Service function checks all chang-
es in a poll of the Goose published Data Points
and activates Goose transmission in any case. It
activates retransmission even if the settings of
retransmission strategies are not set.
Retransmis- | list geometric geometric | Selection of the Goose strategy type: arithmetic
sion REEREEER ( other and profile.
geometric K
Strategy ‘profle_ namels “Disabled” option enables the.
Type arithmetic) m application to send new GOOSE
telegrams after changes or by
expiring default step delay
timeout.
First inter- ms 0..upto | 1000 The parameter defines the first interval in milli-
val: 65535 seconds in arithmetic retransmission scheme.
Zero will be ignored and the
m application sets default value
1000 ms.
Multiple dec O0..upto |2 The setting defines the multiplier the for arith-
(arithmetic) 255 metic retransmission scheme.
Zero will be ignored and the
m application sets default value 2.
Max Interval | ms 0..upto | 4000 The setting defines the maximal interval in milli-
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18.7.5

18.7.5.1

Range Standard Description
value
(arithmetic) 65535 seconds in arithmetic retransmission scheme.
Zero will be ignored and the
m application sets default value
4000 ms.
Number of dec uptob 6 The setting defines a number of intervals in the
Intervals profile retransmission scheme
Interval dec Up to 1000 The intervals in milliseconds in profile retrans-
timeouts 255 1500 mission schema. If any changes of Goose data
2000 occur, the application sends Goose data and
then resets the retransmission time to value of
2500 first interval.
3000
4000

Subscribe Side

List of GOOSE light External Publishers

The application allows subscribing from 1 up to 16 external publishers as GOOSE partners
for REG-PE / REG-PED. The external GOOSE lightpublishers are complying with a specifica-
tion of REG-PE / REG-PED inner Subscribers.

The GOOSE lightSubscribers List pane contains full information about the subscribed
GOOSE streams:

GO0SE Light Subscrber Corfiguration
B el & & w v
g (ide=0) <New>
g (IdeT) <News
g (k=) <New>

b (Idx=3) <New:

Figure 127: GOOSE light Subscribers pane

SCL_Config is able to create Publisher from ICD file, as shown below.
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GOOSE Light Subscriber Corfiguration

E el Ea

NUL avanauie

Addmpublisher

= B = |

Fublisher ICD

Select ICD
’
Select ICD file \
- - —

S

SIS [l » Computer » WORK(D:) »

rkTable » ICDs » P444

v|$,||5ean:hP444_i }Jl

Organize = Mew folder

- 0O @

@' Business
Wu ctrlprj (Extreme) (R)

- Libraries
@ Documents
[l Git
Ji Music
[E5] Pictures
Subversion
B videos

@ Homegroup

Ll Computer
£, WINDOWS (C)
— WORK (D:)
- APPL (E)

& MName

E] Areva_Pd44_ICD.icd

Date modified

11.09.2008 09:06

] } " | 3

File name:

7
Add GOOSE Publisher

Publisher ICD
Select ICD D:\WorkTable\ICDs\P444'\ Areva_P444_ICD icd
GOOSE Cortrol Block
Control Block Name  [gcbST -
DataSet Name |GooseST LDevice Instance
Data Set
ToAdd  Owder LN Ciss LN st DO Name DA Name -
1 GGIO 2 Ind1 stVal
(] 2 GGIO 2 Ind1 a
3 GGIO 2 Ind2 stVal
4 GGIO 2 Ind2 q
5 GGIO 2 Ind3 stVal
[ GGIO 2 Ind3 q
7 GGIO 2 Ind4 stVal
7 d
— 5 GEHe 2 red5 atiiak =
10 GGIO 2 Ind5 q
1 GGIO 2 Ind6 stVal
12 GGIO 2 Ind6 q
13 GGIO 2 Ind7 stVal
14 GGIO 2 Ind7 q
15 GGIO 2 Ind8 stVal
16 GGIO 2 Indg q
17 GGIO 2 Ind3 stVal i
ok | [ Canesl
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(Cofle | GOOSE L

GOOSE Control Blocks
o

Log

GoCb_RegATCC

GOOSE Light Subscriber Corfiguration

i ell 5@ & wd

Object Editors | General settings for GOOSE

GOOSEight Exdemal Publisher Configuration

- ga (ide=0) gcbST
¥4 (Num=3) GGIO 2 Ind2 stVal
¥4 (Num=4) GGIO 2 Ind2.q

¥4 (Num=5) GGIO 2 Ind3.stVal

%% (Num=6) GGIO 2Ind3.g

¥4 (Num=7) GGIO 2 Indé stVal

L4 (Num=8) GGID 2Ind4.q

Figure 128:

Mter first GOOSE message

Failure detection commands

Settings
Subscriber activate
REG-PE(D) Subscriber Index [0..15] |T|
| MAC-Address 010CCD |- 01 - 00 - 00
GOOSEID TEMPLATESystem/LLNO$GOSgchST
Control Block Mame gcbST
DataSet Name GooseST
Application ID [dec/hex] O B¢ 00 H
Failure Handling
Failure service interval [ms] 4000

) 1) Objects will be inttialized

@ 1) Objects will be intialized;
=" 2) Their commands will be executed

At publisher timeout detection this command wil be sent

B31=1

If publisher is received successfully again, this command will be sent

B30=1

These Commands will be sent to Logical Device

Station LDevice=A

Comment

Add Subscriber from other ICD file

The detailed settings of one subscriber described below.

Table 59: GOOSE subscribed stream settings

Name Unit Range Standard Description
value
Order No. dec From1 | - It defines selected number and used to quick se-
(input num- up to lect a subscriber.
ber to 16
select):
Description
REG-PE(D) dec From 0 | O Defines the unique index which operates as a pri-
Subscriber up to mary key for the extern bonded objects. Read only
Index 15 parameter.
[0..15]:
Subscriber check | On/Off | off It activates subscriber.
activate: box
GOOSE MAC | hex 6 octet | IEC61850- | The parameter defines the multicast data link
Address: 8 address of the IEC GOOSE Input telegrams.
GOOSE ID: string | up to Test_GolD | The parameter defines the GOOSE light identifier
64 _A string of GOOSE input telegram. It shall be set
sym- identical to a unique identifier publisher.
bols
GOOSE string | up to Test_GoRe | The parameter defines the full name of the Goose
Control 64 control block for IEC GOOSE Publishing without
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Range

Standard
value

Description

Block: sym- f_A MMS-Control Blocks.
bols It shall have a unique name in one GOOSE.
GOOSE Data | string | up to Test_GoDs | The parameter defines the name of the dataset
Set: 64 _A being sent in IEC GOOSE.
sym-
bols
Application Hex/ FromO | Ox3ED or The parameter defines the VLAN Appld, which
ID dec up 1001 in identifies the application using the VLAN (802.1q)
[dec/hex]: (1;:3F8':3) decimal
notation
Failure ser- ms 0..999 | 4000 The parameter defines maximal timeout (ms) for
vice interval 99 the first message. It is used to set a maximum time
[ms] to wait for the first message in a subscribed
GOQOSE lightstream. If an input GOOSE message is
not received before the timer expires, the sub-
scriber’s alarm status value will be set.
After first list list executed 1) Objects will be initialized: 2) Their commands will be executed | |
GOOSE 1) Objects will be initialized
1) Objects will be initialized: 2) Their commands will be executed
message: 530=
The parameter defines the handling of first GOOSE
telegram.
1)After start-up of REG-PEX the process image will
be filled with topical value. Only if the value
changes it will be sent to eberle device. This makes
sense e.g. at auto/man command.
2)After start-up of REG-PEX the first reception of a
GOOSE message will lead to an immediate com-
mand to eberle device. This makes sense e.g. at
trip/close information of relays for programmer
use, since the eberle device needs an up-to-date-
information right from the beginning.
Failure de- Defines behaviour and commands in case:
tection At publisher timeout detection
commands:

If publisher is received successfully again

Failure detection commands

At publisher timeout detection this command will be sent

B31=1

If publisher is received successfully again, this command will be sent

B30=1

These Commands will be sent to Logical Device

Station LDevice=~A -
Comment string | up to Not de- User commentary for subscriber stream
64 fault
sym-

IEC61850
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Unit Range Standard Description

value

bols

18.7.5.2  Binding to External Inputs

0 List of GOOSE light External Input Objects

The application allows flexible to set properties of external Input Objects (partial data ob-
jects from a published GOOSE).

The GOOSE lightExternal Input Objects pane contains the information about the subscribed
objects and commands, which will be executed after any changing of object’s value.

GOOSE Light Subscrber Configuration
E Ml 5@ & g%
= pa (lde=0) gcbST
gt (Mum=3) GGIO 2 Ind2 =tVal
-3 (Num=4) GGI0.2.Ind2.q
%% (Num=5) GGIO 2 Ind3 stVal
-4 (Num=6) GGIO.2.Ind3.q
%3 (Num=7) GGIO 2 Ind4 stVal
-3 (Num=8) GGI0.2.Ind4.q

Figure 129: List of GOOSE lightexternal Input Objects

0 Input Object Configuration

> Double click on an item “Object Configuration” in the left-hand menu.

% The GOOSE lightinput Object Configuration pane contains settings of one object
and allows to adjust it’s for a particular structure of GOOSE telegrams.
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| Corfiguration | ICDfile

GOOSE Light | Log |

GOOSE Control Blocks
-

Dbject Editors | General settings for GOOSE

GOQSEight Input Object Corfiguration

& GoCb_RegATCC

Input Activate

GOOSE Light Subscriber Corfiguration

Ehkow dwe

Comment GGIO.2.Ind4 stVal

Settings

= g8 (ldx=0) gcb5T

/

|GcoseST

gical Device for command |51E|tion LDevice=A

L1 Order number in Dataset 7

Command execution activate

Data-Quality order only value -

Command

Cortrol Type IEC
alean Commar aviowr]
Type  [Binay command without spac, default (T) =
Bample
fvaue FALSE 0
fvaue  TRUE 1

Figure 130:

Table 60:

External GOOSE lightobject configuration.

External GOOSE lightobject settings

Range Standard Description
value

Order No. dec Up to 1 It defines selected number and used to quick
(input num- 300 select a data object.
ber to select):
Description
GOOSE ID and | text Drop 0 The parameter defines a subscriber which con-
DataSet: down tains this data object.

list

with 16

sub-

scribers
Order number | dec FromO | O The parameter defines an order number of the
in Dataset: up to data object in data set.

300 For more information see IEC61850 Standards.

IEC61850
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Unit Range

Standard
value

Description

EITEC 61850 GOOSE
AppID¥: 101
PDU Length®: 232
Reservedl¥: 0x0000
reserved2¥: 0x0000
2 PDU
IEC GOOSE
{

cantrol Block referencew: REGDAASLLNO§GO$GoCh_Bin

Time Allowed to Live fmsec): 8000

DatasetReference¥: REGDAA/LLNO$GODS_Ein

GOOSEID¥: GoId_Ein

Event Timestamp: 18584-01-01 00:00.40,264004 Timequality:
Statenlumber¥: 1

Sequencenumber®: Sequence dMumber: 827

Test*: FALZE

Config Revisionw: 1

needs commissioning¥: FALSE

Number Dataset entries: 32
Dbata Mo
1

BOOLEAN: FALSE I

BITETRING: No.4
BITS 0000 - 0015: 01 0 0 0 O 0 L=t 0
EOOLEAM: FALSE
BITSTRING:
BITS 0000 - 0UCaMT 0 1 00 Q00000000

BOOLEAN: FALSE I

BITS 0000 - 0015: 01 00000000000
BOOLEAM: FALSE
BITSTRING:

BITS 0000 - 0015: 01 0000000 O0O0O0D0
BOOLEAM: FALSE

Input acti- string checked The parameter defines the use of the object.
vate: Parameter allows not delete set object from
settings file, although it won’t be used in firm-
ware.
Command check checked The parameter defines kind of handling of object
execution box in data set. If “not checked” will be set, the ob-
activate: ject will be passed for GOOSE command.
Logical Device | string | Up to A It defines a name of Logical Device IEC 61850 in
for command: 64 Structure "Server". The GOOSE command will be
sym- applied for defined device only. The name must
bols contain no white space. The naming rules con-
form to IEC61850 part 6.
Data Type: list :mgu BOOLEAN | It defines the IEC61850 data type. For example, it
INT16 has been marked on the screenshot above.
::ESU All possible choices are listed in the drop-down
INT32U list.
BOOLEAN
DOUBLEPO For example,
ENUM
GOOSE bit string [10] can be executed as double
point [2] command.
Maximal float 1 Nowadays it isn’t supported for GOOSE com-
Value [ex. mands. The parameter is leaved only for
SP,DC] compatibility with the previous versions.
Scale dec - 0 The parameter defines scale of command value.
128..1 Normally, scale is used as exponent with single
27 commands. If a Boolean or Bitstring IEC control
data type is selected, scale has special meaning.
(See following tables.). The parameter can be
adjusted from -127...128. By default set to 0.
Behavior and types of scale shown below
Command string | REG-L B20= Command string according to RGL-settings of
com- REG-D™
mand
Data-Quality list Values | Value- The parameter defines a kind of quality rating of
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Name Unit

order: are
listed
in the
pull-
down
list.

Range

Standard

value
quality

Description

object in data set. Possible choices are listed in
the pull-down list.

Command execution activate

Data-Guality order value -

Command value-quality
quality-value

Control Type IEC orlly quality

Executing types with quality enable to handle the
object dependent on of their quality. The object
with quality should be represented in GOOSE
dataset as two-part data attribute with value and
its quality (as Bitstring 13 [0000000000000]). The
quality can be located instant before or after
value data attribute.

Only value:

Command must be executed after change of
object value, regardless of whether quality is
invalid or valid.

Value-quality (quality is located instant after
value)

Object will be accepted only, if its quality is valid.
Object quality must be instant follow. If quality is
valid and value of the object was changed, com-
mand will be executed. Otherwise object will be
ignored.

Quality-value (quality is located instant before
value)

Object will be accepted only, if its quality is valid.
Object quality must be instant before value. If
quality is valid and value of the object was
changed, command will be executed. Otherwise
object will be ignored.

Only Quality

Special type. It is used for handling of the quality
triggering. If quality will change, a corresponded
command will be sent to REGSYS.

This type is applicable only for data type QUALI-
TY.

Comment string | Up to
64
sym-
bols

No

Commentary for configuration.

IEC61850
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Cortrol Type IEC | BOOLEAN -

Boolean Command (behaviour)

Type

Example

ifvalue  F Double command without space, inverted (1 or -4)
val - Double command without space (-1 or 4)

Double command with space (3)
Double command with space, inverted (-3)
Command without value ()
Command without value, if got FALSE (20)
Command without value, if got TRUE (21)

Figure 131: Boolean conversion rules for GOOSE command

Command B21=

Control Type IEC | DOUBLEPOINT -

DoublePaoint Command (behaviour)

Type “Mﬂ ﬁi ﬂi “H vi

Command with value, default (1)
Double command (1)

Example Double command, inverted (-1)

i value Double command for bitstring [32 bit] (2]

if value
if value

Figure 132: Double Point conversion rules for GOOSE command

Table 61: Conversion and commands

Scale Conversion and commands those will be sent

0 (default) DoublePoint Command (behaviour)
Type [Cmma’:dudh value, default (0) v]
Example

fvalue  [00] B21=D
fvalue  [01] B21=1
fvalue  [10] B21=2
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Scale Conversion and commands those will be sent

1 DoublePoint Command (behaviour)
Type [ Double command (1) - ]
Example
if walue [00]

fvaue  [01]  B21=1
fvalue  [10] B21=2

-1 DoublePoint Command {behaviour)
Type l Double command, inverted (-1 -
Example
if value [00]

fvalue  [01]  B21=2
fvalue  [10]  B21=1

2..31 Direct Command Rule:
First, CMD will be calculated conform with:
CMD = (Bitstring & 0xC0000000)>>(scale-2)

Then, if CMD is 1, command looks same [command][0]. If CMD is 2, command looks
same [command][1]

For example:

1) GOOSE input is [0100000000000].

Scale is 13.

Command will be completed as [command]0
2) GOOSE input is [1000001110000000].
Scale is 16.

Command will be completed as [command]1

-31..-2 Command B21=

Control Type IEC |DOUBLEPOINT  +|

DoublePoint Command (behaviour)

Type [ Double command for bitstring [32 bit], inverted {-2) -
Scale value -2

Example

Shift= -2 B21=[ibitstring:={-0)]]

Inverse Command Rule:
First CMD will be calculated conform with:
CMD = (Bitstring & 0xC0000000)>>(2-scale)

Then, if CMD is 1, command looks same [command][1]. If CMD is 2, command looks
same [command][0]
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Scale Conversion and commands those will be sent

For example:

1) GOOSE input is [0100000000101].

Scale is -13.

Command will be completed as [command]1
2) GOOSE input is [1000000111110000].
Scale is -16.

Command will be completed as [command]0

18.7.6
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IEC61850

Incoming Command Behavior

a-eberle

Command execution of GOOSE commands is different for floating and other types of da-
taset members. Firmware supports a check of dead band, the deviation from zero, range of

values for floating types.

A processing diagram is shown below.

GOOSE Incoming

GOOSE test
flag is set

No

Start Decoding

Type of meber
in dataset
is float

Yes, Test/Simulation

No

Execute
incoming
GOOSE
command

Command should be executed

activated

Check
instruction
execution

Compare

Command is passed

The transmission status of the command will be checked before the execution only if that

activated for this command.
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A "deadband" section is shown on SCL-Config Input Object Configuration below.

GOOS5Eight Input Object Configuration

Input Activate

Comment

Settings

Data set reference (Dat Set)

Data set member reference

Functional Constrairt (fc )

Data Cbject Name

Common Data Class (cdc )

Data Attribute Mame

Command execution activate

Manitored Trigger Condition

How to process the Command

Text of the Command

Target attached Device

(1)
|IEC Data Type in the Command‘ [FLD.P.T32 E

MMXL.1.A pheAinstCYal ang

[SEL_3515_ICFG/LLNDSDSet01

4 [D5MembenRef [T.n]— EN 6T850-72 13.3]
WK -
A [doMName affr. or any ofher name]
S5PS -

phsfinstCVal ang f

[daMName affr. or any ofher name]

[[dchg] - due to a CHANGE of the YALUE. The associated quality does not exist.

[- G00SE shall be processed as a nomal COMMAND

Frequence]|

Ad:

Scale
0
VALUE
) =
eadband
Activate 9
Deadband value (1000 = 1%) 500 @ Minimum value (FLOAT) 45 \‘)
D??gg;’ldﬁg“”d = 5000 Maximum value (FLOAT) 51 Q)
[ ook [ [ cancel |
Figure 134: SCL-Config Input Object Configuration.
Table 62: Incoming Command Behavior
Setting Format \ Range Default Description
Activate Checkbox True/false deactivated | Activate a check of command.
Deadband Integer INT32range | O Deadband. Shall represent a con-
value of value figuration parameter used to
IEC61850 calculate all deadbanded

attributes (for example mag attrib-
ute in the CDC MV). The value shall

represent the percentage

of difference between max. and

min. in units of 0,001 %.

If an integral calculation is used to
determine the deadbanded value,

the value shall be
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Setting Format Range Default Description
represented as 0,001 % s.
A dB value of 0 shall suppress re-
porting events on the analog value,
so that only changes of
the range value will lead to events.
Deadband Integer INT32range | O Configuration parameter used to
around zero of value calculate the range around zero,
IEC61850 where the analogue value
will be forced to zero. The value
shall represent the percentage of
difference between max and
min in units of 0,001 %.
Minimum Float FLOATrange | O Minimum process measurement
value of value for which values of i or f are con-
IEC61850 sidered within process limits.
Maximum Float FLOATrange | O Maximum process measurement
value of value for which values of i or f are con-
IEC61850 sidered within process limits.

IEC61850
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Start, if dgadband "activate"

max.value
max.value !5

Test last
value

range of
values?

Yes

NN No
Ves eviation i
less db
End No. Db is 0
A\ 4
N Execute | No
command
End

18.8 Client IEC61850 Support

The firmware IEC 61850 is supplied with the internal functions of client IEC 61850. The in-
ternal client IEC 61850 can receive the defined up-to-date measures from protective device
and a current position of a tap changer. A data using from tap changer is optional. On the
contrary, the data from the protective device are mandatory in "Client IEC61850" mode of
operation.

SCL-Config Tool contains all necessary settings for "Client IEC61850" mode of operation.
The advanced facilities and settings are described below.
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Add new settings

Add new settings from template

Board type: [REG-PE v| The profile is good default
Protocol: [IEC 61880 v for client operation mode
Template edition: | Edition 1 v

SCADA template: REG-D{A) Ed.1 Standard Configuration without GOOSE V4.3
. |REG-D{A) Ed.1 Standard Configuration with GOOSE V4.3
Attached Eberle devices: |peg p(a) Ed 1 without GOOSE 64B1 14A1 V4.3

i REG-D(A) Ed.1 COLDFIRE with GOOSE and File Transfer V4.3
REG-D{A)x2 Ed.1 Configuration without GOOSE V4.3
REG-D{A)x3 Ed.1 Configuration without GOOSE V4.3
REG-D{A) BEd.1 Configuration AutofTapChg SBO V4.3
REG-D{A) Ed.1 Configuration with analog Inputs W43
REG-D(A) Ed.1 Configuration Virt. Cmd DPC V4.3
gl FEG-D{A) Ed.1 Configuration with enhanced-security V4.3
8| REG-D(A) Ed.1 Configuration Auto DPC (BOOL-Cmd) V4.3
REG-D{A) Ed.1 Configuration with all SBO commands V4.3
- REG D{A] Ed 1 Cunﬁguratmn wﬁhout GOGSE mth 32 ASG V43

REG- D{AJ Ed 1 LCCH Configuration wrmcrut GODSE "M 3
REG-D{A)xPAM_D Ed.1 Configuration without GOOSE 1 V4.3
REG-D{A)+REG-DF{A) Ed.1 Standard Configuration without GOOSE V4.31.6
REG-FE |REG-D(A+REG-DP(A) Ed.1 Standard Configuration with GOOSE V4.3/1.6
REG-D{A)x3+REG-DP(A) Ed.1 Configuration with GOOSE W4.31.6
e |REG-D{A)+REG-DPF{A) Ed.1 Configuration SBC commands V4.3/1.6
REG-D{A+REG-DP(A) Ed.1 Configuration without LocalfRemote W4 .3/1.6
REG-D{A) Ed.1 Configuration without GOOSE legacy V4.0
. REG-D{A) Ed.1 Configuration without GOOSE legacy V4.1

=1REG-DP(A) Ed.1 Configuration SBO commands V1.6
REG-DP{A) Ed.1 Standard Configuration without GOOSE V1.6
REG-DP{A) Ed.1 Configuration with 32 incoming GOOSE V1.6
REG-DP{A):2 Ed_1 Configuration without GOOSE V1.6 W
REG-DP{A)x2+EOR-D Ed.1 Configuration 1Mx45 without GOOSE V1.6/4.5

e 'w'w
REG-DA (REG-PE)

Figure 136: Profile for Client operation mode.

You can modify the client settings in the tab “Client IEC 61850”. All the settings are collect-
ed here, from connect settings up to the settings of data handling.
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@ SCL-Config Version 8.7.5698 = | O s
File  Help
Project
| Edtonly | [l Save&Ext | IEC61850 Ed.1 Version 2003 _|REG-Dx1_C11350_ MMXU icd |
. Y
| Basic Parameters | Server IECE1850 | Incoming GOOSE | Outgeing GOCEE[ Client |EC61850 |_* |
Activate
| Use YLTCserver
Analogue Values Special ATCC Functions
| Use Frequency Interpret Angle Inductive / Capacitive according to Q
| Use Reactive Power Activate Invertion phi
[ Activate Invertion Cos(phi)
o || Cancel |
Protection Relay
IED-Name: TEST_PD IP Address: 192 168 1 2
MMS-Domain [TEST_PDMEAS | Sealing Factor
DO - Voltage U [USERMMXU1 PPV | | 10000
DO - Cumert | [USERMMXU1.A | 10
DO - Frequenz F [USERMMXU1 Hz | 10
DO - Power Factor PHI | | 10
DO - Total Reactive Power O | | 1.0
| SelectfomfFle || Ok || Cancel
Tap Changer (OLTC)
IED-Name: TEMPLATE IP Address: 192 1682 1 5
MMS-Domain |TEMPLATELTC |
DO - TapChg [YLTC1.TapChg |
Originatar of the Command
Selectiomfle | | Ok || Cancel |
Figure 137: SCL-Config, Client IEC61850

Table 63: Client IEC61850 Support
Unit Range Standard Description

value
Activate Check | On/off | Off Activate of the client operation mode.
-Box
Use of YLTC- | Check | On/Off | Off Define an operation mode with use of a tap
server -Box changer position and transient mode
Analogue Values Group Define an application the measured frequency and
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Unit Range | Standard Description

value
reactive power from protective device.

Special ATCC Functions Group Adjusting of REG-D handling with received
measures.
Protection Relay Group All settings for protective device connection and

data acquisition.

Tap Changer (OLTC) Group All settings for protective device connection and
data acquisition.

18.8.1 Analogue Values Group of Settings
Table 64: Analogue Values Group of Settings

Standard Description
value

Use Fre- Check | On/Off | Off This setting defines how to use a frequency meas-
quency -Box ure (F) from protective device.

Name Unit Range

0 ON - data object should be parameterized and
is used in client operation mode. The measure
will be transferred to REG-D;

O OFF - data object is not used in client operation
mode.

Use Reac- Check | On/Off | Off This setting defines how to use a reactive power

tive Power -Box measure (Q) from protective device.

0 ON - data object should be parameterized and
is used in client operation mode. The measure
will be transferred to REG-D;

O OFF - data object is not used in client operation
mode.

18.8.2 Special ATCC Functions Group of Settings

By specifying these settings the following changes of calculation will occur:
O For cos (phi):
— cos (phi) =[-1..0], P < 0 (output active power);

— cos (phi) =[0..1] means P> 0 (effective power);

If active power direction does not correspond to REG-D setting, the active power measure
can be inverted.

O Interpret angle inductive / capacitive according to Q:
— ON -inductive load, the angle phi should be a negative value;

—  OFF - capacitive loading, the angle phi should be positive value;
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Inversion of the angle in the case of capacitive load, or always the case that Q >= 0 is used
for capacitive load. In general, the angle phi should be in the range from -180 to +180 de-

grees. Whereby angle from -180 to 0 degrees means the inductive load.

The case Q = 0 (cos (phi) = 1) may be occur. However, the angle phi = 0 does no influence.

Table 65: Special ATCC Functions Group of Settings
Name Unit Range Standard | Description
value
Interpret Check | On/Off | Off Defines the interpretation of the angle inductive /
Angle Induc- -Box capacitive according to Q:
tive /
Capacitive 0 ON - inductive load, the angle phi should be a
according to negative value;
Q O OFF - capacitive loading, the angle phi should
be positive value;
Activate In- Check | On/Off | Off Means the inversion of the power factor.
version phi -Box
Activate In- Check | On/Off | Off Means the inversion of COS (PHI).
version -Box
Cos(phi)
18.8.3  Protection Relay Group of Settings
Table 66: Protection Relay Group of Settings
Name Unit Range Standard Description
value
IED-Name Text Accord- TEM- IED name of the remote server
ing with PLATE
IEC61850
IP Address IP address | RFC1006 | 0.0.0.0 IP address of the remote server
DO - Voltage | Text MMS Manda- Defines MMS-path to Data object. The
u path tory value is read-only and can be adjusted only
via “Select from File” facility
Scaling | 32-bit IEEE | floating 1.0 Scaling recalculation factor for the measure
Factor | 754 float- point value from server. If the factor is not equal
ing point to 1, the scale factor will be applied.
format.
DO - Current | | Text MMS Optional,
path empty
Scaling | 32-bit IEEE | floating 1.0 Scaling recalculation factor for the measure
Factor | 754 float- point value from server. If the factor is not equal
ing point to 1, the scale factor will be applied.
format.
DO — Fre- Text MMS Optional, | Defines MMS-path to Data object. The
quency F path empty value is read-only and can be adjusted only
via “Select from File” facility
Scaling | 32-bit IEEE | floating 1.0 Scaling recalculation factor for the measure
Factor | 754 float- point value from server. If the factor is not equal
ing point
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Standard
value

Description

format. to 1, the scale factor will be applied.
DO - Power Text MMS Optional, | Defines MMS-path to Data object. The
Factor PHI path empty value is read-only and can be adjusted only
via “Select from File” facility
Scaling | 32-bit IEEE | floating 1.0 Scaling recalculation factor for the measure
Factor | 754 float- point value from server. If the factor is not equal
ing point to 1, the scale factor will be applied.
format.
DO — total Text MMS Optional, | Defines MMS-path to Data object. The
reactive Pow- path empty value is read-only and can be adjusted only
erQ via “Select from File” facility
Scaling | 32-bit IEEE | floating 1.0 Scaling recalculation factor for the measure
Factor | 754 float- point value from server. If the factor is not equal
ing point to 1, the scale factor will be applied.
format.

The MMS-path for data object can be filled only via “Select from File” feature.

IEC61850
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Cliert ICD File

Select ICD = - - — — * — -
-

|0} ‘

(=D name B11_P1_FN2 [P546\ALSTOM]

fypemanufacturer] | - ) |

LDevice Instance l el I

Modes AutoCaontrol
AutoRec

LMNode Instance AtoRec?
InClass "M"- Group} 4 t0SynChik
LNode Description  AutoSynChk2

CBContral
; CHCBA
Data Oblects CHCB 1Fai
¥ou need to sel3CB2
Vol - w1 QICB2FEl |
_ Measurements
2o Cur -
H= - Fre Egg:r
_ g
PuwrFact Pow Protection

VolBmpr - Rea ProtEfd
Show only se PratFrq

ProthegSeq
00 Name Prothvd

ProtQST
ProtOwCur
ProtOw Thm
FrotPsof

Prot PwrSwgBlk
ProtRteChaFrg
ProtSchem
ProtSef
Prottp
Records
System

Save | [ Cancel
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Cliert ICD File

Select ICD [ W e

-

r'—"‘h'-l-

|[ED name

ypemanufacturer] |E1 1_P1_FMNZ [PR4MALSTOM]

LDevice Instance [uﬁmm

Modes

LMode Instance
(nClass "M"- Group)

7 PridvgMMXUT
LMode Description PriAvgMMXLI2
. PADFMMXL1
Data Objects PriFtMLFR
You need to se1 PiFouMMXU1
s
Amp - Curpiyen
2= - Ereppf LRI

PurFact - Pou piRmsMMXL3
Volinpr — REE'PI‘i‘H"GpMSQl'I

o ©

Show only se|SecAvgMMXL

2 Name SecDif MMXLA

SecMMTR
SecMSaN

SecWepMSCN

SecFouMMXLA
SecMaxMMxL

SecRmsMMXLN

SecAvgMMEUZ
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Cliert ICD File

Select ICD ' = L4

IED name

type'manLfacturer] |E'I 1_F1_FN2 [PE46*ALSTOM]
LDevice Instance [M&amfanms

MNodes

LMode Instance
{InClass "M"- Group)

LMode Description |F'|'imE|r'_.r Fourier Measurements including Of /Tt

| PiFouMMXU T

Data Objects

¥ou need to select 5 params (Click or Emnter): .
Vol - Voltage VW not allocated to a phase o}
Dy — Current I not allocated to a phaae
H= - Fregquency

* PwrFact - Power factor (PH) not allocated to a phase
Volimpr — Reactiwve power () not allocated to a phaae

D Show only selected

03 Name Description Faram
Mod Controllable enumerated mode status (with ...
TotW Measured value (w.rt Floating Paint value)
TotVAr Measured value (w.rit Floating Paint value)
TatWVA Measured value (w.ri Floating Point value)
TotPF Measured value [w.ri Floating Point value)
Hz Measured value (w.rt Floating Paint value)
Vol mplex Measured value (wri Foating Poi...
Amp i ' —
| Haz lel_ Save Cancel
!_ PwrFact
E VelAmpr
Figure 138: Select the Data Objects for Protective Device

To select a data object, click on the object in the table and move the cursor to the
m position in the list where the object is placed.
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Tap Changer (OLTC) Group of Settings

Table 67: Tap Changer (OLTC) Group of Settings

Name Unit Range Standard Description
value

IED-Name Text According TEM- IED name of the remote server

with PLATE

IEC61850
IP Address IP ad- RFC1006 0.0.0.0 IP address of the remote server

dress
DO - Tap- Text MMS path Manda- Defines MMS-path to Data object. The
Chg tory value is read-only and can be adjusted only
via “Select from File” facility

The MMS-path for data object can be filled only via “Select from File” feature.

Tap Changer (OLTC) IEC61850 Server

Client ICD File

|[ED name :

ftype'manufacturer] |T412_13'I_ [TAPCOMYMR-Reinhausen] |
LDevice Instance [LTC v]
Modes

LMode Instance

InClass="YLTC") [‘I'LT-E‘I - ]

LMode Description |CILTC |

Data Objects of class "BSC"

YTou need to select only one (Click or Enter)

Dollesc

Dolame

Figure 139: Select the Data Objects for Tap Changer
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@ To select a data object, click on the TapChg object in the table and press a save
button.

18.9 WinConfig Settings

IEC61850 settings are available for TK860 and TK885D telecontrol boards.

Settings for IEC61850 protocol consists of XML template and corresponding ICD file. Both
files are contained in WinConfig and corresponding ICD file is automatically selected to-
gether with IEC61850 template. Data points and commands are defined in ICD file.

ICD file editor SCL_Config is also part of WC. SCL-Config and WinConfig share the IED name
parameter (Intelligent Electronic Device). SCL-Config can be run from the Settings — SCADA
tree branch using the Edit ICD file button. IED name is automatically transferred back to
WinConfig when edit in SCL-Config is finished.

18.10 Basic

The Basic tree branch contains basic settings for IEC61850.

Basic

Identification string: REG-Dx1x61850/G0O00SE/CS@REG-PE

IED name: REGS
Description: REG-D
Export ICD file

Device ldentifier of device

1 AR

MNTP specific

MTP primary server IP address: 182.168.1.140
MTP secondary server IP address: 192 168.1.5
Confirm ][ Reset
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18.11

18.11.1

Table 68:

Setting

IEC61850 Basic Settings

Format

Default

\ Description

Identification Text 64 charac- Identification Identification string of open
string ters string of open settings
settings

IED name Text 10 charac- IED name de- IED (Intelligent Electronic

ters fined in settings Device) name defined in set-

tings, capital letters only

Description Text 64 charac- User description | User description

ters defined in set-

tings

Identifier of de-
vice

3 characters

defaults defined
in the Devices
tree branch

Identifier of device as appears
in the device communication

NTP primary serv- | - 4x 0 to 255 0.0.0.0 NTP primary server IP address
er IP address
NTP secondary - 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-

server |IP address

dress

Advanced

Settings - SCADA

Under this Item you can Export ICD-file. Default values should only be changed if you re-

ceived an explicit instruction. During the System engineering phase some settings regarding

the SCL ICD file might have to be adjusted (like the IED Server name for example.). This set-

ting can be done offline with WinConfig.

The naming of the ICD-file is flexible. The import ICD-file with name xxx.icd changes SCL

name in parameter from current name to xxx.icd.

Settings — SCADA tree branch shows information concerning IEC61850 protocol and allows

TCP configuration. The button Export ICD file can be used for corresponding export and the
button Edit ICD file runs the SCL-Config for ICD file edit.

IEC61850
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IEC61850

Wersion

of |REG-Dx1x81850/GO00SE/CS@REG-PE(D)

sattings:

Control

number:

Mod= of

watt blinking w

LED:

E:rs'.::’_e [REGSYSxIECE1850/GO0OSE/COMSarver@REG-PE(D) |
Firmwars

i [vezs |
ICD fiie |eberizd? REG-Daci_120%14_Std.icd |
N3

[ Export ICD file |
[ Edit ICD file ]
Import G0 file

|[ Browse... ][ Impart ]

Ethermnst interfaces

IEC:
GOOSE:

TGP configuration
Configure TGP

Hesp slive interval:
Hesp slive probes:

Hesp slive time:
Comman behavior
Enter Password to unlock: | | [ Unlock J

Activate onigin of Commands: | f31==

File transfar
Activate: []

[ confitm |[ Resst |

Figure 141: IEC61850 Settings - SCADA

Table 69: IEC61850 Settings - SCADA

Setting Format Range Default Description

Version of settings | - - Version of settings (read only)
Control version - - Control version number (read only)
number

Mode of watchdog | - Selection of Mode of watchdog LED, blinking or
LED values in switch off
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Setting Range Description
combo box
Firmware version - - Firmware version (read only)
Firmware build - - Firmware build (read only)
ICD file name - - ICD file name (read only)
IEC Selection of | EthO Selection of Ethernet interface for
values in IEC protocol
combo box
GOOSE Selection of | EthO Selection of Ethernet interface for
values in GOOSE
combo box
Configure TCP checkbox unchecked | Configure TCP
Keep alive interval Selection of | 3 Keep alive interval
values in
combo box
Keep alive probes Selectionof | 4 Keep alive probes
values in
combo box
Keep alive time 0to 20 15 Keep alive time
Common behav- textbox Password to unblock the following
iour: Password option
Common behav- Selection of | false activate origin of commands
iour: activate origin values in
of commands combo box
File transfer: Acti- checkbox unchecked | Activation of file transfer

vate
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18.11.2 ELAN extension (CSE)

The ELAN extension (CSE) tree branch can be used for activation and configuration of CSE.

ELAN extension over Eth. (CSE)

Version 1.07.00 build 2012-08-27

Activate CSE [

Interface settings
Serial port:

Baud rate of serial port [Bd]:
Parity:

RTSICTS:

XOMIMOFF:

Listen port

Interface:

Send ports

e 'u'l.l—

115200

Maone

[=] [=]
= =%

Activate IP address

Port

No +||192.168.55.30

13030

Yes v ||192.168.55.31

13031

Yes v |192.168.55.32

13032

Yes v ||192.168.55.33

13033

Yes w||192.168.5534

13034

Yes v |192.168.55.35

13035

Yes v ||192.168.55.36

13036

Yes w||192.168.55.37

13037

[ Confirm H Reset

Figure 142:

ELAN extension over Ethernet (CSE)
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Table 70: ELAN extension over Ethernet (CSE)
Setting Format \ Range Default Description
Version - - CSE version (read only)
Activate CSE | checkbox | ON/OFF CSE switch ON/OFF
Serial port - - com4 Selection of CSE serial port (Read on-
ly). To change CSE serial port go to
Serial ports assignment tree branch
Baud rate of | Bd - 115200 Baud rate of serial port (read only)
serial port
Parity - - none Parity (read only)
RTS/CTS - ON/OFF off RTS/CTS (read only)
XON/XOFF - ON/OFF off XON/XOFF (read only)
Port - 1 to 65535 TCP listen port
Interface - Selection of val- Selection of Ethernet interface
ues in combo box
Activate - Selection of val- Activation of TCP send port (Yes/No)
ues in combo box
IP address 4x 0 to 255 IP address
Port 0 to 65535 TCP port

18.11.2.1 Use case: Setting for two REG-PE(X) connected via CSE
In the following example, two REG-PEDs were used, where the first REG-PED had the IP
193.162.58.1 and the second 193.168.58.3. The channel of the device has to be set to non-
activated. In the following use case port addresses 130030 till 130037 were predefined and
the first two used.
Configuration of the first REG-PED Configuration of the second REG-PED
ELAN extension over Eth. (CSE) ELAN extension over Eth. (CSE)
Version 1.06.00 build 10 Version 1.06.00 build 10
Activate CSE [V] Activate CSE [V]
Interface settings Interface settings
Serial port: COM1 Serial port: CcoM2
Baud rate of serial port [Bd]: | 115200 Baud rate of serial port [Bd]: | 115200
Parity: None Parity: None
Listen port Listen port
() (o) e
Send ports Send ports
|Activate: IP address Port I.-kﬁnlezl IP address I Port
[ No ~ |193.16858.1 13030 ] _ Yes v |193.16858.1 13030
Yes v 193.168583 13031 [ No ~|[193.168583 13031 ] _
Yes v |192.168.55.32 13032 Yes v ||192.168.55.32 13032
Yes v |[192.168.55.33 13033 |Yes v | 192.168.55.33 13033
Yes v [192.168.55.34 13034 Yes v ||192.168.55.34 13034
Yes v [192.168.55.35 13035 Yes v || 192.168.55.35 13035
Yes v [192.168.55.36 13036 Yes v ||192.168.55.36 13036
Yes v [192.168.55.37 13037 |Yes v || 192.168.55.37 13037
Confirm ] [ Reset [ Confirm ] [ Reset
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18.11.3

Figure 143: Configuration of first and second REG-PED

COM-Server

The COM-Server tree branch can be used for activation and configuration of COM-Server
channels.

The table of COM-Server channels shows basic parameters. To show all channel parameters
press the Extend button. For changing the serial port number go to Serial ports assignment
tree branch.

COM-Server

[ Confirm ” Reset ” Add H Insert ” Delete ” Extend J Rows count 10

Enter Password to Extend:|:|

’E|Ac1ivate:|€onnec1iontype| IP address |TCP port |Inacli\rityﬁmeou1 [s]|SeriaIp0r‘t| Baud rate | Parity |.KON!XOFF|RTSK1TS
ﬂff|ves v||socket v [[0.0.00 [[so01  [[180 | | comz  |[115200 (]| nore ~ |[Yes v [No v
O ves v|[socket  v][00.00 |[soo2  |[180 | [ com [ 115200 (]| none [ ves v [0 v
|E|ves v||socket  v[[0.0.00 |lsooz  |[1e0 | | coms +|[115200 (9] nore -~ |[ves & [no ¥]
|E|Ye5 v||socket v [l0.0.00 [[s013  |[180 | | coms +|[115200 (]| tore ~ |[No v] [ves (v]
ﬂff|ves v||socket v [[0.0.00 |lsozz  |[180 | | coms [ 115200 (]| none [ Yes v [ves (v
|E|ves v||socket  v[[0.0.00 |lsooa  [[1e0 | | coma |[115200 (]| nore -~ |[ves & [0 ¥
|E|Ye5 || Telnet ~v|[0.0.0.0 [[7o01  [[180 | | comz |[115200 (]| tore  |[Yes v [No v]
ﬂff|ves v || Telnet v|[0.0.0.0 [[7o02  [[180 | | com [ 115200 (]| none [ ves v [0 v
(EilYes v || Telnet v|[0.0.0.0 [[7003  [[180 | | coms |[115200 (]| none [ ves & [no v
|E|ves || Telnet ~v|[0.0.0.0 [[7o04  |[180 | | coma |[115200 (]| none ~ |[Yes v [No v]
Figure 144: IEC61850 - COM-Server
COM-Server
[ Confirm ][ Reset ][ Add ” Insert ” Delete H Extend J Rows count 10
Enter Passwaord to Ex'lend:
ddress TCP port Inactivity imeout [s] = por1 | Baudrate | Parity ’%’%}mm){m RTSICTS Elesﬁ:: Eﬁg’g 'm:;r;:oe n;_;ssa?ge #Eu":

[lso01  [180 ] [conz -~ [115200 v [None v |Yes v| [No [w|[No w|[no v [Rs232 [w][0 [[o

|[s002 |[180 | [cont ~ [115200 v [None (] [1 v][8 ][ ves w| [No w|[No w][No v[Rs232 w][0 |[o

|[s003  |[180 ] [conz ~ [115200 |v [None |Ye5 v| [No [v]|[No |[no v [Rs232 v][0 [0

|lso1z |[180 | [comz o[ 115200 v | None v |N0 v| |ves v||no v||no v |Rsz232 v|15 [[10
Figure 145: IEC61850 - COM-Server Extended
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Table 71:

IEC61850 - COM-Server

Setting Format \ Default Description
Activate - Selection of values Option to activate the CS channel
in combo box (Yes/No)
Connection | - Selection of values Type of connection.
type in combo box OFF disables the port from accepting
connections. It can be turned on
later.
Socket enables the port and trans-
fers all data as-is between the port
and the device.
Serial direct enables the port and
transfers all input data to device,
device is open without any POSIX
setting or directly.
Telnet enables the port and runs the
telnet protocol on the port to set up
telnet settings. This is most useful
for using telnet.
IP address - 4x 0 to 255 IP address
TCP port - 0to 65535 3003 TCP port
Inactivity S 180 Inactivity timeout
timeout
Serial port - Selection of values Serial port (read only). To change
in combo box serial port go to Serial ports assign-
ment tree branch
Baud rate Bd Selection of values | 115200 Baud rate
in combo box
Parity - Selection of values | None Parity (read only)
in combo box
Stop bits - Selection of values | 1 Stop bits
in combo box
XON/XOFF - Selection of values | No XON/XOFF handshaking
in combo box
RTS/CTS - Selection of values | No RTS/CTS handshaking
in combo box
RTS/CTS - Selection of values | No RTS/CTS inverted
inverted in combo box
Interface - Selection of values | RS232 Interface type (RS232, RS485)
type in combo box
Max. mes- - 0to 65535 0 Max. message length
sage length
Tx blocking ms 0 Tx blocking time
time

IEC61850
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18.11.4 Supervisory settings

The Supervisory settings tree branch can be used for activation and configuration of debug
logs.

Supervisory

Lewvel: | Uzar v|

Trace-options

Activate trace [

Trace Qutput
Trace viz PARAM-connector {limited capacity dus to REZ32-bottlenack): O

Trace vis TCP-Port {recommended): &
TCF, File
Teepon

Log to File {Attention! Available memony on board very limited!) O

Logging with Timestamp {Attention! Causes performance reduction!): []

C5E Trace

Activate: [

TCF-Fart:

CCFTT Trace

Activate: [

TCF-Fort: m

COM-5erver Trace

Activate Trace: O
Trace Cwtpurt: O
Trace via PARAM-Connector {limited capacity dus to RE232-bottlenack): &)
Trace vis TCP-Fort {recommended): ¥
TCP-FPort: 10857
Logging with Timestamp {Performance reduction!):

COM-Sarver Txe-Fax Mirroring
Activatze [

TCP-port: m

[ Genfim |[ Reset |

Figure 146: IEC61850 Supervisory settings
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18.11.5

Table 72:

IEC61850 Supervisory settings

Format

Range

Selection of

Default

Description

Level - user Option to select lever of superviso-
values in ry messages (user, developer)
combo box

Activate trace checkbox checked Protocol debug option activation

Trace output - radio TCP port Selection of trace output, PARAM
button connector or TCP port

TCP-Port - 1to 65535 10689 TCP port

Log to file - checkbox unchecked Log to file

Logging with - checkbox unchecked Logging with timestamp

timestamp

CSE trace: Activate | - checkbox unchecked CSE trace activation

CSE trace: TCP port | - 1to 65535 10888 TCP port

DCF77 trace: Acti- - checkbox unchecked DCF77 trace activation

vate

DCF77 trace: TCP - 1to 65535 10777 TCP port

port

COM-Server Trace: | - checkbox unchecked COM-Server Trace activation

Activate Trace

COM-Server Trace: | - checkbox unchecked COM-Server Trace: Verbose Out-

Trace Output put

COM-Server - radio but- checked Radio button to select PARAM-

Trace:Trace via ton Connector or TCP port as output

PARAM-Connector interface for COM-Server debug

COM-Server Trace: | - radio but- unchecked | Messages

Trace via TCP Port: ton

COM-Server Trace: | - 1to 65535 10897 COM-Server Trace: TCP port

TCP port

COM-Server - checkbox checked COM-Server Trace:Logging with

Trace:Logging with Timestamp

Timestamp

Mirroring: Activate | - checkbox unchecked Mirror port debug option activa-

tion

Mirroring: TCP port | - 1to 65535 55777 Mirror port: TCP port

Supervisory settings for boards type TK28-4, TK28-6, TK102

For parameters of Supervisory settings in IEC61850 for boards type TK28-4, TK28-6, TK102
see the IEC103 for REG-PE(D) chapter in this manual.

IEC61850
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18.11.6 SV supervisory for TK102 board

SV supervisory tree branch can be used for activation of debug logs for Sampled Values
functionality.

SV Supervisory

Trace-options

Trace Qutput
Log to console
Syslog server ||

Syslog server

Mask: INFO v
IP address of Syslog server: [192.168.1.2
Port

General options
Verbose Qutput:
General Alerts:
Parse Settings:

Process Image:

O &’ & & [O

System Events:

Eberle-Device

Verbose OQutput:  []
Link Layer: [l
Application Layer: [_|

Sampled Values Server
Verbose Qutput: [ ]
SV-incoming: ||
SV-resampling: []

Confirm ‘ ‘ Reset
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Table 73: TK102 SV supervisory

Setting Format \ Range Default Description

Trace output: - checkbox checked Selection of console for log output

Log to console

Trace output: - checkbox unchecked Selection of Syslog server for log

Syslog server output

Syslog server: - listbox INFO Choice of message types for log-

Mask ging. Selection is always valid for
the item selected in the listbox and
all items above the selection.
Log types to select: EMERG (emer-
gency), ALERT, CRIT (critical), ERR
(error), WARNING, NOTICE, INFO
(informative), DEBUG

IP address of Sys- IPv4 IPv4 192.168.1.2 | IP address of Syslog server

log server

Port - 1 to 65535 514 Port of Syslog server

General options: - checkbox unchecked | Verbose output

Verbose output

General options: - checkbox checked General alerts

General alerts

General options: - checkbox checked Parse settings

Parse settings

General options: - checkbox checked Process image

Process image

General options: - checkbox unchecked System events

System events

Eberle-Device: checkbox unchecked Verbose output

Verbose output

Eberle-Device: checkbox unchecked Link Layer

Link Layer

Eberle-Device: checkbox unchecked Application Layer

Application Layer

Sampled Values checkbox unchecked Verbose output

Server:

Verbose output

Sampled Values checkbox unchecked | Sampled Values incoming

Server:

SV-incoming

Sampled Values checkbox checked Sampled Values resampling

Server:

SV-resampling

IEC61850
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18.11.7

Page 194

Time synchronization
The NTP (Network Time Protocol) Configuration is used for time synchronization.

The SNTP client is implemented as a single thread which periodically requests NTP servers
or listens for NTP broadcasts and Ipv4 multicasts, and optionally sends SNTP unicast re-
quests to defined NTP servers. The SNTP-client will be automatically started by the start of
the application, if it receives a list of NTP servers (main and secondary) from the sntp.param
file. Otherwise time is not synchronized by the user with NTP- server.

REG-PE / REG-PED use these servers for installation of system time at real time.

The current SNTP settings provide one or two IP addresses of the NTP servers available for
time synchronization. One server acts as primary server and the other as a backup server.
The NTP servers must be listed in the order of preference. You can choose your preferred
NTP servers (on default — Main NTP server). REG-PE / REG-PED analyses the availability of
servers, their priority, and also their switching.

If the main NTP-Server does not work or is not defined, time is set by the secondary NTP-
Server.

NTP-Servers provide first time synchronization at the start of the application. If your NTP-
Servers support broadcast request-responses, a first time synchronization can proceed up
to 10 seconds before.

Time synchronization

MNTP specific

MTP primary server IF address: 192.168.1.140
MTP secondary server IP address: 19216815
FPeriod between the attermnpts to set the clock: | 16 sec w
Max. timeout for the server response: 1sec w

Mumber of time samples in each clock cycle: | 3 samples w
Minimal time offset of clock relative to server: (0.000001
Scale for estimation of the NTP-offset worth: 1

DCFYY synchronization specific
Version 1.04.00 build 10
DCF77 clock activate: ves & Mo
Device synchronization specific
Strategy of the device time synchronization: (O all & only attached device ) only the following list

List of synchronized devices:

Sync. period of connected devices [min]: 5

Confirm ][ Reset
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Table 74: 1EC61850 Time synchronization

Setting Format Default Description
NTP primary serv- | - 4x 0to 255 | 192.168.1. | NTP primary server IP address
er IP address 140
NTP secondary - 4x 0to 255 | 192.168.1. | NTP secondary server IP address
server IP address 5
Period between sec Selection 16 sec Period between the attempts to set
the attempts to of values the clock
set the clock in combo

box
Max. timeout for sec Selection 1sec Max. timeout for the server response
the server re- of values
sponse in combo

box
Number of time - Selection 3 samples Number of time samples in each clock
samples in each of values cycle
clock cycle in combo

box
Minimal time sec float 0.000001 Minimal time offset of clock relative to
offset of clock server

relative to server

Scale for estima- - 1 Scale for estimation of the NTP-offset
tion of the NTP- worth

offset worth

DCF77: Version - - DCF77: Version (Read only)

DCF77 clock acti- - Radio No DCF77 clock activate

vate button

Strategy of device | - Selection Only at- The Firmware includes a very flexible
time synchroniza- of check- tached yet simple mechanism for time syn-
tion boxes device chronization schemes for attached

devices. There are three strategy
types: all devices, only device, device-
list and DCF77. The all devices scheme
allows for a synchronizing of the all
devices in E-LAN or per Time-Bus.

The only device scheme allows for a
time synchronization of the only first
device. In standard settings a first
device is master in E-LAN.

The device-list scheme allows for a
specific time synchronization of the
devices specified in the “List of the
synchronized devices” fields. Each
field specifies the A-Eberle ID-device.
The DCF77 scheme: the firmware
sends DCF77 time to device, which can
be set in 3 modes. The REG-L time
synchronization command via COM2 is
not used here.

DCF77 device modes:
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Setting Format Range \ Default Description

SINGLE: via COM1/2 can be synchro-
nized the system time in the DCF
mode. The time synchronization bus is
not supported.

SLAVE: the time synchronization bus
synchronizes the device system time.

MASTER: device receives the time via
COM1 in the DCF mode, the DCF signal
is switched directly to the synchroniza-
tion bus. Otherwise the device sends
his system time as DCF telegram via
the synchronization bus.

Sync. period of min 1to 65535 |5 The parameter determines an interval
connected devic- time between the sequential time
es synchronizations by NTP servers. It is

applied for the all attached devices
according to the selected "Strategy of
the device time synchronization ".
Value is configurable in the range
0...255. The default value is 5.

18.11.7.1 1EC61850 time synchronization for TK28-4, TK28-6, TK102 boards

Time synchronization in IEC61850 for TK102 board utilizes also PTP (Precission Time Proto-
col) as time synchronization source.
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NTP specific
NTP primary server IP address:

NTP secondary server IP address:

Period between the attempts to set the

clock:

Max. timeout for the server response:

Number of time samples in each clock

cycle:

Minimal time offset of clock relative to

server:

Scale for estimation of the NTP-offset

waorth:
NTP UTC Offset [hour]:

PTP synchronization specific

PTP clock activate:
PTP synchronization specific

Domain Number:

PDelay-Request Minimum Interval:

Delay-Request Minimum Interval:
Delay measurement mechanism
Announce interval:

Announce receipt timeout:

Sync interval:

Set Power Profile |

Device synchronization specific

Strategy of the device time synchronization: O all ®) only attached device O only the following list

List of synchronized devices:

Sync. period of connected devices [min]:

Time synchronization

0.0001

oy

(=
L |

1s) W
1s) W

P2P ~

wc:I:::c: Ly
< <

0f(

Figure 149: IEC61850 time synchronization for TK28-4, TK28-6, TK102 boards
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Table 75: Time synchronization for boards type TK28-4, TK28-6 and TK102

Setting

Format

Default

Description

NTP primary serv- | IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address
er IP address
NTP secondary IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
server IP address dress
Period between the Selection of 16 Period between the attempts to
attempts to set the values from set the clock
clock listbox
Max. timeout for Selection of 1s Max. timeout for the server
the server response values from response
listbox
Number of time Selection of 3 samples Number of time samples in each
samples in each values from clock cycle
clock cycle listbox
Minimal time offset float 0.0001 Minimal time offset of clock
of clock relative to relative to server
server
Scale for estimation 0 to 100000000 | O Scale for estimation of the NTP-
of the NTP-offset offset worth
worth
NTP UTC Offset +/-24 0 NTP UTC Offset
PTP specific: 0 VLAN ID
VLAN ID
PTP specific: 0to 255 0 Domain Number
Domain Number
PTP specific: Selection of 0 PDelay-Request Minimum
PDelay-Request values from Interval, 0 to 5
Minimum Interval listbox
PTP specific: Selection of 0 Delay-Request Minimum
Delay-Request values from Interval, 0 to 5
Minimum Interval listbox
PTP specific: Selection of Auto Delay measurement mecha-
Delay measure- values from nism
mennt listbox
mechanism
PTP specific: Selection of 1 Announce interval, 0 to 3.
Announce interval \{alues from All PTP nodes in network
listbox should have the same value
PTP specific: 0 to 255 3 Announce receipt timeout, all
Announce receipt PTP nodes in network should
timeout have the same value
PTP specific: Selection of none Synchronization interval, 0 to
Sync. interval values from 2
listbox
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UTC-Settings by REG-Sys equipment

Connect the REG-Sys (REG-D, REG-DP, PQI-D and EOR-D) IED COM1 by using the delivered
RS-232 Null Modem Cable with your PC. Use a terminal-program, e.g. WinReg, for the UTC-
settings.

If the regulator has the station-ID A: you will see after pressing the <! button:
<A>

Afterwards you can take following time zone settings:

utcTZ  [= <time zone>] Time Zone: -12..0..+12 hours (part of an hour (e.g. 9.75)
utcDST [= <use dst>] Daylight Saving Time: 0O=not used, 1=used
utcSH  [= <south hemisphere>] Hemisphere: O:north, 1:south

The system is now adjusted for correct time synchronization.

Example settings for Germany, time zone 1, daylight saving time and north hemisphere:
utcTZz=1 TimeZone =1

utcDST=1 Daylight Saving Time = Yes

utcSH=0 South Hemisphere = No
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18.11.8 Internal communication

This tree branch contains settings concerning the internal communication between telecon-
trol board and the device.

Internal communication

Serial communication

Serial port: COM2 v
Baud rate of device serial port [Bd]: 115200 w

Parity:

ON time of serial LEDs [ms]:
Cycle time of poll [ms]:
Maximum timeout between sequenced ASCII-Data [ms]: 800
Cycle time of device status check [ms]:
Number of repeats for SYNC cycle:

Mumber of poll repeats:

D_\MM wil=|m
= =2 =

=] [=] M

e z

Round time down:

RBAC timeout:

(5]
=
=]

Device IP address request repetition:

e
[
[=]

Double point events

Insensitive interval [ms]: (2000

Command behaviour

ACK standard timeout [s]: 20000
SBO timeout [s]: 30000

Command executed on startup: |
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Table 76: 1EC61850 Internal communication
Serial port - - comM2 Serial port for internal communication with
device (read only). To change serial port go to
Serial ports assignment tree branch
Baud rate of | Bd Selection 115200 Baud rate of device serial port
device serial of values
port in combo
box
Parity - Selection EVEN Serial port parity
of values
in combo
box
ON time of ms 1to 65535 | 10 ON time of serial LEDs
serial LEDs
Cycle time ms 0to 65535 | 300 The parameter determines the cycle time of
of poll the substation call. If you set the parameter
to zero, the call is executed as soon as possi-
ble. Value is configurable in the range
0...65535. The default value is 150.
Maximum ms 0to 65535 | 800 This parameter specifies how long the pro-
timeout gram waits for sequenced next frame (data >
between 2000 Bytes) or the acknowledgement for
sequenced command. The wait time is dependent on the
ASClI-Data baud rate and the maximum message length.
Value is configurable in the range 0...65535.
The default value is 800.
Cycle time ms 0to 65535 | 2000 This parameter specifies the cycle time with
of device which the program checks the link status of
status check the device is polling in the case of error in
serial or frame. Value is configurable in the
range 0...65535. The default value is 1500...
Number of - 1to 255 2 Defines a maximal count of synchronization
repeats for requests, if serial communication with
SYNC cycle XXXSysTM-Device fails. The parameter can be
adjusted from 0...255. By default it is 2.
Number of - 0to 255 1 Defines a maximal number of repetitions of
poll repeats one command. Default value is 2.
Round time checkbox un- If value equals “No”, time stamps are round-
down checked ed up in scale of one second to prevent time
inconsistencies with substation. If value
equals “Yes”, time stamps are rounded down
in scale of one second. Default value is “Yes”.
RBAC s 30 to 600 300 RBAc timeout for RegSys firmware supporting
timeout user roles and rights and telecontrol boards
TK8xx and TK102
Device IP 0to 65535 | 120 Defines number of polls after which IP-
address address, netmask and gateway are requested
request from a-Eberle device. They will are set then in
repetition the loader environment. The feature is sup-
ported only for REGSys devices.
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Setting Range Description
Value is configurable in the range 0...255. The
default value is 0.

ACK stand- s 100 to 20000 Maximal waiting time of the changes caused
ard timeout 65535 by the command. Value is configurable in the
range 0...65535. The default value is 8000.
SBO s 100 to 30000 Maximal waiting time of the Operate request
timeout 65535 after receipt of a Select request. Value is

configurable in the range 0...65535. The de-
fault value is 10000.

Command text 64 charac- | empty Command that will be executed once after
executed on ters startup.
startup

18.11.9 Attached Devices

Special device settings are valid for each individual attached device. The default values
must be adjusted to the respective device. A complete data record describes an attached
device. Up to eight A-Eberle devices can be attached.

This tree branch contains specific device settings.

Device Request Settings

|dentifier of device:

Poll string: RPS4 |
Size of answer [byte]:
Type of seconds field: INT3ZL W
Offset of seconds field [byte]:
Type of msecfield: IMTIGL
Offset of msec field [bytel:
Comment: |REG—D a-Eherle
Confirm ] [ Reset ]
Figure 151: IEC61850 Device x
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Table 77:

Setting

IEC61850 Device x

Format
Uppercase

Default

Description

LDevice In- text no The parameter defines device identifica-
stance in ICD- up to 10 tion by its number. It must be the same
file char as the IEC61850 Logical Device (LD)
instance number (e.g., logical device
name REG2 must have value 2 for “De-
vice relocation”).
Identifier of text AA:orA(lto | AA: The parameter defines an XXXSysTM-
device 9):to Z(1to Device name. The name should consist
4): of 2 or 3 characters. A template of the
name is: [A-Z] [empty or 0-9] [:]. (E.g.,
“F."”A8:""\V7".) By default it is “A:” for
regulators.
Poll string text 24 charac- RPS 4 The parameter defines a poll string for a
ters serial request. By default it is “RPS 4” for
attached regulators, for other devices it
is preconfigured in a different way.
Size of answer byte 1to 255 244 The parameter defines a size of answer
corresponding to selected poll string.
Type of seconds | - Selection of | Int32U The parameter defines type of a sec-
field values in ond’s value in defined poll string.
combo box Default value REGSys™ - “INT32”.
Offset of sec- byte 0to 255 18 The parameter defines the byte offset in
onds field defined poll string which includes a
second’s part of time. Default value is
18.
Type of msec - Selection of | Int32U The parameter defines type of a milli-
field values in seconds part of time in poll string.
combo box Default value for REGSys™ - “INT16".
Offset of msec byte 0to 255 22 The parameter defines the byte offset in
field byte defined poll string which includes a
milliseconds part of time. Default value
is 22.
Comment text 23 charac- User comment
ters
Saving of settings in IEC61850

As the settings for IEC61850 protocol consist of XML template and ICD file, the Save select-
ed settings to file icon offers separately saving of settings and saving of ICD file.

IEC61850
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18.12

[ Save seftings ]

| Save ICD |

— | — |

MODBUS Collector

IEC 61850 comes additionally with Modbus-Collector-Functionality, which provides a MOD-
BUS-RTU Master to retrieve information from Modbus-slaves to be processed in A-Eberle-
device as well as being routed to IEC 61850 client.

The MOBUS Master can receive pre-defined analogue values from up to 32 MODBUS-RTU
server and to be processed in A-Eberle devices. Usage of MODBUS-RTU using is optional.
On the contrary, the MODBUS-RTU must be used only without activation of IEC 61850 Cli-
ent or GOOSE incoming commands contemporarily on account of CPU load.

Basic settings tree branch form contains common settings of MODBUS-RTU.

Extended settings shall be done by A-Eberle staff.
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MODBUS collector settings

RTU communication settings

Activate: W]

Serial port: COM1 »
[E!é.a{jLid rate of serial port MODBUS
Farity:
Stop bits:

Data bits:
RS485 activated: WV

Advanced timing settings

Response timeout [ms]:
Byte timeout [ms]: D

Slave stations

. Register Rllaahas

Activate|| Slave ID address nf
| registers

Yes v ||| 1 7000 6 A
[Yes v||[2 7000 6
Yes v |3 7000 B
No w|[|4 7000 6
No »|||5 7000 B
(No wv|[8 7000 6
No w|[|7 7000 6
No w|[|8 7000 6
No w|[|9 7000 6

IEC61850
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Table 78: MODBUS collector basic settings

Setting Format \ Range \ Default Description
Activate Checkout | Yes/no no Activate MODBUS-RTU exten-
sion.
Serial Port - Selection of val- coMm1 Selection of available COM
ues in combo box ports for MODBUS-RTU
communication
Baud Rate - Selection of val- 19200 Data transfer rate. 19200 b/s
ues in combo box is default.
Parity - Selection of val- EVENT Even parity is required
ues in combo box
Stop bits - Selection of val- 1 Stop bits
ues in combo box
Data bits - Selection of val- 8 Data bits
ues in combo box
RS485 acti- checkbox checked Activation of RS485
vated
Response - 0..65535 200 The master is configured by
timeout [ms]: the user to wait for a prede-
termined timeout interval (
Response time-out) before
aborting the transaction
Byte timeout - 0..65535 0 The maximum timeout inter-
val in ms. between two
consecutive bytes of the
same message
No reply - 0..65535 0 Idle timeout after “no replay”
from slave up to a next query.
Table 79: MODBUS collector slaves basic settings
Setting Format \ Range \ Default Description
Activate Checkout | Yes/no no Activate MODBUS-RTU slave
use.
Slave ID - 1..254 1 Modbus slave address. The
address must be unique on a
MODBUS serial bus
Register ad- - 2 Bytes 7000 The starting register address
dress 0x0000 to OXFFFF
Number of - 1to 500 6 The number of registers
registers
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18.12.1 Extended Settings in XML-file
The settings in XML file shown below:

<l--
Master Modbus settings
>
<l--
device - Linux device - for Modbus
tmo_resp - response timeout;
tmo_byte - bit timeout;
tmo_idle - idle timeout ( query interval for the slaves, those do not replayed )

attributes are not shown in GUI :
- tmo_master_interval - idle interval for master.
- flowControl - serial flow control : O - off, 1 - hardware, 2 - software
->
<params device="/dev/ttyS2" baud="19200" parity="2" rs485="0"
flowControl="0" led_time="20" tmo_resp="200" tmo_byte="50"
tmo_idle="4000" tmo_master_interval="250"/>
<Slaves>
<l--
These attributes will be shown in GUI:
- slaveld - Slave ID
- reg_address - register start address
- reg_quantity - register quantity

Other attributes are not shown in GUI :
- reg_type -
: 4 - read out input registers
: 3 - read out holdings registers
- Cmd - query measures (commands for REG-D).
Number is variabled.
- db - dead band in %
- type is float, int32, uint32
->
<Slave order="1" activate="1" slaveld="1" reg_address="7000" reg_quantity="6"
<Cmd activate="1" reg_address="7000" db="0.1" type="float"
inverted="0" cmd="al="/>
<Cmd activate="1" reg_address="7002" db="0.1" type="float"
inverted="0" cmd="a2="/>
<Cmd activate="1" reg_address="7004" db="0.1" type="float"
inverted="0" cmd="a3="/>
</Slave>

IEC61850
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Table 80: MODBUS-RTU extended settings
Attribute Format Range Default

name

Description

reg_type decimal 3or4 3 3- Read Holding Registers
4 — Read Input Register

Cmd - Modbus command node in
response.

db Float Float 32 bits 0.0 Dead band %

type text Float, int32, | Float Type of value

int32u

swapActivate decimal 0.1 0 Activate swapping algorithm
for 1 or 2 registers values
from Modbus frame

swapByte decimal 0.1 0 Value is swapped. 2 registers
are used. Bytes swapped.

swapWord decimal 0.1 0 Value is swapped. 2 registers
are used. Words swapped.

cmd Text Text command al= Command

18.12.1.1 Data Encoding

MODBUS uses a ‘Big-Endian’ representation for addresses and data items. This means that
when a numerical quantity larger than a single byte is transmitted, the most significant byte

is sent first. So for example:

Register size value
16 - bits 0x1234 the first byte sent is 0x12 then 0x34
32 — bits float 1000.1 will be sent as 44 7a 06 66

Or a capture a log from communication process:

111.000000 7

D = (42 DE 68 48
B84363-Rx:01 83 1B 58 B0

B04364-Tx:-081 83 BC
pONI65-Rx:

222,000000

333.000000= 42 DE

e wm|=o

Figure 154: Data Encoding

: 004360-Rx-04 03 1B 58 00 06 42 AA
Alias 07000 | | ppy361-Rx:61 63 1B 58 B8 B6 42 FF
G036 =Tx=B1 B3 43 SE B0 B0 43 A6 80 BO 98 24

pa{43 SE 60 80

a0 00 43
2 FF
60 00 43 5E 80 00 43 A6 80 60 98 24
B04369-Rx:061 03 1B 58 60 06 42 FF

43 A6 80 80 98 24

43 A6 8O 00) 98 24
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Examples for byte-ordering:

Modbus Byte-Ordering (Big-Endian)

Byte ordering for float 1000.1 : 44 7a 06 66
Byte ordering for float 111 : 42 de 00 00
Byte ordering for float 222 : 43 5e 00 00
Byte ordering for float 333 : 43 a6 80 00

IBM - Big-Endian:

Byte ordering for float 1000.1 : 44 7a 06 66
Byte ordering for float 111 : 42 de 00 00
Byte ordering for float 222 : 43 5e 00 00
Byte ordering for float 333 : 43 a6 80 00

INTEL - Little-Endian

Byte ordering for float '1000.1' : 66 06 7a 44
Byte ordering for float '111.000000' : 00 00 de 42
Byte ordering for float '222.000000' : 00 00 5e 43
Byte ordering for float '333.000000' : 00 80 a6 43

Adjusting Data Swapping
Data from Modbus slave may be swapped.
The swapping is activated in an attribute swapActivate="1", if a value is 1.

The settings of the algorithm are adjusted in the following arguments:

swapByte: 2 registers or 1 register are used. If a value is 1, bytes in register(s) will be
swapped;

swapWord: 2 registers are used. If a value is 1, words will be swapped.

F.e: Float value is: 230.55 or Hex value: 0x43668CCD.
Abbreviation for hex-form is: A=43 B=66 C=8C D=CD.

Swapping OFF: Float AB CD value will be parsed in floating point. 2 registers are used.
Value=230.55 in Modbus;

Word swapped is ON: Float CD AB Value will be parsed in floating point. 2 registers are
used. Value=-3.16258e-031;

Byte swapped is ON: Float BA DC Value will be parsed in floating point. 2 registers are
used. Value=-2.94439e+008;
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0 Byte and word swapped are ON: Float DC BA will be parsed in floating point. 2 registers
are used. Value= 2.31163e+023;

19. Diagnostic Functions in the Context of the REG-P /
REG-PE / REG-PED Device

The subject of this section is troubleshooting problems with the settings of REG-PE / REG-
PED device and XXXSys™-Device interconnection.

Table 81: Diagnostic functions in the context of the device

LED’s status of REG-PE/ | Indication
REG-PED device

Normal operation:

1. Indication of Ethernet activity, depends on current ac-
tivity on Ethernet line

2. Indication of communication on serial ports 1 to 4
(S—send data, R — receive data, F - error)

3. Watchdog indication
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Hardware or application fault.
> First of all check please network connection

and power supply.

< Then follow the instructions described above.

Communication REG-PE — REG-D™ faults.
2 Check please device settings

2 Check communication settings of REGSys™

(baud rate, parity etc.)

m Note:
If the problems persist, please ask your system administrator first. For further

assistance please contact a.eberle product support at
http://www.a-eberle.de

LED’s status of REG-P Indication

version TK400 board
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Normal operation:
1. Reset button
2. Indication of watchdog or COM-Server running

3. Indication of transmit, receive and error in communica-
tion between REG-P and external device using the
topical protocol

4. Indication of transmit, receive and error in internal
communication between REG-P and a.eberle device

All LEDs blinking — invalid combination of firmware and settings

Ethernet booter operation:

1. Ethernet booter is waiting for connection (LEDs alter-
nately blinking)

2. Ethernet booter finished data transfer and stores data
in the internal memory

“Running light” indicates data transfer

LED’s status of REG-P

version TK517 board

Serial booter operation:

0 Serial booter is waiting for connection.

Indication
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Normal operation:

1. Indication of transmit, receive and error in communica-
tion between REG-P and external device using the
topical protocol

2. Indication of transmit, receive and error in internal
communication between REG-P and a.eberle device

3. Indication of power supply voltage and running watch-
dog

All LEDs blinking — invalid combination of firmware and set-
tings.

Parallel booter operation:

0 Parallel booter for data transfer via parallel Param port is
running. This way of data transfer is not supported by Win-
Config.

Serial booter operation:

O Serial booter is running. Alternate blinking of some LEDs
indicates data transfer.
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20. Related Documentation

Document Author

"REG-PE Firmware Update IEC61850.v1.2.doc" a-Eberle
"REG-PE Quick Guide for technicians IEC61850 1.2.doc" a-Eberle
"REG-PE User Management IEC61850.v1.4.doc" a-Eberle
Installation instructions COM-Server functionality of PQI-DA.doc  a-Eberle
PQI-DA_loader_mode.MOV a-Eberle
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22.

23.

Maintenance/Cleaning

This unit is maintenance-free for customers.

VARSI Danger of electric shock!
Do not open the unit.

Maintenance of the equipment can only be carried out by A-Eberle.

For service, contact A-Eberle.
Service address:

A. Eberle GmbH & Co. KG
FrankenstraBBe 160

D-90461 Nuremberg [ ]

Disposal

To dispose of the device and its accessories, send all components to A-Eberle.

Product Warranty

A-Eberle guarantees that this product and accessories will remain free of defects in material
and workmanship for a period of three years from the date of purchase. This warranty does
not cover damage caused by accident, misuse or abnormal operating conditions.

To obtain service during the warranty period, please contact A-Eberle GmbH & Co KG in Nu-
remberg.
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