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1. User Guidance 

Read the User Manual in its entirety and do not use the product unless you have under-

stood the User Manual. 

1.1 Warnings 
Structure of the warnings 

Warnings are structured as follows: 

 

SIGNAL 
WORD 

Nature and source of the danger. 

Consequences in the event of non-observance. 

Actions to avoid the danger. 
  

 

Types of warnings 

Warnings are distinguished by the type of danger they are warning against: 

 

DANGER! Warns of an immediately impending danger that can result in death 
or serious injuries when not avoided.   

 

 

WARNING! Warns of a potentially dangerous situation that can result in death or 
serious injuries when not avoided.   

 

 

CAUTION! Warns of a potentially dangerous situation that can result in fairly 
serious or light injuries when not avoided.   

 

 NOTICE: Warns of a potentially dangerous situation that if not avoided  
could result in material or environmental damage. 

1.2 Tips 

 

Tips on the appropriate device use and recommendations. 

 

1.3 Other Symbols 
Instructions 

Structure of the instructions: 

Ā Instructions for an action. 

è Indication of an outcome, if necessary. 
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Lists 

Structure of unnumbered lists: 

0 List level 1 

ŕ List level 2 

Structure of numbered lists: 

1) List level 1 

2) List level 1 

1. List level 2 

2. List level 2 

1.4 Scope of Delivery 

0 WinConfig Software, available on FTP: ftp://a -eberle-user:eberle@ftp.a-

eberle.de/public/SCADA/WinConfig_11/ or at the Download Centre of our Homepage: 

http://www.a -eberle.de 

0 User Manual 

0 RS232 cable 

0 RPL Loader Software, available on FTP: ftp://a -eberle-user:eberle@ftp.a-

eberle.de/public/SCADA/REG-PE(X)-Loader/ 

  

ftp://a-eberle-user:eberle@ftp.a-eberle.de/public/SCADA/WinConfig_11/
ftp://a-eberle-user:eberle@ftp.a-eberle.de/public/SCADA/WinConfig_11/
http://www.a-eberle.de/
ftp://a-eberle-user:eberle@ftp.a-eberle.de/public/SCADA/REG-PE(X)-Loader/
ftp://a-eberle-user:eberle@ftp.a-eberle.de/public/SCADA/REG-PE(X)-Loader/
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2. Supported Software 

Table 1:  Topical software state at the 2017-11-27 

Name Definitions 

Date 27.11.2017 

REG-PE version TK860 Supported XML settings from WinConfig 

Settings can be found  in direc-
tory /mnt/jffs2/param 

XML settings file settings.xml 

other files and directories are 
only temporary generated 
from settings.xml after each 
restart 

 

Images: Firmware ramdisk: 

uRamdisk (BusyBox, common 
libraries and utilities) 

 

Kernel: 

kernel.tgz 

 (Linux kernel for TK860) 

TK860_DNP3.tgz 

TK860_IEC104.tgz 

TK860_IEC103.tgz 

TK860_IEC101.tgz 

TK860_MODBUS.tgz 

TK860_CSO.tgz 

TK860_C37118.tgz 

TK860_IEC61850.tgz 

TK860_DDAKO.tgz 

TK860_SPABUS.tgz 

(protocol specific applications 
and web pages) 
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Name Definitions 

Date 27.11.2017 

REG-PED version TK885 Supported XML settings from WinConfig 

Settings set in directory 
/mnt/jffs2/param 

XML settings file settings.xml 

others files and directories are 
only temporary generated 
after each start from set-
tings.xml 

Images: Firmware ramdisk: 

uRamdisk (BusyBox, common 
libraries and utilities) 

 

Kernel: 

kernel_16MB.tgz 

kernel_16MB_SCC4.tgz 

kernel_32MB.tgz 

kernel_32MB_SCC4.tgz 

(Linux kernel for TK885D board 
with 16 and 32 MB flash) 

TK885_DNP3.tgz 

TK885_IEC104.tgz 

TK885_IEC103.tgz 

TK885_IEC101.tgz 

TK885_MODBUS.tgz 

TK885_CSO.tgz 

TK885_C37118.tgz 

TK885_IEC61850.tgz 

TK885_SPABUS.tgz 

(protocol specific applications 
and web pages) 
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REG-PED version TK102 Supported XML settings from WinConfig 

Settings set in directory 
/data/param 

XML settings file settings.xml 

others files and directories are 
only temporary generated 
after each start from set-
tings.xml 

Images: System firmware image: 

System.fit (kernel, BusyBox, 
common libraries and utilities) 

 

TK102_CSO.tgz 

TK102_DNP3.tgz 

TK102_IEC101.tgz 

TK102_IEC103.tgz 

TK102_IEC104.tgz 

TK102_IEC61850.tgz 

TK102_MODBUS.tgz 

(protocol specific applications 
and web pages) 
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REG-PE version TK28-4 Supported XML settings from WinConfig 

Settings set in directory 
/data/param 

XML settings file settings.xml 

others files and directories are 
only temporary generated 
after each start from set-
tings.xml 

Images: System firmware image: 

System.fit (kernel, BusyBox, 
common libraries and utilities) 

 

TK28-4_CSO.tgz 

TK28-4_DNP3.tgz 

TK28-4_IEC101.tgz 

TK28-4_IEC103.tgz 

TK28-4_IEC104.tgz 

TK28-4_IEC61850.tgz 

TK28-4_MODBUS.tgz 
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REG-PE version TK28-6 Supported XML settings from WinConfig 

Settings can be found  in direc-
tory /mnt/jffs2/param 

XML settings file settings.xml 

other files and directories are 
only temporary generated 
from settings.xml after each 
restart 

 

Images: Firmware ramdisk: 

uRamdisk (BusyBox, common 
libraries and utilities) 

 

Kernel: 

kernel.tgz 

 (Linux kernel for  TK28-6) 

TK28-6_CSO.tgz 

TK28-6_DNP3.tgz 

TK28-6_IEC101.tgz 

TK28-6_IEC103.tgz 

TK28-6_IEC104.tgz 

TK28-6_IEC61850.tgz 

TK28-6_MODBUS.tgz 

(protocol specific applications 
and web pages) 

 

REG-P version TK28-8 Supported XML settings from WinConfig 

Settings set in directory 
/data/param 

XML settings file settings.xml 

others files and directories are 
only temporary generated 
after each start from set-
tings.xml 

Images: System firmware image: 

System.fit (kernel, BusyBox, 
common libraries and utilities) 

 

TK28-8_CSO.tgz 
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Table 2:  Firmware REG-P 

Firmware REG-P    

REG-P Version TK509 IEC101 balanced 25-01-2011 asciireg101B509V4215.hex 

Version 42.15 

 IEC101 unbalanced 25-01-2011 asciireg101U509V4215.hex 

Version 42.15 

 IEC103 04-03-2010 asciireg103_509V4211.hex 

Version 42.11 

 DNP3 16-11-2009 DNP3.hex 

REG-P version TK517 IEC101 balanced 25-01-2011 asciireg101BEXTV4215.hex 

Version 42.15 

 IEC101 balanced 25-01-2011 asciireg101BINTV4215.hex 

Version 42.15 

 IEC101 unbalanced 25-01-2011 asciireg101UEXTV4215.hex 

Version 42.15 

 IEC101 unbalanced 25-01-2011 asciireg101UINTV4215.hex 

Version 42.15 

 IEC103 03-03-2010 asciireg103_EXTV4211.hex 

Version 42.11 

 IEC103 10-03-2010 asciireg103_INTV4211.hex 

Version 42.11 

 DNP3 02-10-2012 DNP3EXT.hex 

 DNP3 02-10-2012 DNP3INT.hex 

REG-P version TK400 IEC101 balanced 25-01-2011 ASCIIReg101B400V5213.hex 

Version 52.13 

 IEC101 unbalanced 25-01-2011 ASCIIReg101U400V5213.hex 

Version 52.13 

 IEC103 12-01-2012 ASCIIReg103_400V5216.hex 

Version 52.16 

 DNP3 23-07-2012 DNP3.hex 

 CSO 16-11-2009 CSOv6007.hex 

Version 60.07 

PQI-DA (TK400) CSO 16-11-2009 CSOv6007.hex 

Version 60.07 
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3. Introduction 

The User instruction manual is focused to  the configuration of telecontrol boards REG-P / 

REG-PE / REG-PED / PQI-DA using DNP3, IEC101, IEC103, IEC104, Modbus, 61850, C37.118 

communication protocols and Ethernet/COM in connection with XXXSysTM devices (e.g. 

w9D{ȅǎϰ ƻǊ 9hw{ȅǎ ŘŜǾƛŎŜǎύ ƻŦ ŀΦŜōŜǊƭŜ ŎƻƳǇŀƴȅΦ For security and other information see 

the Administrator manual. 

To understand the ideas and techniques described, you should already be familiar with 

general concepts concerning the above stated protocols  and serial communication set-

tings.  

¢ǿƻ ƳŜǘƘƻŘǎ ƻŦ ŎƻƴŦƛƎǳǊŀǘƛƻƴ Ƴŀȅ ōŜ ǳǎŜŘΥ ŜƛǘƘŜǊ άƻƴƭƛƴŜέ ǿƛǘƘ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ w9D-PE, 

REG-PED and TK28-8Σ ƻǊ άƻŦŦƭƛƴŜέ ǳǎƛƴƎ ŀ t/-tool called WinConfig Tools. 

 

The web server is a permanent part of the firmware of the REG-PE / REG-PED devices and 

requires no special installation.  

Web server is also part of the WinConfig offline version. 

4. Glossary 

Combo-Box A text box combined with a List Box within a software program 

FTP File Transfer Protocol 

Group-box A named rounded box typically enclosing a group of one or more buttons 

GUI Graphical User Interface 

HTTPS Hypertext Transfer Protocol Secure 

IOA Information Object Address 

SCADA Supervisory Control And Data Acquisition 

VM Virtual Machine 

TSDU Telegram Service Data Unit 

XML Extensible Markup Language 
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5. WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV 

5.1 WinConfig Software introduction 
WinConfig is software for managing of firmware and communication protocol settings of 

telecontrol boards and modules: REG-P / REG-PE / REG-PED / REG-PEDSV placed into 

a.eberle device racks. WinConfig is a web-based program for creation and management of 

files containing protocol settings, for two way transfer of settings and firmware from a user 

PC to REG-P / REG-PE / REG-PED / REG-PEDSV boards and modules, and for identification of 

REG-P / REG-PE / REG-PED / REG-PEDSV devices connected to the network. 

Telecontrol board firmware has to be equipped with COM-Server to identify itself within 

the network. COM-Server is part of all IEC101, IEC103, and IEC104 protocols installed as 

firmware and accessible by the WinConfig environment. COM-Server cannot work in TK519 

and TK509 REG-P types, because Ethernet connections are not available with these board 

types. 

WinConfig program equipment consists of web server Mohican equipped with active pages 

for GUI and libraries developed in C# .NET software development environment for commu-

nication with telecontrol boards, file services and additional auxiliary functions. 

WinConfig prepares settings for REG-P / REG-PE / REG-PED / REG-PEDSV with IEC101, 

IEC103, IEC104, DNP3 , Modbus, C37118 and IEC61850 protocols and COM-Server on a local 

host (local web server) and stores them in a standard file format - .XML file. The settings file 

can then be transferred via HTTPS to board flash memory in the case of board types con-

taining Linux. WinConfig creates binary data files in Intel HEX format and transfers them 

into the board memory in the case of non-Linux boards. Serial transfer via a.eberle device 

or Ethernet transfer can be used according to the REG-P type.  

A part of configuration software is also transferred to the telecontrol board and this online 

part provides a system functions focused to the management of telecontrol board system 

software, user management etc. with high level of security. The functionality of this part of 

WinConfig is described in the Administrator manual. 

WinConfig splits into two main parts: the local web server and the local Web site with ap-

plication libraries. Settings may be prepared, stored and retrieved for various 

configurations without a direct link to the device. 

Settings are saved in .xml file types. WinConfig launches a local web server and a default 

web browser on your PC. 

Should one of the expressions used in this document be unclear to you, you may refer to 

the glossary chapter for an explanation of it. Otherwise please feel free to contact us with 

your technical questions at this email address: info@a-eberle.de. 

 

mailto:info@a-eberle.de
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5.2 REG-PEX Loader software 
The REG-PEX loader (RPL) is software tool for transfer of Linux Kernel and RAM disk into the 

REG-PE(D) and PQI-DA telecontrol boards equipped only with U-Boot software. Such boards 

cannot cooperate directly with WinConfig. The RPL also allows change of board IP settings 

and selection of kernel with/without the bonding feature.  

 NOTICE: The RPL is low-level software tool and should be used by advanced 
users only. 

 

The RPL software is contained in the WinConfig installation package and can be launched 

from Transfer from PC page by the Run RPL button. The WinConfig also offers launch of RPL 

in the case when no REG-PE(D) telecontrol board is detected. 

 

 

Figure 1:  The RPL window 

 

  



WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV 

 

Page 20  

 

 

We take care of it. 

 

To transfer Linux Kernel and RAM disk into the REG-PE(x) follow these steps: 

Ā Connect the PARAM connector of REG-PE(x) board and your computer with the RS232 

cable supplied with the eberle device or with any serial null modem cable. 

Ā Connect your computer and the REG-PE(x) board by Ethernet cable. Some Ethernet 

adapters do not switch to the correct mode automatically, so please use preferably a 

crosslink patch cable.  

Ā Fill the IP address lines in RPL window. 

Ā Use the (...) button to browse the edc file placed in the WinConfig installation folders. 

There are two edc files distributed in the WinConfig setup, the difference is in the ver-

sions of Kernel - with/without support of bonding.  Select whatever of the two files as 

bonding and related features can be set later using the Change of IP settings for REG-

PE(D) telecontrol boards WinConfig function. 

Ā Press the Update button. The update process can be seen in the RPL tab Terminal.  

5.3 Communication with REG-PE(D) telecontrol board in WinCon-
fig 13 
A higher level of security for data transfer and communication with REG-PE(D) telecontrol 

board is used in WinConfig v.13. The online WinConfig (www pages placed in the board 

memory) can be disabled in the Transfer settings from PC page in offline WinConfig or in 

the REG-PE(D) board IP settings page in online WinConfig or in user menu.  

The new firmware supports several functions as described below. 

The following secured communication technologies are used in WinConfig 13: 

0 SFTP (SSH file transfer protocol) replaced the online WinConfig. The v.11 firmware sup-

ports several functions focused to file transfer. The file transfer via SFTP protocol is 

encrypted and protected by user login and password; remoteuser login can be used 

with remoteuser password (factory default). 

0 SSH is used instead of former telnet for remote access to console. This access is typical-

ly used for basic board configuration. A SSH client (e.g. PUTTY) is necessary for this type 

of connection. 

0 HTTPS (HTTP over SSL) together with SSL certificates is used for communication be-

tween off-line WinConfig and telecontrol board. 

  



WinConfig REG-P / REG-PE / REG-PED /REG-PEDSV Page 21  

  

 

Note on HTTPS accounts functionality when upgrading/downgrading from/to WinConfig 10 

When user upgrades from WinConfig 10 to 13 using offline WinConfig, one of the HTTPS ac-

counts (username and password) from version 10 (passwords coded by XOR, not by SHA2 

hash) is used. The accounts defined in the version 10 coded by XOR remain in the upgraded 

version 13. The individual account is changed to the new SHA2 coding version in the mo-

ment when user changes this account in the WinConfig 13. 

The file with SHA2 coded accounts remains in the telecontrol board when downgrading 

from version 13 to version 10. Offline WinConfig 10 using XOR password coding will not 

work in such case. To solve such situation, the user can change the accounts using FTP or 

serial PARAM port or to delete the account file /mnt/jffs2/config/webs_users.conf. When 

the file is deleted, the default account will be used. 

 

5.3.1 SFTP access 

A SFTP (SSH file transfer protocol) client program has to be used for connection with tele-

control board and for transfer of files between board and PC computer, e.g. WinSCP for MS 

Windows, GFTP for MS Windows and Linux or, possibly, SFTP (PSFTP)  for the command line 

mode.  

The following files can be found in the board memory and transferred to PC:  

0 current XML settings 

0 ICD file for 61850 protocol  

0 files with information about hardware, SW version, system kernel log etc.   

The XML settings and ICD file are placed in the /xload/actual folder and files with infor-

mation about HW etc. are placed in the folder /xload/info.  

The XML settings and ICD file can be replaced and thus new configuration can be installed 

using SFTP. It is also possible to transfer SSL certificates with key that are used for HTTPS 

communication with WinConfig or to change debugging (logging) parameters as defined in 

the Supervisory page of WinConfig. The debugging (logging) parameters can be changed 

without need of board restart. However, the most of parameter changes require restart of 

board that can be also done via SFTP. 

Use always the /xload/new folder when transferring files from PC to board. The /xload/new 

folder is scanned by firmware approximately every 20 seconds and firmware starts required 

action in the case when relevant files are found in the folder. 
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5.3.2 Actions supported by firmware and their usage: 

Restart of board 

Ā Prepare empty file named reboot and copy it in the /xload/new folder.  

Ā Wait approx. 20 s for the automatic restart of board. 

 

Installation of new XML settings and ICD file 

Ā Prepare new settings file named settings.xml and copy it in the /xload/new folder. 

Ā Prepare new ICD file (if ICD change is required) and copy it to the folder.  

Ā Prepare empty file named move and copy it.  

Ā Wait approx. 20 s for the automatic move and installation of the files. 

Ā Prepare empty file named reload and copy it.  

Ā Wait approx. 20 s for the automatic reload of files transferred in the previous sequence. 

Reload can be used if there was change in the supervisory parameters only. Otherwise 

use restart, see item.  
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5.3.3 SSH access 

SSH is used for remote access to console. The file transfer is encrypted and protected by 

user login and password; remoteuser login can be used with remoteuser password. 

The access is driven by sequence of user menu that allow user to show and/or change the 

board settings of to show logs of kernel, system and applications. 

5.3.3.1 Menu and meaning of individual items:  

The configuration of menu depends on the logged user and his rights. 

Main menu 

1) Network menu 

Ā Go to menu for network setting and diagnostic 

2) Services menu 

Ā Go to menu administration of network services (SSH/SFTP, HTTPS) 

3) Log menu 

Ā Go to menu showing logs 

4) Change terminal password 

Ā Change of SSH and SFTP passwords. Change is applied to the currently logged user. Pro-

gram asks for entering of old password and two times new password.  

 NOTICE: Attention, a change is applied immediately. 

 

5) HTTPS users management 

Ā Go to administration of HTTPS users (off-line WinConfig) 

6) Logout 

Ā Terminal logout 

7) Reboot 

Ā Restart telecontrol board 

8) Recovery menu 

Ā Go to recovery mode. This menu item is shown only in the case of access via local serial 

port. Another condition is that the board has to be prepared for the recovery mode (the 

R key is pressed in the moment or recovery notification during the card restart). 

9) Start root shell 

Ā The root shell is determined only for administrators and is not available for remoteuser 

and localuser. 
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Network menu 

1) Ping ICMP 

Ā The ICMP ping is determined for the diagnostic of network connection. The system asks 

for counterparty IP. The ICMP echo-request packet is used. The user network interface is 

determined by routing table.  

2) Ping ARP 

Ā The ARP ping is determined for the diagnostic of network connection within one subnet. 

The system asks for counterparty IP and, if there is more network interfaces (TK885), it 

asks also for the interface to be used. This ping usually passes through firewall. The ARP 

protocol is not routed to other networks.  

3) Show routing table 

Ā Shows current routing table. 

4) Show interfaces 

Ā Shows current list of network interfaces with parameters (IP address, mask, MAC ad-

dress and statistics of sent and received data). 

5) Show saved network parameters (IP addresses, bonding) 

Ā Shows network parameters (IP address, mask, gateway, state of bonding) saved in the 

flash memory. These parameters will be used after board restart. 

6) Set network parameters (IP addresses, bonding) 

Ā Setting of network parameters (IP address, mask, gateway, state of bonding) solved as 

a series of questions and answers. Possible options of bonding parameters: 

1. Disabled 

2. PRP V1 

3. Broadcast mode 

4. Bridge with RSTP 

7) Back 

Ā Go to main menu. 
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Services menu 

1) Services state 

Ā Shows the state of SSH/SFTP and HTTPS services (enabled or disabled). 

2) Enable SSH/SFTP 

Ā Enables SSH/SFTP service. The change takes effect after board restart. 

3) Disable SSH/SFTP 

Ā Disables SSH/SFTP service. The change takes effect after board restart. 

4) Enable WinConfig (https, network detect) 

Ā Enables services necessary for the communication with off-line WinConfig. The change 

takes effect after board restart. 

5) Disable WinConfig (https, network detect) 

Ā Disables services necessary for the communication with off-line WinConfig. The change 

takes effect after board restart. 

6) Enable WinConfig WWW pages  

Ā Enables WinConfig WWW pages. 

7) Disable WinConfig WWW pages  

Ā Disables WinConfig WWW pages. 

8) Back 

Ā Go to main menu. 

 NOTICE: Attention:  

When both SSH/SFTP and HTTPS accesses are disabled, it is not pos-
sible to connect the board remotely. The local access via PARAM port 
only is possible in such case. 
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Log menu 

1) Application and system log 

Ā Shows log with messages from system and from user applications. 

2) Kernel  log 

Ā Shows log with messages from system kernel. 

3) Back 

Ā Go to main menu. 

 

HTTPS users management menu 

1) List users 

Ā Shows list of user accounts for HTTPS service (users of off-line WinConfig). 

2) Change user password 

Ā Changes user password. The service asks for old password and two time for the new 

password. The change takes effect after board restart. 

3) Add new user 

Ā Adds a new user account. The service asks for new account name and two times pass-

word. The change takes effect after board restart. 

4) Delete user 

Ā Deletes existing user account. The service asks for existing user account name. The 

change takes effect after board restart. 

5) Back 

Ā Go to main menu. 

 

Recovery menu 

1) Reboot and format applications part of firmware 

Ā Sets the formatting flag and performs board reset. Attention, this service formats the 

jffs2 area without possibility of recovery. This service is determined for emergency situa-

tions only, when the board stuck and there is no other possibility of fix. The off-line 

WinConfig can be consequently used for transfer of new firmware. 

2) Back 

Ā Go to main menu. 
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5.4 Communication with telecontrol boards type TK28x and 
TK102 
Communication with these board types utilizes special security measures using Radius and 

Active Directory. For more information see Administrator manual. 

5.5 Time synchronization 
Time synchronization methods available for telecontrol boards and communication proto-

cols consist of the following possibilities and options: 

0 synchronization by communication protocol 

0 synchronization using NTP server 

0 synchronization using Precision Time Protocol (PTP) 

5.5.1 Synchronization by communication protocol 

If the communication protocol used in telecontrol board allows time synchronization mes-

sages then such option is available in protocol parameters. 

Protocols with time synchronization availability: DNP3, IEC101, IEC103 

5.5.2 Synchronization using NTP (Network Time Protocol) server 

Synchronization using NTP server is available in the case Ethernet protocols: 

IEC104, MODBUS, IEC61850, C37.118. The IEC61850 and C37.118 has also DCF77 synchroni-

zation available in certain cases. 

5.5.3 Synchronization using PTP 

The time synchronization using PTP is implemented for the boards type TK28x and 

TK102.The default configuration file is prepared to set up the profile according to the 

standard IEEE P37.238, PTP Power Profile. The characteristic properties of this profile are 

set this way: 

0 Slave only, one-step 

0 Delay Mechanism: Peer-to-Peer  

0 Transport Mechanism: Layer 2  

0 PTP Domain: 0  

0 Sync Interval: 1s (= 2^0 s)  

0 Min pdelay request interval: 1s (= 2^0 s)  

0 Announce Interval: 1s (= 2^0 s)  

0 Announce receipt timeout: 3s  
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0 Priority 1: 255 (Slave clock)  

0 Priority 2: 255 (Slave clock)  

 

The PTP parameters are available in the Time synchronization settings for the above men-

tioned boards and network protocols. 

For more information about PTP see the IEEE 1588 standard. 

5.5.3.1 Reported status of PTP 

The current PTP status can be shown in the Time synchronization tree branch. 

 

 

Figure 2:  PTP status 

 

 

Table 3:  Port states 

State Description 

slave Configures the 1588v2 interface to be in the slave state. That is, the 1588v2 device 
keeps track of external time information. There can be only one slave port in a 
1588v2 device. 

passive Configures the 1588v2 interface to be in the passive state. That is, the 1588v2 
device neither keeps track of external time information, nor advertises time in-
formation. The port shall not place any messages on its communication path 
except for Pdelay_Req, Pdelay_Resp, Pdelay_Resp_Follow_Up, or signaling mes-
sages, or management messages that are a required response to another 
management message. If more than one master ports have been detected in the 
domain, the best one will be selected to be master. The corresponding local port 
will be slave, and other local ports will be passive to backup for slave ports. 

master Configures the 1588v2 interface to be in the master state. That is, the 1588v2 
device advertises time information to other devices. 
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State Description 

premaster Configures the 1588v2 interface to be in the premaster state. The port shall not 
place any messages on its communication path except for Pdelay_Req, 
Pdelay_Resp, Pdelay_Resp_Follow_Up, or signaling messages, or management 
messages that are a required response to another management message. 

listening Configures the 1588v2 interface to be in the listening state. That is, the 1588v2 
device neither keeps track of external time information, nor advertises time in-
formation. (If a device originally functioning as a master clock is configured to be 
an OC working in slave-only mode, or if the device becomes faulty, the status of 
the 1588v2 interface on the device changes from master to listening.) 

faulty Indicates that the 1588v2 interface is Down. The port shall not place any messages 
on its communication path except for response messages to some management 
messages. 

disabled Configures the 1588v2 interface to be in the disabled state. The port shall not 
place any messages on its communication path. A port in this state shall discard all 
received 1588v2 messages except for management messages. 

initializing Configures the 1588v2 interface to be in the initializing state. While a port is in the 
initializing state, the port initializes its data sets, hardware, and communication 
facilities. No port of the clock shall place any 1588v2 messages on its communica-
tion path.  

 

The desired PTP port state when the PTP is switched ON and correctly synchronized is 

slave. Other states that can appear indicate other than synchronized state. 
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6. Serial ports assignment 

The Serial ports assignment tree branch is tool for management of telecontrol board serial 

ports for boards type TK860 and newer. The serial ports available in telecontrol board are 

well-arranged in table together with the information about their usage in protocols and 

COM-Server channels. The page contains also internal checks to avoid conflicts in usage of 

COM ports. At the same time, the table also allows to switch ON/OFF individual protocols 

or COM-Server channels. 

The assignment of serial ports differs for telecontrol boards type TK28x and TK102 due to 

addition of WebREG functionality. 

 

 

Figure 3:   Serial Ports Settings REG-PE(D)(IEC61850) 

 

Table 4:  REG-PE(D) Serial Ports Settings (IEC61850) 

Setting Format Range Default Description 

Enabled checkbox ON/OFF  Checkbox enables/disables corresponding 
protocol (COM-Server channel) 

Usage text -  Definition of corresponding protocol 
/COM-Server channel (read only) 

Port - Selection of val-
ues in combo box 

 Selection of corresponding COM port 

TCP port - -  TCP port used by CS channels (read only) 
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Figure 4:  Serial Ports Settings TK28x, TK102 (IEC61850) 

 

7. Supported protocols and telecontrol board types 

Table 5:  Supported protocols and telecontrol board types 

Telecontrol board types Available protocols Protocols Accessible via 

REG-PE(D) (TK860, TK885)  IEC104; DNP3; Modbus; IEC103; 
IEC61850; ComServer only (CSO); 
C37.118, SPA-BUS 

 

PQI-DA(TK885-1) CSO, IEC61850, IEC104, IEC104  

REG-P (TK509, TK517) IEC101 balanced; unbalanced; 
IEC103, DNP3  

Serial (Write only) 

REG-P (TK400) IEC101 balanced, unbalanced; 
IEC103; DNP3; CSO  

Serial *(Write only) and Com 
Server (Read and Write) 

REG-P (TK28-4) CSO  

DNP3 

IEC101 

IEC103 

IEC104 

IEC61850 

MODBUS 

Serial *(Write only) and 
COM-Server (Read and 
Write) 

REG-PE (TK28-6) CSO  

DNP3 

IEC101 

IEC103 

IEC104 

IEC61850 

MODBUS 

 

REG-PE (TK28-8) CSO   
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Telecontrol board types Available protocols Protocols Accessible via 

REG-PEDSV (TK102) CSO  

DNP3 

IEC101 

IEC103 

IEC104 

IEC61850 

MODBUS 

 

PQI-DA (TK400) CSO  Serial *(Write only) and 
COM-Server (Read and 
Write) 

Further protocols can be implemented on demand, please contact: info@a-eberle.de. 

 

8. Introductory window 

The following introductory window should appear on your screen after WinConfig is start-

ed. The following user actions are available from this screen: 

0 Select WinConfig language from the combo box in the upper right corner of the win-

dow. 

0 Run the standard setting and data transfer wizard from the Step-by-Step button.  

0 Run complete WinConfig from the Advanced button. 

0 Quit WinConfig using the Quit button. 

 

Figure 5:  Introductory window 

 

 NOTICE: Important note: 

If user tries to run WinConfig from read-only medium (CD, DVD), a 
warning message appears instead of the introductory window. 

mailto:info@a-eberle.de
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9. Work with protocol settings 

WinConfig can be used for creation and modification of communication protocol settings. If 

the settings file was created by a previous version of generator (e.g. GenReg, INI file) then 

WinConfig can be used also for conversion of INI file to the XML file of settings used by 

WinConfig. 

The communication protocol settings file can be transferred into the memory of the tele-

control board. WinConfig always appends corresponding firmware code to the settings thus 

the matching pair of settings and code is always transferred as a pair. 

The user can also read the settings from the telecontrol boards and show the settings in the 

WinConfig window using the transfer to PC function. This function is not available for TK509 

telecontrol boards. 

9.1 Settings tree 
WinConfig can have more than one settings open; all settings are shown in tree structure in 

the left frame of WinConfig window. 

The selected settings have an orange background. 
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Figure 6:  Settings tree 

Each setting can be drilled down to sets of editable pages. Clicking the text in the tree struc-

ture selects the corresponding page in the right frame of WinConfig window. 

9.2 Main menu buttons 

0 New ς create new settings based on a default template. User has to enter desired 

telecontrol board type, protocol, SCADA and device template. WinConfig creates new 

settings according to the selected options. If the selected SCADA and device template 

are not defined in WinConfig, a default template will be used instead. (Default settings 

are based on successful experience in the field and should only be changed if there is 

good reason to do so). 

0 Open ς open existing XML settings file or open then convert an existing INI settings 

file to the newer XML settings format. User has to enter/browse the required settings 

file and enter the target type of the telecontrol board in case of conversion from the 

older INI format. 
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0 Remove ς remove selected settings from the tree in the WinConfig window. Selected 

settings are marked with an orange background. To select settings click the root node 

of the settings in the tree (e.g. DNP3 on REG-P (TK400)) 

0 Save ς save the selected settings to the XML file on local disk. 

0 Compare ς comparison of settings in XML files with results stored in Microsoft Excel 

XLS file. 

0 Export ς export of selected settings to a Microsoft Excel XLS file. 

0 Transfer to PC ς transfer settings from a connected telecontrol board to WinConfig 

as described above. 

0 Transfer from PC ς transfer selected settings from WinConfig to the connected tele-

control board as described above. 

 

 

Figure 7:  Main menu buttons 

9.2.1 New settings 

To create new settings from an existing template, please click new button. Select board 

type, protocol, SCADA template and devices template from combo boxes shown below 

then click the Add button. These newly created settings will appear in the settings tree. 

The setting templates are divided into two editions in the case of IEC 61850 protocol. The 

edition of template can be chosen in the Template edition listbox. This listbox is disabled in 

the case of other protocols. 

 

Figure 8:  Add new settings 
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Predefined templates 

Valid workable combinations of board type / protocol / SCADA_template / Devices tem-

plate are pre-defined in WinConfig. However, the default template files, which can be 

created, exist only for valid combinations already used and known.  

 

 

If a template for a given combination is not available, a warning message will 
appear onto the screen: 

Template file isn't implemented for chosen combination proto-
col/SCADA/Eberle devices! Default template will be used! 

 

If the Continue button is pressed apart from invalid combinations, a default template will 

be used to create the new set of settings. Default templates typically contain basic configu-

rations without pre-defined data points or commands. 

9.2.2 Open, conversion from INI, import from Excel 

Open Settings from file (XML settings) 

In Order to open an existing XML settings file, convert an existing INI file or import a Win-

Config-exported Excel file, please click the Open button. To open existing settings please 

browse the settings file by using the Browse button and then click the Open button in the 

Open settings from file Group-box 

Convert settings from GenReg "*.ini" file 

To convert settings from GenReg INI format, browse the file by using the Browse button, 

select required telecontrol board type from combo box and click the Convert button in the 

/ƻƴǾŜǊǘ ǎŜǘǘƛƴƎǎ ŦǊƻƳ DŜƴwŜƎ άϝΦƛƴƛέ ŦƛƭŜ ŦǊŀƳŜΦ ²ƛƴ/ƻƴŦƛƎ will automatically detect the 

protocol described in the INI file and converts the settings to a suitable format for the re-

quired board type.  

Import settings from WinConfig-exported Excel file 

To import settings from WinConfig-exported Excel file, browse the file by using the Browse 

button and click Import button in the Import settings, from WinConfig-exported Excel file 

frame. 
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Figure 9:  Open settings 

9.2.3 Remove, Save 

Ā Click the Remove button to remove the selected settings from the settings tree. 

Ā Click the Save button to save selected settings to a WinConfig XML settings file. Select 

folder and type the settings file name in the dialog box. 
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9.3 Compare settings function 
Two compare modes can be found on the WinConfig Compare settings page. Select the de-

sired mode in the Compare mode frame. 

Compare selected settings with settings file 

Ā To compare a pair of settings browse two xml setting files to compare, and then click 

the Compare button.  

Compare two settings files 

Ā To compare a currently selected settings with an xml setting file browse this file and 

click the Compare button.  

Results of the comparisons are available in a Microsoft Excel xls file that is created from this 

comparison. Individual sets of settings are arranged in individual sheets in Excel workbook. 

Differences can be seen colored in the Excel sheets. Black fonts are used for matching pairs 

of settings, magenta fonts for different pairs and red fonts for missing settings. 

 

Figure 10:  Compare settings 

The third compare mode implemented in WinConfig is comparison of the selected settings 

with settings contained in the connected telecontrol board. This function is available in the 

Transfer settings to PC page as Compare to selected settings button. It is necessary to de-

tect the board first in the case of remote mode. The rules of comparison are same as 

described above. This functionality cannot be used with TK509 telecontrol boards where 

Transfer settings to PC functionality are not available. 
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9.4 Rules for export/import using Microsoft Excel 

9.4.1 Export to Excel 

Ways of export: 

0 Commands only of selected device from Commands page 

0 Indications only of selected device from Indications page 

0 Entire selected settings using Export icon in the main menu. 

Data is exported into the new file winconfig-exportxx.xls placed in the system temp folder. 

Individual parts of exported data are placed in individual sheets of Excel workbook, i.e. 

commands of each device and indications of each device are placed in corresponding 

sheets, e.g. sheet of indications of device A: is named x. device A indications and commands 

sheet is named x. device A commands (where x is the device order number). The character 

άΥά  ƛƴ ŘŜǾƛŎŜ ƴŀƳŜ ƛǎ ǎƪƛǇǇŜŘ ŀǎ 9ȄŎŜƭ ŘƻŜǎƴΩǘ ŀƭƭƻǿ ǳǎŀƎŜ ƻŦ ǘƘƛǎ ŎƘŀǊŀŎǘŜǊ ƛƴ ǘƘŜ ǎƘŜŜǘ 

name. 

Data is arranged in lines. First line represents heading with settings names according to the 

corresponding XML template. 

The exported sheets also contain plain text describing setting names. This information can 

be found in the second row of the table-based sheets and in second columns of the other 

sheets. 

9.4.2 Import from Excel 

Ways of import: 

0 Commands from selected sheet to Commands page of selected device. 

0 Indications from selected sheet to Indications page of selected device. 

Import is performed from the Excel file with valid .xls extension. The file has to contain cor-

responding sheet with appropriate name and heading line with names of settings according 

to the corresponding XML template (see Export). Import function uses topical settings as 

target and replaces existing data in the target settings. 

 

Figure 11:  Import settings 
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9.5 Migration of settings 
WinConfig can migrate settings between different versions of telecontrol boards. The mi-

gration can be done in several ways: 

0 Convert GenReg INI file with REG-P board type selected in the Open settings page (oth-

er than the telecontrol board for which INI file was originally created, e.g. INI file 

created for TK517 and IEC101 protocol can be open as IEC101 for TK400 telecontrol 

board). 

0 Using Migrate button on Basic settings page. Available migrations are stated in the ta-

ble below.  

First step of migration and INI file conversion implemented in WinConfig is to check for 

completion and correctness of settings data. This has to be done due to some hardware dif-

ferences that exist between some REG-P boards. 

The Missing/incorrect values page provides user interaction possibility during the check 

process and default values are suggested for changing and confirmation. 

 

 

Figure 12:  Missing/incorrect values 

  



Work with protocol settings 

 

Page 42  

 

 

We take care of it. 

 

9.5.1 Available migrations 

The migrations available in WinConfig v13.3.3. can be seen in the following table. 

Table 6:  Available migrations 

Board Target board Protocols 

TK400 TK28-4 DNP3 

IEC101 

IEC103 

TK860 TK28-4 DNP3 

IEC101 

IEC103 

IEC104 

MODBUS 

SPABUS 

TK28-6 IEC101 

IEC103 

SPABUS 

TK885 TK28-6 DNP3 

IEC101 

IEC103 

IEC104 

MODBUS 

SPABUS 

TK102 IEC101 

IEC103 

SPABUS 

 

 
 

NOTICE: In the case of IEC103 protocol it is desirable to check if data points 
type TI3 or TI6 are present in data ponts table. These types might 
require manual adjustment according to the IEC103 standard: 

7.3.1.3 TYPE IDENTIFICATION 3: Measurands I 
7.3.1.8 TYPE IDENTIFICATION 9: Mesures II 

9.6 Checking of entered values 
WinConfig pages containing tables (values are organized in tabular format, e.g. indications, 

commands) also contain online internal checking of individual cells. The check runs when 

the user leaves cell. Entered values are checked on valid limits. If limits are broken, the last 

or default value is automatically entered and cell is marked by red color. Correctly changed 

values are not marked. User cannot leave the page without confirmation or resetting of the 

changed values.  

There is also additional integrity test of values present within the confirmation procedure. 

This test checks three basic rules: 
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0 Test of non-zero values of object addresses, 

0 Existence of non-empty command strings in command tables, 

0 Test of uniqueness of object address, which is performed entirely for all addressable 

objects in the settings, i.e. comparison of each address with other addresses. Unique-

ness of devices text IDs is not tested. There are some exceptions from the rule e.g. in 

IEC103/TK8xx where TK3 type data points are tested on uniqueness together with 

measurement value type. 

10. IEC104 settings 

IEC 104 settings are available for TK860, TK885D, TK28x and TK102 telecontrol boards. 

Chapter IEC104 settings describes only settings not described above. 

10.1 Basic 
The basic settings tree branch contains table of 20 available IEC104 channels.  Each IEC104 

channel can be operated in client or server modes, the channel mode assumes correspond-

ing remote side with corresponding remote IP addresses and remote ASDUs, i.e. IEC104 

remote client for server mode and IEC104 server for client mode. 
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Figure 13:  IEC104 basic settings 
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Table 7:  IEC104 settings 

Setting Format Range Default Description 

Settings descrip-
tion 

text 50 characters Filename of 
open settings 

Short user description of 
settings file or name of 
settings file. 

Enabled - checkbox unchecked Option to enable/disable 
the corresponding IEC104 
channel  

Remote  IP ad-
dress 

- 4x 0 to 255 192.168.1.68 

192.168.1.64 

192.168.1.43 

 

IP addresses of remote 
station authorized for con-
nection with telecontrol 
board 

Remote ASDU 
address 

- 0 to 65534 1 ASDU address of remote 
station authorized for con-
nection with telecontrol 
board 

ASDU address 

(ASDU2, ASDU1) 

- 0 to 65534 

or 0 to 255 

1 ASDU address 

Identifier of de-
vice 

text AA: or A(1 to 9): 
to Z(1 to 4): 

AA: Identifier of device 

 

10.2 Advanced 

10.2.1 Settings - SCADA 

IEC104 Settings - SCADA tree branch contains complete IEC104 specific settings. 
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Figure 14:  IEC104 Settings - SCADA 
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Table 8:  IEC104 settings - SCADA 

Setting Format Range Default Description 

Port - 1 to 65535 2404 TCP port for IEC104 connection 

Enabled - checkbox unchecked Option to enable/disable the 
corresponding IEC104 channel  

Remote  IP ad-
dress 

- 4x 0 to 255 192.168.1.68 

192.168.1.64 

192.168.1.43 

 

IP addresses of remote station 
authorized for connection with 
telecontrol board 

Remote ASDU 
address 

- 0 to 65534 1 ASDU address of remote station 
authorized for connection with 
telecontrol board 

     

ASDU address 

(ASDU2, ASDU1) 

- 1 to 65534 

or 0 to 255 

62166 ASDU address 

Errors data type - selection of 
values in 
combo box 

TI30 IEC data type of errors 

IEC address of 
error multipoint 

- 0 to 
16777215 

or 

3x 0 to 255 

0/0/162 IEC address (IOA) of multipoint 
for errors 

Reject commands 
with unknown 
address 

- option box Not selected Reject commands with unknown 
address (otherwise ignore) 

Port - 1 to 65535 2404 TCP Port 

Max. telegram 
length 

- 1 to 249 240 Maximum telegram length 

k-Value - 1 to 32767 12 Max. No. of invalidated APDUs 

w-Value - 1 to 32767 8 Acknowledge latest after this 
number of APDUs, w <= 2/3k 

t0-Timeout s 1 to 255 30 Timeout for connection estab-
lishment 

t1-Timeout s 1 to 255 15 Timeout for send or test APDUs 

t2-Timeout s 1 to 255 10 Timeout for acknowledgement in 
the case of no messages t2 < t1 

t3-Timeout s 1 to 255 20 Timeout for sending test frames 
in case of idle state 

Disable own GI-
request 

- option box Not selected Enabling/disabling of initial GI 
sent from converter in TCP client 
mode. Option is valid for all 
IEC104 channels. 
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Setting Format Range Default Description 

Short delay 
timeout 0-1 

S 0 to 60 0 Short delay timeout for delayed 
indications and 0-1 change direc-
tion 

Long delay 
timeout 0-1 

S 0 to 60 0 Long delay timeout for delayed 
indications and 0-1 change direc-
tion 

Short delay 
timeout 1-0 

S 0 to 60 0 Short delay timeout for delayed 
indications and 1-0 change direc-
tion 

Long delay 
timeout 1-0 

S 0 to 60 0 Long delay timeout for delayed 
indications and 1-0 change direc-
tion 

Timeout for ana-
logue cyclic 
sending 

s 0 to 650 0 Timeout for analogue (measure-
ments) cyclic sending (0 = 
disable) 

Max. command 
time difference 

S 0 to 60 0 Maximal difference between 
command time and regulator 
time. The command is refused if 
the time difference is bigger. 

Accept both 
commands 
with/without 
timestamp 

 checkbox checked Compatibility reasons when TIs 
with/without timestamp are 
separated. If checked, IEC104 
accepts both variants. 

Timezone offset 
(SCADA/RegSys 
difference) 

Min -1440 to 
1440 

0 Definition of timezone offset. 
This parameter is used for calcu-
lation of time difference of 
commands. 

 

 

10.2.2 ComServer settings 

IEC104 advanced settings tree branch contains ComServer specific settings. 

 

 

Figure 15:  IEC104 ComServer settings 
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Table 9:  IEC104 ComServer settings 

Setting Format Range Default Description 

Activate - Yes/No No Option to disable the channel 

Connection type - Selection of 
values in 
combo box 

RAW State of channel.   

(SOCKET, Serial Direct, Telnet, 
Shared with IEC, OFF) 

IP address - 4x 0 to 255  IP address 

TCP port - 0 to 65535 3003 TCP port 

Inactivity timeout S  180 Timeout after which the serial 
device is closed if data transfer 
does not occur. By default is 0. 
It means that serial device is 
closed only by closing TCP-Port. 

Serial port - Selection of 
values in 
combo box 

COM2 Selection of serial port 

Baud rate Bd Selection of 
values in 
combo box 

115200 Baud rate 

Parity - Selection of 
values in 
combo box 

Even Parity 

Stop bits - Selection of 
values in 
combo box 

1 Stop bits 

Data bits - Selection of 
values in 
combo box 

8 Data bits 

XON/XOFF - Selection of 
values in 
combo box 

No Option to select XON/XOFF 
handshaking 

RTS/CTS - Selection of 
values in 
combo box 

No Option to select RTS/CTS hand-
shaking 

RTS/CTS inverted - Selection of 
values in 
combo box 

No Option to select inversion of 
RTS, CTS signals 

Rxd/TxD inverted - Selection of 
values in 
combo box 

No Option to select inversion of 
RxD, TxD signals 

Interface type - Selection of 
values in 
combo box 

RS232 Option to select type of inter-
face 

Max. message length - 0 to 65535 0 Max. message length 

Tx blocking time ms 0 to 65535 0 Tx blocking time 
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10.2.3 Supervisory settings 

The Supervisory settings tree branch can be used for activation and configuration of debug 

logs.  

 

Figure 16:  IEC104 Supervisory settings 
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Table 10:  IEC104 Supervisory settings 

Setting Format Range Default Description 

Level - Selection of 
values in 
combo box 

Deactivate Level of Log messages 

Trace output - radio button PARAM-
connector 

Option to trace via PARAM 
connector or via TCP 

General options: 
Extended Trace 

- checkbox unchecked Extended Trace for Common 
Functions 

General options: 
Parse Settings 

- checkbox unchecked Parse Settings 

General options: 
General Warnings 

- checkbox unchecked General Warnings and Errors 

General options: 
General Events 

- checkbox unchecked General Events 

General options: 
Time Synchroniza-
tion 

- checkbox unchecked Time Synchronization (SNTP and 
Device) 

General options: 
Process Image 

- checkbox unchecked Process Image 

General options: 
Commands Exe-
cution 

- checkbox unchecked Commands Execution 

Eberle-Device: 
Verbose output 

- checkbox unchecked Verbose output 

Eberle-Device: 
Link Layer 

- checkbox unchecked Link layer log  

Eberle-Device: 
Link State ma-
chine 

- checkbox unchecked Link State machine log 

Eberle-Device: 
Application Layer 

- checkbox unchecked Application layer log 

IEC protocol: 
Verbose output 

- checkbox unchecked Verbose output 

IEC protocol: Link 
Layer 

- checkbox unchecked Link layer log  

IEC protocol: Link 
State machine 

- checkbox unchecked Link State machine log 

IEC protocol: 
Application Layer 

- checkbox unchecked Application layer log 

COM-Server 
Trace: Activate 
trace 

 checkbox checked Protocol debug option activa-
tion 

Level - Selection of 
values in 
combo box 

user Option to select lever of super-
visory messages (user, 
developer) 

Trace via PARAM-
Connector) 

- radio button checked Logging to PARAM-Connector 
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Setting Format Range Default Description 

Trace via TCP-Port  - radio button unchecked Logging to TCP port 

TCP port - 1 to 65535 5010 TCP port 

Logging with 
Timestamp 

- checkbox checked Logging with Timestamp 

Mirroring: Acti-
vate 

- checkbox checked Activation 

TCP-port - 1 to 65535 5011 TCP port 

 

10.2.4 Supervisory settings for boards type TK28-4, TK28-6, TK102 

For detailed description of Supervisory parameters see the Supervisory settings chapter in 

IEC103 protocol. Note that usage of Syslog server is available only for COM-Server logging 

in IEC104 firmware. 

  

10.3 Linked Devices 

 

Figure 17:  IEC104 Linked devices 
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10.3.1 Time synchronization 

IEC104 time synchronization tree branch contains IEC104 specific settings for time synchro-

nization. 

 

Figure 18:  IEC104 time synchronization settings 

 

Table 11:  IEC104 time synchronization 

Setting Format Range Default Description 

Time source - option box NTP Time source selection 

Sync. all devices 
connected to ELAN 

- option box Not selected Sync. all devices connected to 
ELAN 

Sync. period of 
connected devices 

min 0 to 999 1 Sync. period of connected de-
vices (0 = disabled) 

NTP primary server 
IP address 

- 4x 0 to 255 0.0.0.0 NTP primary server IP address 

NTP secondary 
server IP address 

- 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
dress 
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10.3.2 Time synchronization for boards type TK28-4, TK28-6 and TK102 

 

Figure 19:  IEC104 time synchronization for boards TK28-4, TK28-6, TK102 

 

Table 12:  Time synchronization for boards type TK28-4, TK28-6 and TK102 

Setting Format Range Default Description 

NTP primary serv-
er IP address 

IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address 

NTP secondary 
server IP address 

IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
dress 

PTP specific: 

VLAN ID 

  0 VLAN ID 

PTP specific: 

Domain Number 

 0 to 255 0 Domain Number 

PTP specific: 

PDelay-Request 
Minimum Interval 

 Selection of 
values from 
listbox 

0 PDelay-Request Minimum 
Interval, 0 to 5 

PTP specific: 

Delay-Request 
Minimum Interval 

 Selection of 
values from 
listbox 

0 Delay-Request Minimum 
Interval, 0 to 5 

PTP specific: 

Delay measure-
mennt 

 Selection of 
values from 
listbox 

Auto Delay measurement mecha-
nism 
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Setting Format Range Default Description 

mechanism 

PTP specific: 

Announce interval 

 Selection of 
values from 
listbox 

1 Announce interval, 0 to 3. 

All PTP nodes in network 
should have the same value 

PTP specific: 

Announce receipt 
timeout 

 2 to 10 3 Announce receipt timeout, all 
PTP nodes in network should 
have the same value 

PTP specific: 

Sync. interval 

 Selection of 
values from 
listbox 

none Synchronization interval, 0 to 
2 

 

10.3.3 Internal Communication 

Communication settings tree branch contains communication settings of devices for TK8xx 

board types and IEC104 protocol conversion. 

 

 

Figure 20:  Internal communication settings 
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Table 13:  IEC104 Device communication settings 

Setting Format Range Default Description 

Baud rate of device 
serial 

Bd 1200-
115200 

115200 Baud rate of device serial port 

ON time of serial 
LEDs 

10 ms 1 to 100 2 ON time of serial LEDs 

Timeout for recep-
tion of first char 

10 ms 1 to 255 50 Timeout for reception of first character 

Inter character 
timeout 

10 ms 1 to 255 20 Timeout between two characters in 
telegram 

Number of repeats 
for SYNC cycle 

- 1 to 255 10 Number of repeats for SYNC cycle 

Number of com-
mand repeats 

- 1 to 255 3 Number of command (poll) repeats 

TX blocking ms 0 to 255 0 Time to wait when answer was received 

     

Time to stop reg. 
interrogation 

s 0 to 650 0 Time to stop regulator interrogation 
after IEC communication break 

Round time down / 
up 

- option 
box 

round 
down 

Rounding time selection 

RBAC timeout s 30 to 600 300 RBAC timeout for RegSys firmware sup-
porting user roles and rights and 
telecontrol boards TK8x and TK102 
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10.3.4 IEC104 Commands 

The IEC104 commands table contains commands and also data points transmitted in the di-

rection toward to the REG-PE(D) board. 

 

Figure 21:  IEC104 commands 

 

Table 14:  IEC104 commands 

Setting Format Range Default Description 

Common address 
of ASDU 

- 0 to 65534 1 ASDU address of remote station au-
thorized for connection with 
telecontrol board 

Information object 
address (IOA) 

- 0 to 
16777215 
or  

3x  

0 to 255 

0 IOA of the corresponding data point 

Control code  Selection 
of values 
in listbox 

TI45/TI5
8 

Type of information object  

Command string text 50  

characters 

 Command string 

Scale exponent - Selection 
of values 
in listbox 

1/0 Addition command parameter accord-
ing to the available list 

100% value - 0 to 65535 0 100% value, available for TI48 only 

Description text 50  

characters 

 User description 

Range min. - -32768 to 
32767 

0 Command value range ς minimal value 

Range max. - -32768 to 
32767 

0 Command value range ς maximal 
value 
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10.3.4.1 Command parameters not available in GUI 

Some command parameters available cannot be set via GUI. User has to edit such parame-

ters directly in the XML template using suitable text editor. A care has to be taken in such 

case, as text editor cannot check correctness of such input. 

The parameters> 

 

 

are placed in the params section of the IEC104 protocol. 

 

Another parameters are place directly in the command definition: 

 

 

 

 

The modifications are focused to the modification of command behaviour. 

 

Parameters and meaning: 

0 use_locrem ς the software will take into account the value of local/remote indication 

when accepting/refusing command. 

0 cmd_time_diff [s] ς max. time difference between command time and regulator time. 

This parameter is processed by GUI, see Settings - SCADA. 

0 offset_tapdown, bit_pos_tapdown, offset_tapup, bit_pos_tapup ς a special parame-

ters for the tap change command. The parameters allow to use a different indication 

for the tap change in direction up and down. The appropriate indication has to go UP 

before expiration of the timeout defined by acctterm_delay. Otherwise the command 

is refused. These indications act as additional condition for the lauflampe parameter. 

0 lauflampe_offset, lauflampe_bit  - the running tap is indicated by a special indication 

and the entire process has to finish before the expiration of tap_pos_timeout_sec  

timeout. Otherwise, the command is refused. 

0 cmd_accept_both_tk ς option to accept both commands with/without timestamp. This 

option is processed by WinConfig GUI where it is represented by checkbox, see Settings 

- SCADA. 

0 delay short_up_tmout, delay long_up_tmout, delay short_down_tmout, delay 

long_down_tmout [s] ς parameters dedicated to the delay of indications. These pa-
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rameters are processed by WinConfig GUI and are not related to commands (see Set-

tings - SCADA ). 

0 cmd_acctterm_delay [ms] ς definition of delay of command activation termination. 

This is valid for all commands except of the TAP command. 

0 min_val, max_val ς these parameters are dedicated for check of valid range of the 

bound data point. The command is refused if the data point is out of range. The com-

mand is also refused if the command value is the same as  the data point value. These 

parameters are functional only in the case when the max_val is bigger than min_val. 

0 acctterm_delay [ms] ς definition of additional delay of command activation termina-

tion. This is valid for individual commands. Another function of acctterm_delay is to act 

as additional timeout in the case of TAP command. The additional timeout defines the 

time, when the indication of Tap running up or down has to go ON. Otherwise the 

command is finished by negative activation termination. 

0 tap_pos_timeout_sec [s] ς definition of special delay for TAP command. Non-zero value 

also defines valid TAP cƻƳƳŀƴŘΦ ¢ƘŜ ¢!t ŎƻƳƳŀƴŘ ŘƻŜǎƴΩǘ ǳǎŜ acctterm_delay and 

cmd_acctterm_delay. 

0 offset, bit_pos ς meaning of these parameters in command is definition of data point 

that is bound to the command and the value of this data point is checked first before 

the command execution. If the value is the same as the one contained in command, the 

command is refused. 

0 value_2, offset_2, bit_pos_2 ς definition of 2nd data point that is bound to the com-

mand and the value of this data point is checked first before the command execution. 

The expected value is defined by value_2. 

0 offset_watch, reg_type_watch ς definition of additional setpoint (analog value) that is 

supposed to change during the command execution. The negative activation termina-

tion is issued, if the setpoint didnΩǘ ŎƘŀƴƎŜ ŘǳǊƛƴƎ ǘƘŜ ŎƻƳƳŀƴŘ ŜȄŜŎǳǘƛƻƴΦ Possible 

values of reg_type_watch ŀǊŜ άbyteέ, άwordέ, άdwordέ, άfloatέ, άsbyteέ ŀŎŎƻǊŘƛƴƎ ǘƻ 

the type of analog value in RPS structure. 

Another meaning of these parameters is watching the single bit indication. In such case the 

reg_type_watch ǾŀƭǳŜ ƛǎ άōƛǘέ ŀƴŘ ŀƴƻǘƘŜǊ ǇŀǊŀƳŜǘŜǊ bit_watch is used for position of the 

bit within the byte defined by offset_watch parameter. The negative activation termination 

is issued, if the bit being watched didnΩǘ ŎƘŀƴƎŜ ŘǳǊƛƴƎ ǘƘŜ ŎƻƳƳŀƴŘ ŜȄŜŎǳǘƛƻƴΦ The posi-

tive activation termination is issued immediately when the change is detected. 

Meaning of zero values is NOT USED. 
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10.3.5 IEC104 indications 

 

Figure 22:  IEC104 indications 

 

Table 15:  IEC104 indications 

Setting Format Range Default Description 

Description text 50 chars empty Description 

IEC object type - selection of 
values in list 
box 

TI1 Indication type in IEC communication 

RegSys type - selection of 
values in list 
box 

Bit Indication type in device communica-
tion 

Information ob-
ject address (IOA) 

(IOA (hi/mi/lo)) 

- 0 to 
16777215 

or 

3x 0 to 255 

0 IEC address (IOA) of indication 

Abs. deviation float  0 Absolute deviation value 

Scale float  0 Scale value 

Max. value - 0 to 65535 32767 Max. value 

RPS offset - 0 to 255 0 RPS offset 

RPS bit - selection of 
values in list 
box 

0 RPS bit 

IV RPS offset - 0 to 255 0 RPS offset of additional indication 
bearing the invalidity information 

IV RPS bit - selection of 
values in list 
box 

0 RPS bit of additional indication bearing 
the invalidity information 

IV RPS bit invert-
ed 

- selection of 
values in list 
box 

No Indication flag for inversion of invalidi-
ty information 

Cyclic - selection of No Flag to indicate cyclic data point 
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Setting Format Range Default Description 

values in list 
box 

transmission. The period is defined in 
the Internal communication section. 

Delayed - selection of 
values in list 
box 

No Flag to delay transmission of the data 
point change. The delay defined in 
Settings - SCADA page will be applied. 

Range min. and 
Range max. 

float - 0 Definition of valid range of the data 
point. The data point will be marked 
as OVERFLOW if out of the range. 0 
means that this property is switched 
off. 

Use in GI - selection of 
values in list 
box 

Yes Usage of indication in General Interro-
gation 

Gr. 0  - selection of 
values in list 
box 

Yes Group 0 in general interrogation 

Gr. 1  - selection of 
values in list 
box 

No Group 1 in general interrogation 

Gr. 2  - selection of 
values in list 
box 

No Group 2 in general interrogation 

Gr. 3  - selection of 
values in list 
box 

No Group 3 in general interrogation 

Gr. 4  - selection of 
values in list 
box 

No Group 4 in general interrogation 
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The available types of information objects are stated in the following list: 

0 TI30 

ŕ Single-point information with time tag 

0 TI31 

ŕ Double-point information with time tag 

0 TI9/TI34 

ŕ Measured value, normalized value/ Measured value, normalized value with time 

tag 

0 TI13/TI36 

ŕ Measured value, short floating point value/ Measured value, short floating point 

value with time tag 

0 TI45/TI58 

ŕ Single command/ Single command with time tag 

0 TI46/TI59 

ŕ Double command/ Double command with time tag 

0 TI47/TI60 

ŕ Regulating step command/ Regulating step command with time tag 

0 TI48/TI61 

ŕ Set point command, normalized value/ Set point command, normalized value with 

time tag 

0 TI49/TI62 

ŕ Set point command, scaled value/ Set point command, scaled value with time tag 

0 TI50/TI63 

ŕ Set point command, short floating point value/ Set point command, short floating 

point value with time tag 
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11. DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, 
TK102) 

11.1 Basic 

 

Figure 23:  DNP3 basic settings REG-PE(D) ), REG-PEDSV, TK28-6 

 

Table 16:  DNP3 basic settings REG-PE(D) ), REG-PEDSV, TK28-6 

Setting Format Range Default Description 

Settings descrip-
tion 

text 50 characters Identification 
if the tem-
plate source 

Short user description of 
settings file. 

Line type - selection of 
values in com-
bo box 

serial Type of communication line ς 
serial, Ethernet TCP, Ethernet 
UDP 

Authorized cen-
tral stations IP 
addresses 

- 4x 0 to 255 192.168.1.68 

192.168.1.64 

192.168.1.43 

IP addresses of central sta-
tions authorized to connect 
to telecontrol board 

Baud rate of serial 
port DNP3 

Bd selection of 
values in com-
bo box 

19200 Baud rate of serial port DNP 

Link address of 
REG-P 

- 0 to 65535 103 Link address of REG-P 

Link address of 
DNP3 master 

- 0 to 65535 1 Link address of DNP master 

RS485 activated - option box not selected RS485 activated 

Identifier of de-
vice 

text AA: or A(1 to 
9): to Z(1 to 4): 

AA: Identifier of device 
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11.2 Advanced 

11.2.1 Settings SCADA 

The advanced tree branch SCADA setting contains complete DNP3 specific communication 

settings. 

 

Figure 24:  Advanced settings SCADA REG-PE(D) 
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Table 17:  DNP3 advanced settings REG-PE(D) ), REG-PEDSV, TK28-6 

Setting Format Range Default Description 
Line type - selection of 

values in 
combo box 

serial Type of communication line ς 
serial, Ethernet TCP, Ethernet 
UDP 

Authorized cen-
tral stations IP 
addresses 

- 4x 0 to 255 192.168.1.68 

192.168.1.64 

192.168.1.43 

IP addresses of central stations 
authorized to connect to tele-
control board 

Port - 1 to 65535 20000 TCP or UDP Port 

Serial port - selection of 
values in 
combo box 

COM1 Selection of DNP3 COM port 

Baud rate of serial 
port DNP3 

Bd selection of 
values in 
combo box 

19200 Baud rate of serial port DNP 

Parity - selection of 
values in 
combo box 

Off Parity of serial port DNP 

ON time of serial 
LEDs 

ms 0 to 255 4 ON time of serial LEDs 

Link address of 
REG-PE(D) 

- 0 to 65535 103 Link address of REG-P 

Link address of 
DNP3 master 

- 0 to 65535 1 Link address of DNP master 

Inter character 
timeout 

ms 2 to 1000 4 Timeout between two charac-
ters in telegram 

Time till reset ms 1 to 65535 1000 Time until reset after cold re-
start 

RS485 activated - option box Not selected RS485 activated 

Number of TSDU 
fragments 

- 1 to 128 1 Number of TSDU fragments 

Size of each TSDU 
fragment 

- 64 - 2048 2048 Size of each TSDU fragment 

Using confirma-
tion for EVENT 
response 

- option box selected Using confirmation for EVENT 
response 

Timeout for re-
ceiving AL 
confirmation 

ms 1 to 65535 800 Timeout for receiving AL con-
firmation 

Number of repeti-
tions after AL 
confirm timeout 

- 0 to 255 1 Number repetitions after AL 
confirm timeout 

Timeout se-
lect/operate 
function 

ms 1 to 65535 5000 Timeout select/operate func-
tion 
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11.2.2 COM-Server 

The COM server tree branch contains parameters for COM-Server functionality of DNP3 

firmware. For detailed description of COM Server parameters see the COM-Server chapter 

in IEC104 protocol. 

11.2.3 Supervisory settings 

For detailed description of Supervisory parameters see the Supervisory settings chapter in 

IEC103 protocol. Note that usage of Syslog server is available only for COM-Server logging 

in DNP3 firmware. 

 

11.2.4 Linked devices ς time synchronization 

 

Figure 25:  Time synchronization 

 

Table 18:  Time synchronization 

Setting Format Range Default Description 

Time source option NTP/DNP DNP Time source 

Synchronize all 
devices connect-
ed to ELAN 

- checkbox unchecked Synchronize all devices con-
nected to ELAN 

Sync. period of 
connected devic-
es 

min 1 to 999 1 Synchronization period of 
connected devices 
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11.2.5 Time synchronization for boards type TK28-4, TK28-6 and TK102 

 

 

Figure 26:  Time synchronization for boards type TK28-4, TK28-6 and TK102 
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Table 19:  Time synchronization for boards type TK28-4, TK28-6 and TK102 

Setting Format Range Default Description 

Time source option NTP/DNP/PTP DNP Time source 

Synchronize all 
devices connect-
ed to ELAN 

- checkbox unchecked Synchronize all devices con-
nected to ELAN 

Sync. period of 
connected devic-
es 

min 1 to 999 1 Synchronization period of 
connected devices 

NTP primary serv-
er IP address 

IPV4 4x 0 to 255 0.0.0.0 NTP primary server IP address 

NTP secondary 
server IP address 

IPV4 4x 0 to 255 0.0.0.0 NTP secondary server IP ad-
dress 

PTP specific: 

VLAN ID 

  0 VLAN ID 

PTP specific: 

Domain Number 

 0 to 255 0 Domain Number 

PTP specific: 

PDelay-Request 
Minimum Interval 

 Selection of 
values from 
listbox 

0 PDelay-Request Minimum 
Interval, 0 to 5 

PTP specific: 

Delay-Request 
Minimum Interval 

 Selection of 
values from 
listbox 

0 Delay-Request Minimum 
Interval, 0 to 5 

PTP specific: 

Delay measure-
mennt 
mechanism 

 Selection of 
values from 
listbox 

Auto Delay measurement mecha-
nism 

PTP specific: 

Announce interval 

 Selection of 
values from 
listbox 

1 Announce interval, 0 to 3. 

All PTP nodes in network 
should have the same value 

PTP specific: 

Announce receipt 
timeout 

 2 to 10 3 Announce receipt timeout, all 
PTP nodes in network should 
have the same value 

PTP specific: 

Sync. interval 

 Selection of 
values from 
listbox 

none Synchronization interval, 0 to 
2 

  



DNP3 settings (REG-PE(D), REG-PEDSV, TK28-4, TK28-6, TK102) Page 69  

  

 

 

11.3 Device X 

11.3.1 Device request settings 

Device request settings tree branch contains device specific settings. 

 

Figure 27:  DNP3 device request settings REG-PE(D) 

 

Table 20:  DNP3 device settings REG-PE(D) 

Setting Format Range Default Description 

Identifier of de-
vice 

text AA: or A(1 to 
9): to Z(1 to 4): 

AA: Identifier of device as appears 
in the device communication 

Poll string text 23 chars fread RPS 3 Device poll string 

Size of answer byte 1 to 255 244 Size of answer 

Offset of seconds 
field 

byte 0 to 255 18 Offset of seconds field 

Offset of msec 
field 

byte 0 to 255 22 Offset of msec field 

Description string 30 characters Empty string User description 
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11.3.2 Indications 

 

Figure 28:  DNP3 indications REG-PE(D) 

 

Table 21:  DNP3 indications REG-PE(D) 

Setting Format Range Default Description 

DNP3 object type - selection of values in 
combo box 

Binary input DNP3 object type 

REG data type - selection of values in 
combo box 

Bit REG data type 

DNP3 obj. index - 0 to 65535 0 DNP object index 

Static definitions - selection of values in 
combo box 

no class 0 
point 

Static definitions 

Event definitions - selection of values in 
combo box 

no events Event definitions 

Event class - selection of values in 
combo box 

1 Event class 

Abs. deviation float  0 Absolute deviation 

Scale float  1 Scale 

RPS offset  0 to 255 0 RPS offset 

RPS bit - selection of values in 
combo box 

0 RPS bit 

Description text 50 characters empty User description 

Simulation  selection of values in 
combo box 

No Option whether the data 
point value can be simu-
lated 

Simulation value  according to the data 0 Simulated data point val-
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Setting Format Range Default Description 

type ue 

 

Simulation of the data point value is new feature in WinConfig version starting from 11.0.6. 

User can allow simulation and prepare simulation values of individual data points. The 

simulation can be consequently launched by Run simulation button in the online WinConfig 

in REG-PE(D) telecontrol board. 

11.3.3 Commands 

 

Figure 29:  DNP3 commands REG-PE(D) 

 

Table 22:  DNP3 commands REG-PE(D) 

Setting Format Range Default Description 

Output type - selection of values 
in combo box 

Relay Output type 

Obj. index - 0 to 255 1 Object index 

Control code - selection of values 
in combo box 

Operate on 
object 

Control code 

Scale - selection of values 
in combo box 

1 Scale, valid for analog 
data type 

Command string text 50 characters empty Command string 

Description text 50 characters empty User description 

 

11.3.4 Information about installed DNP3 version 

The DNP3 firmware contains a special function to facilitate the access to the information 

about installed DNP3 firmware version. This information can be seen on the Regsys screen 

for a short period of time during the telecontrol board start. 
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Figure 30:  Information about the DNP3 firmware version 

 

 

11.4 MODBUS Collector for DNP3/TKxx 
DNP3 comes additionally with Modbus-Collector-Functionality, which provides a MODBUS-

RTU Master to retrieve information from Modbus-slaves to be processed in a-eberle-

device. 

The MOBUS Master can receive pre-defined analogue values from up to 32 MODBUS-RTU 

server and to be processed in a-eberle devices. Usage of MODBUS-RTU using is optional.  

Basic settings tree branch form contains common settings of MODBUS-RTU.  

Extended settings shall be done by a-eberle staff. 
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Figure 31:  MODBUS collector  basic settings 
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Table 23:  MODBUS collector settings 

Setting Format Range Default Description 

Activate Checkout Yes/no no Activate MODBUS-RTU exten-
sion. 

Serial Port - Selection of val-
ues in combo box 

COM1 Selection of available COM 
ports for MODBUS-RTU 
communication ς read only 

Baud Rate - Selection of val-
ues in combo box 

19200 Data transfer rate. 19200 b/s 
is default. 

Parity - Selection of val-
ues in combo box 

EVEN Even parity is required 

Stop bits - Selection of val-
ues in combo box 

1 Stop bits 

Data bits - Selection of val-
ues in combo box 

8 Data bits 

RS485 acti-
vated 

 checkbox checked Activation of RS485 

Response 
timeout 

ms 0..65535 1000 The master is configured by 
the user to wait for a prede-
termined timeout interval ( 
Response time-out) before 
aborting the transaction 

Byte timeout - 0..65535 0 The maximum timeout inter-
val in ms. between two 
consecutive bytes of the 
same message 

No reply - 0..65535 0 LŘƭŜ ǘƛƳŜƻǳǘ ŀŦǘŜǊ άƴƻ ǊŜǇƭŀȅέ 
from slave up to a next query.  

 

Table 24:  MODBUS collector slaves settings 

Setting Format Range Default Description 

Activate Checkout Yes/no no Activate MODBUS-RTU slave 
use. 

Slave ID - 1..254 1 Modbus slave address. The 
address must be unique on a 

MODBUS serial bus 

Register ad-
dress 

- 2 Bytes 

0x0000 to 0xFFFF 

7000 The starting register address 

Number of 
registers 

- 1 to 500 6 The number of registers 
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11.4.1 Modbus collector ς supervisory settings 

Modbus collector ς supervisory settings tree branch contains usual settings for supervising 

the Modbus communication. Settings are similar to the available in other protocols availa-

ble in WinConfig. 

 

 

 

Figure 32:  MODBUS collector  supervisory settings 

  




































































































































































































































































































