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1.1

1.2

User guidance

This Administrator Manual contains information about the WinConfig software intended for
administrator purposes focused namely for secure access to telecontrol boards and securi-
ty-related actions in WinConfig. For detailed information about configuration of telecontrol
boards REG-P / REG-PE / REG-PED / REG-PED®Y / PQI-DA see the WinConfig User Manual.

Read the Administrator Manual in its entirety and do not use the product unless you have
understood the Administrator Manual.

Target group

The Administrator Manual is intended for skilled technicians as well trained.

The contents of this Administrator Manual must be accessible to people tasked with the in-
stallation and operation of the system.

Warnings
Structure of the warnings

Warnings are structured as follows:

/\ SIGNAL

WORD Nature and source of the danger.

Consequences of non-compliance.

Actions to avoid the danger.

Types of warnings

Warnings are distinguished by the type of danger they are warning against:

I
A DANGER! Warns of imminent danger that can result in death or serious injuries

if not avoided.
I
A WARNING! Warns of a potentially dangerous situation that can result in death or
serious injuries when not avoided.
|
A CAUTION! Warns of a potentially dangerous situation that can result in
fairly serious or minor injuries when not avoided.
NOTICE:

Warns of a potentially dangerous situation that if not avoided
could result in material or environmental damage.

Page 7



We take care of it.

1.3

1.4

1.5

1.6

1.7

Page 8

Tips

@ Tips on the appropriate device use and recommendations.

Other symbols

Instructions

Structure of the instructions:

< Instructions for an action.

% Indication of an outcome, if necessary.

Lists

Structure of unnumbered lists:
List level 1

List level 2
Structure of numbered lists:
1) Listlevel 1

2) Listlevel 1
1. Listlevel 2
2. Listlevel 2

Applicable documentation

For the safe and correct use of the product, observe the additional documentation that is
delivered with the system as well as the relevant standards and laws.

Keeping

Keep the user manual, including the supplied documentation, readily accessible near the
system.

Updated documentation

The most recent versions of the documents can be obtained at https://www.a-
eberle.de/de/downloads.



https://www.a-eberle.de/de/downloads
https://www.a-eberle.de/de/downloads

a-eberle

Scope of Delivery

Safety instructions

O 0 0 0 0O 00

0 o0

Observe the operating instructions.

Always keep the operating instructions with the unit.

Make sure that the device is never operated in a damaged or compromised condition.
Make sure that only specialized personnel operate the unit.

The device must be connected according to the manufacturer’s installation instructions.
Make sure that the device is never operated beyond its stated ratings.

Do not operate the unit in any hazardous environment where explosive gases, dust or
fumes occur.

Ensure that protective covers are always in place and are functional.

Ensure that the five safety regulations according to DIN VDE 0105 are always observed.

Clean the appliance only with commercially available detergents.
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4, Security in REG-P, PE, PED, REG-PED®' card models
TK28-x and TK102

2 Please mind that the Cyber Security features are only available in telecontrol boards
starting from manufacturing date 2018 (“TK28-4, TK28-6 and TK102”), not to predeces-
sor boards (“TK517, TK509, TK400, TK860 and TK885").

2 The security needs in the above-mentioned card models are covered using role-based
access control with the usage of Active Directory objects and RADIUS functionality. Only
secured protocols with encryption are used for communication with card. The user is
authenticated and then his authorization for each action is evaluated. This concept in-
cludes access methods with assigned protocols, roles of users and actions for which the

authorization is evaluated according to the user role.

4.1 User access methods and protocols summary

WinConfig online (web access)

Internet browser client (like Internet Explorer) connects the web server embedded
in the Linux OS inside the card.

Protocol HTTPS with direct authorization is used.
WinConfig console/shell menu (terminal access)

Terminal client (like PUTTY) connects the SSH server embedded in the Linux OS in-
side the card.

Protocol SSH with direct authorization is used
WinConfig offline (web access and transfer access)

Internet browser client (like Internet Explorer) connects the remote client-side
proprietary web server (part of the WinConfig offline). A specialized server parts
communicate with the card.

Data transfers use protocol HTTPS with direct authorization.

Network scan (broadcast functions) and system parameterization use UDP en-
crypted with AES256 with HTTPS preauthorization.

Remote script upgrade access (terminal access)

Command line SSH client (like PLINK) connects the SSH server embedded in the
Linux OS inside the card.

Protocol SSH with direct authorization is used.
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4.2

4.3

4.3.1

Rights assignment — roles access concept

The rights for particular actions defined in the system are assigned using role-based access
control (RBAC) method.

O Roles-to-user

— Dynamic assignment is done by Active Directory. Every role defined in the system is
mapped to one user group.

0 Actions-to-roles

—  Static assignment is hardcoded in the definition file inside the card firmware (pro-
vided to particular methods by request). This file can be changed by system
administrators.

Login modes

There are 2 login modes implemented.

0 RADIUS mode uses the RADIUS server for authentication of the user and card and pro-
vides the information for authorization of actions via VSA strings. This mode has
precedence.

0 The second emergency mode is Password mode. It uses the locally cached credentials
for authentication, and then the user acts as embedded Admin user of the system. The
Active Directory server is source of the cached credentials information.

Login and Logout

Logging ON can be done by dialog box that appears when a user attempts to access the tel-
econtrol board using internet browser and HTTPS access. The dialog box also shows the
currently set Login mode.

+49 (0)911628108 -0
info@a-eberle.de

3
Login mode: PASSWORD 3
Username: | | 8. 8 |
Password: | | - 4 |
3
{5
& 3
’
e
Sl . a-eberle agberle
@ @ @

Figure 1: Login dialog
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If the user makes a first time login in the board supplied from the factory, the program con-

sequently forces the user to define a new password.

o &S

CHANGE Spare password
Old password | |

New password | |

Retype password | |

o

a-‘erl- — —
®

Q = REG-PED R

i .

Figure 2:  Definition of new password

If the login fails for 4 attempts, then the account is temporarily locked for 60 seconds. At
the same, the message about locking appears on board. The locking refers only to the login
name (user account) so it is never unlocked if a user tries login name that does not exist.

B

. &

A

Login mode: Spare password "
Username: 1l
Password: f]
g

Account locked due to 4 failed logins

Figure 3:  Locking of account

The users can logout using a special button in the left side of the window in the online Win-
Config.
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43.1.1

Admin EFTE v
1= o)
=i == (1)
5 =)

Figure 4:

Logout button

Special function for boards TK28x and TK102

The current setting of login mode is shown in the Regsys screen for a short period of time
during the telecontrol board start.

T1:=77MT

12219582

Eedulator Mode MAMLAL

Fosition

cpe 000
Ualue . kLl

TarChander

[

“EFare Fassword “

Figure 5:

Information about login mode on Regsys screen
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4.3.2

43.2.1

Page 14

RADIUS mode

Roles and rights definition

According to the Rollenkonzept document the Active Directory objects and RADIUS server
parameters should be implemented to achieve the desired WinConfig RADIUS functionality.

There has to be a separate AD group for each role defined and every of these groups has to
have the appropriate VSA string set. This is necessary because the same VSA strings are
hardcoded and evaluated in the RADIUS client in the TK card. This means that the VSA
strings count and values are mandatory; the underlying names of Security Groups are user-
definable.

The access rules are defined in the file rbac.def located in the file system of the telecontrol
boards. The elementary rules are composed of three objects in the format:

AccessMethod_ActionType_Role

where:

AccesMethod is a name selected from the set of the methods (applications) which are
used for the data access. Possible values are:

OfflineWinConfig, OnlineWinConfig, ShellMenu, WebReg, ScriptBasedUpgrade

ActionType is a name selected from the set of actions defined for particular Access-
Method. Possible values are:

For OfflineWinConfig: transfer_to, transfer _from, set_net, set services,
set_emergency_pwd, set_certificates

For OnlineWinConfig : change_settings, save_settings, set_net, set_services, securi-
ty_management, set_emergency_pwd, set_certificates

For ShellMenu: shell_access, get_logs, set_net, set_services , securi-
ty_management

For WebReg: parameters_read , parameters_update, panel_watch, panel_setKey,
terminal_read, terminal_update, RGL_read, RGL_update, log_read, UTC_read,
UTC_update, DST read, DST_update, Communication_read, Communica-
tion_update, statistics_read, simulation_read, simulation_start, simulation_tapPos,
simulation_values, simulation_monitor, IOmap_read, IOmap_update, basVal_read,
basVal_update, autoMan_read, autoMan_update, time_update, time-
Group_update, features_read, features_update, ram_read, ram_backup,
ram_restore, firmware_update, UDM_update

For ScriptBasedUpgrade: no action is defined, the AccessMethod represents the
ActionType so the rules are composed of two objects in the format:

AccessMethod_Role

Role is the name of user role as defined in the RADIUS and AD according to the Rollen-
konzept document. Possible values are:
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— Administrator, ControlOperator, ProtectionOperator, TransmissionEquipmentOp-
erator, UPSOperator, PDVOperator, BMSOperator, Extern, Observer, Manipulator,
RemoteOperator

Each positive elementary rule (permission granted) is defined as one row of the rbac.def
file. All other elementary rules are denied. The user with the corresponding rights can up-
load new definitions to the system or reset the definitions to the default factory state,
which are defined in the following tables.

Table 1:
Definition of roles

Definition of roles

AD Security Group - example

Administrator

AE-Administrators

VSA string - mandatory
Administrator

Leittechnik-Operator

AE-ControlOperators

ControlOperator

Schutztechnik-Operator

AE-ProtectionOperators

ProtectionOperator

Ubertragungstechnik-Operator

AE-TransmissionEquipmentOperators

TransmissionEquipmentOperator

USV-Operator

AE-UPSOperators

UPSOperator

PDV-Operator AE-PDVOperators PDVOperator
ZLT-Operator AE-BMSOperators BMSOperator
Dienstleister (extern) AE-Externs Extern
Beobachter AE-Observers Observer
Schaltpersonal (lokal) AE-Manipulators Manipulator
Netzleitstellen-Operator (Remote) AE-RemoteOperators RemoteOperator
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Table 2: Offline WinConfig access method actions-to-role default rights
VSA string - Online WinConfig actions rights - default
mandatory
trans- set_ne | set_service | set_emergenc | set_certificate
transfer_to
fer_from t s y_pwd s
Administrator yes yes yes yes yes yes
ControlOperator yes yes no yes yes no
ProtectionOpera-
tor yes yes no yes yes no
Transmission-
EquipmentOpera- yes yes no yes yes no
tor
UPSOperator yes yes no yes yes no
PDVOperator yes yes no yes yes no
BMSOperator yes yes no yes yes no
Extern no no no no no no
Observer no yes no no no no
Manipulator no yes no no no no
RemoteOperator no no yes no no no

Table 3:  Online WinConfig access method actions-to-role default rights, part 1.

A g andato O e ontig actio g dera
change_settings save_settings set_net set_services security_management

Administrator yes yes yes yes yes
ControlOperator yes yes no yes no
ProtectionOperator yes yes no yes no
TransmissionEquipment- no
Operator yes yes no yes

UPSOperator yes yes no yes no
PDVOperator yes yes no yes no
BMSOperator yes yes no yes no
Extern no no no no no
Observer no yes no no no
Manipulator no yes no no no
RemoteOperator no no yes no no
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Table 4:  Online WinConfig access method actions-to-role default rights, part 2.

VSA string - mandatory Online WinConfig actions rights - default
set_emergency _pwd set_certificates

Administrator yes yes
ControlOperator yes no
ProtectionOperator yes no
TransmissionEquipment-

Operator yes no
UPSOperator yes no
PDVOperator yes no
BMSOperator yes no
Extern no no
Observer no no
Manipulator no no
RemoteOperator no no

Table 5:  Shell menu access method actions-to-role default rights

O d 0dLo c - O O d O e, eld
shell_access | getlogs | set_net | set_services | security_management
Administrator yes yes yes yes yes
ControlOperator no yes no yes no
ProtectionOperator no yes no yes no
TransmissionEquipment- no
no yes no yes

Operator

UPSOperator no yes no yes no
PDVOperator no yes no yes no
BMSOperator no yes no yes no
Extern no no no no no
Observer no yes no no no
Manipulator no yes no no no
RemoteOperator no no yes no no

Table 6: Remote script-based upgrade access method actions-to-role default rights

VSA string - mandatory remote script-based upgrade - default

Administrator yes
ControlOperator no
ProtectionOperator no
TransmissionEquipment-

Operator no
UPSOperator no
PDVOperator no
BMSOperator no
Extern no
Observer no
Manipulator no
RemoteOperator yes

Table 7:  WebReg actions-to-role default rights, part 1.
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VSA string - man-

WebReg actions-to-role default rights

datory
Parameters | Parameters Panel - Panel- | Terminal | Terminal RGL RGL LOG uTC
read update watching | set key read update read update read read
Administrator yes yes yes yes yes yes yes yes yes yes
ControlOperator yes yes yes yes yes yes yes yes yes yes
Protection-
Operator yes yes yes yes yes yes yes yes yes yes
Transmission-
Equipment- yes yes yes yes yes yes yes yes yes yes
Operator
UPSOperator yes yes yes yes yes yes yes yes yes yes
PDVOperator yes yes yes yes yes yes yes yes yes yes
BMSOperator yes yes yes yes yes yes yes yes yes yes
Extern no no no no no no no no no no
Observer yes no yes no yes no yes no yes yes
Manipulator yes no yes no yes no yes no yes yes
RemoteOperator no no no no no no no no no no
Table 8: WebReg actions-to-role default rights, part 2.

VSA string - man-

WebReg actions-to-role default rights

datory

uTC Communication | Communication | Statistic | Simulation | Simulation | Simulation | Simulation | Simulation
update read update s read read start TapPos values monitor

Administrator yes yes yes yes yes yes yes yes yes
ControlOperator yes yes yes yes yes yes yes yes yes
ProtectionOperator | yes yes yes yes yes yes yes yes yes
Transmission-

Equipment- yes yes yes yes yes yes yes yes yes
Operator

UPSOperator yes yes yes yes yes yes yes yes yes
PDVOperator yes yes yes yes yes yes yes yes yes
BMSOperator yes yes yes yes yes yes yes yes yes
Extern no no no no no no no no no
Observer no yes no yes yes no no no yes
Manipulator no yes no yes yes no no no yes
RemoteOperator no no no no no no no no no
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Table 9:  WebReg actions-to-role default rights, part 3.
VSA string - man-

WebReg actions-to-role default rights

datory
1/0 map 1/0 map v‘:?:::s ‘:::::s Auto/man Auto/man Time Features | Features
read update read i read update update read update

Administrator yes yes yes yes yes yes yes yes yes
ControlOperator yes yes yes yes yes yes yes yes yes
ProtectionOperator yes yes yes yes yes yes yes yes yes
Transmission-
Equipment- yes yes yes yes yes yes yes yes yes
Operator
UPSOperator yes yes yes yes yes yes yes yes yes
PDVOperator yes yes yes yes yes yes yes yes yes
BMSOperator yes yes yes yes yes yes yes yes yes
Extern no no no no no no no no no
Observer yes no yes no yes no no yes no
Manipulator yes no yes no yes no no yes no
RemoteOperator no no no no no no no no no

Table 10: WebReg actions-to-role default rights, part 4.
VSA string - man-

WebReg actions-to-role default rights

datory
RAM RAM RAM Firmware UbDM
read backup restore update update
Administrator yes yes yes yes yes
ControlOperator yes yes yes yes yes
ProtectionOperator yes yes yes yes yes
Transmission-
Equipment- yes yes yes yes yes
Operator
UPSOperator yes yes yes yes yes
PDVOperator yes yes yes yes yes
BMSOperator yes yes yes yes yes
Extern no no no no no
Observer yes no no no no
Manipulator yes no no no no
RemoteOperator no no no no no
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4.3.2.2

Actions-to-role hardcoded rights in A-Eberle device

Online WinConfig transfers the actions-to-role rights valid for the actual user and connec-
tion session also into the connected A-Eberle device (RegSys). WinConfig translates the
RADIUS roles to the Regsys roles defined in external Rollenmatrix..... XLSM file. The external
file creates a bitmask named CLIUM corresponding to the roles in the Regsys device. The
hashtable with mapping of RBAC roles in the A-Eberle device to those of WinConfig can be
seen below. It is mandatory to keep the names of Regsys roles exactly as they are defined in
the hashtable. For more information see the A-Eberle device manual.

Regsys roles of A-Eberle device also include a special account of Panel-User intended to lo-
cal access using device panel. The account of Panel-User has no relations to the RADIUS

roles.

The A-Eberle device user rights are automatically switched to the default state when the
predefined inactivity timeout expired.

Table 11:

Definition of roles

Administrator

AE-Administrators

Administrator

Leittechnik-Operator

AE-ControlOperators

Leittechnik-Operatoren

Schutztechnik-Operator

AE-ProtectionOperators

Schutztechnik-Operator

Ubertragungstechnik-Operator

AE-TransmissionEquipmentOperators

Ubertragungstechnik-Operatoren

USV-Operator

AE-UPSOperators

USV-Operator

PDV-Operator

AE-PDVOperators

PDVOperator

ZLT-Operator

AE-BMSOperators

ZLT-Operator

Dienstleister (extern)

AE-Externs

Dienstleister

Beobachter

AE-Observers

Beobachter

Schaltpersonal (lokal)

AE-Manipulators

Schaltpersonal

Netzleitstellen-Operator (Remote)

AE-RemoteOperators

Netzleitstellen-Operator

Panel-User 1

Regsys role only for local panel user
1

Panel-User 2-5

Regsys role only for local panel user
2-5

4.3.2.3

Windows Server R2 2008 and 2016 configuration step-by-step

Configuration of Windows Server R2 2008 to work as RADIUS server is used as implementa-
tion example. Configuration of Windows Server 2016 is similar; the same dialog boxes are
used. The RADIUS server is called Network Policy Server in Windows. Configuration can be
done in the Server Manager:

Roles->Network Policy And Access Services -> NPS in the Windows Server 2008,

Tools-> Network Policy Server in the Windows Server 2016.

S Add groups to the Active Directory according to the Roles and rights definition.
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- Active Directory Users and Computers

File  Action View Help
e | = - - T = == =
s 204 e | RERRERERESN 7 Nl - el =S
i Active Directory Users and Computers [ ocal] Mame | Tvpe
_| Saved Queries 52, AE-administrators Security Group - Global
= &4 ) Jocal EE,P.E—BMSOperatDrs Security Group - Global
| Buiiltin EE‘AE-CDntrDIOperaturs Security Group - Global
- Cumpute.rs ] ] :-E,P.E-Externs Security Graup - Global
—— defaulltMlgratlulll'uCDntanerSD EE‘AE-Manipulatu:urs Security Group - Global
= l[:umtaln;:antr.tn Er.s - EE,AE-PD'I.I'OperatDrs Security Group - Global
+ oreignSecurityPrincipals
- 5 Y a EE‘AE—PrutectiDnOperatDrs Security Group - Global
| LostandFound )
= ) 33 AE-RemoteOperators Security Group - Global
o | Microsoft Exchange Securicy Groups =
—c= ) B2 AE-TransmissionEquipmentOperators  Security Group - Global
= 2] MyBusiness -
37 Computers EEJ.C'.E-LIPSOperatDrs Security Group - Global
= Distribution Groups EEJAE-LIsers Security Group - Global
Figure 6: Adding groups

2 Add domain users to one or more created groups.

% There is some guide how to work with AD groups and users in this document:

http://pc-addicts.com/create-ad-users-groups-server-2016/

2 Install RADIUS to the Windows Domain Controller (add NPS to the server roles via Serv-

er Manager).

]

¢ Roles

Active Direckory Certificate Services
" Active Directory Domain Services
iﬂ- DHCP Server

=

00 HHBHH

"'n MPS [Local)
= || RADIUS Clients and Servers

o RADIUS Clients

J:___EI Femate RADIUS Server Groups
=[ Palicies

% Add all TK cards (IP addresses) to the RADIUS clients group:
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RADIUS Clients

g' RaADIUS clients allow you bo specify the network, access servers, that provide access bo vour netwaork,

Friendly Hame | IP Address I Device Manufacturerl N.&F‘-Eapablel Status

= 1011035 RaDIUS Standard Mo Enabled
j TE. 10110180 RADIUS Standard Mo Enabled
SRS 10110181 RADIUS Standard Mo Enabled
o TEZ 10.1.10.182  RADIUS Standard Mo Enabled
| 1011032 RaDIUS Standard Mo Enabled

Figure 7:  Adding TK cards

% It is necessary to define the “shared secret” password for each client. It could be
the same for all clients. This shared secret has to be set in the card using WinCon-

fig:

Settings |

¥ Enable thiz BADIUS client

Friendly name:
|TKA

Address [IP or DMS]:
10110181 Y. |

Specify RADIUS Standard for most BADIUS clients, or select the RADIUS client vendar
fromn the list.

Wendor name: RADIUS Standard j

Tao manually type a shared secret, click Manual. To automatically generate a shared secret,
click Generate. You muzt configure the BADIUS client with the same shared secret entered
here, Shared secrets are case-zensitive,

& Manual " Generate
Shared zecret: Ioooooooo
Canfirm shared zecret; quuu

[" Access-Fequest messages must contain the Message-Authenticator attribute

[~ RaDIUS cliert iz MAP-capable

(0] 4 I Cancel Apply

Figure 8: Shared secret

2 Configure Network Policies and VSAs.

% The Network Policy has to be set for each Active Directory user group added at
first step. The Server Manager is used for Network Policy:

Page 22



a-eberle )A

MNetwork Policies

NOTICE:

Figure 9:  Network policies

* Metwork policies allow you to dezsignate who is autharized to connect to the netwark and the circumstances under which they can

Paolicy M ame | Statuz | Proceszing EIru:Ierl Accezs Tupe | Source

_ﬁ.-‘-‘-.E-.-‘l'-.dministratDr Secure Wired [Ethernet] Connections Enabled 1 Grant Acces: Ungpecified
js.-'-‘«E-Euntn:ulEl perator Secure Wired [Ethermet] Connections Enabled 2 Grant Access  Unspecified
_ﬁ.-’-‘-.E-F'ru::teu:tiu:unD perator Secure Wired [Ethemet) Connections Enabled 3 Grant Access  Ungpecified
jf.-’-‘-.E-Transmissiu:unE quipment] peratar Secure *Wired [Ethernet] Connecti...  Enabled 4 Grant Access  Unspecified
_ﬁ.-‘-‘xE-LIF'SDperatu:ur Secure Wired [Ethernet] Connections Enabled & Grant Access Unspecified
jf.-‘-‘-.E-F'DVD perator Secure wired [Ethemet) Connections Enabled E& Grant Access  Ungpecified
jf.-‘l'-.E-BMSDperatDr Secure Wired [Ethermet) Connections Enabled 7 Grant Accesz  Unspecified
jf.-'-‘-.E-Manipulatur Secure Wired [Ethemet] Connections Enabled & Grant Access  Unzpecified
js.-'l'«E-Llser Secure Wired [Ethernet] Connections Enabled 19 Grant Access  Unspecified
jf.-’-'-.E-E wtern Secure Wired [Ethemet] Connections Enabled 10 Grant Access  Ungpecified
jf.-‘l'-.E-HetheEl perator Secure Wired [Ethermet] Connections Enabled 11 Grant Access  Unspecified

Note that the policies will be resolved in the processing order, when
NPS finds the first policy with granted access, it uses it. So, the user
group assignment will resolve within the first policy and only this
corresponding VSA string will be returned to the requester (TK card).

% Each Network Policy has to be configured this way (standard):

Conditions - If the following conditions are met:

Condition | Walue

Jzer Groups  AISWAE-ControlOperators

Settings - Then the following zettings are applied:

Setting

| Yalue

Ignore User Dial-ln Properties
Access Permizzion

Authentication Method

MaP Erforcement

Update Moncompliant Clients
Yendor-S pecific
Framed-Protocal
Service-Type

True
Grant Access

Eutenzible Authentication Protocal Method  Microsoft: Secured password [EAP-MSCHAP v2)

EAP OR Unencrypted authentication [PAP. SP&P] OR Encryption authentication [CHAP] OR MS-CHAP +1 OR MS-C...

Allaw full netwark, access
True

Control0 perator

FPF

Frarmed

Figure 10: Network policy configuration
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% The Conditions — Authentication methods should be set for all policies like this:

AE-Manipulator Secure Wired (Ethernet) Connections Properties

"Overview | Conditions  Constraints | Settingsl

Configure the constraints for thiz netwaork, palicy.
It all constraintz are not matched by the connection request, network access is denied.

Conztraints:

Constraints

Allow access only to those clients that authenticate with the specified methods.

:'_b [dle Tirmeaut EAF types are negotiated between MPS and the client in the order in which they are
listed.

EAF Types:

=| Called Station 1D
= | sty |

133 Sezzion Timeout

= Diay and time restrictions

;T MAS Port Type ieivz Do

l |

Add. | Edi Femave |

Less zecure authentication methods:
¥ Microzoft Enciypted Suthentication version 2 [M5-CH&P-»2)
[ User can change password after it has expired
V¥ Microzoft Encrypted Authentication [M5-CHAP]
¥ User can change password after it has expired
¥ Encrypted authentication [CHAP)
¥ Unencrpted authentication [PAP, SPAF]
[ allow clients to connect without negotiating an authentication method
[~ Perform machine health check anly

0k I Cancel Apply

Figure 11: Authentication methods

% The Vendor-Specific attribute has be set to the desired mandatory value accord-
ing to the Active Directory user group:
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AE-ControlOperator Secure Wired {(Ethernet) Connections Properties

.Dverviewl Ennditiunsl Constraints  Settings |

Configure the zettings for thiz network, policy.
If conditions and constraintzs match the connection request and the policy grantz access, settings are applied.

Settings:
BADIUS Attributes T send additional attributes to RADIUS clients, select aVend
@. Standard then click Edit. If pou do not configure an attibute, it s not ser
— wour RADIUS client documnentation for required attributes.
Yendor Specific
M etwork Acceszs Protechion
&P Enf t
b reresmen Attribtes:
jBd Extended State M arne | werdar | walue
R outing and Remote Access Wendor-5 pecific RADIIS Standard  Cantrald perator
sty Multiink. and Bandwidth
Allocation Protocol [BAP)
T P Filters
% E nerpption
w#y IP Settings
Add... Edit.. Eemowve

Figure 12: Vendor specific attributes

% This Vendor-Specific attribute should be set by the following way (Vendor Code
value doesn’t matter):
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Attribute Information [ || ¥endor-Specific Attribute Information x|

Aftribute name:
endor-Specific

Aftribute number:

Attribute format:
OctetString

Attribute values:

Yendor I Walue

Wendor Code: 5876  Contral0 perataor

Remowe

Fowve Up |
Iove Down |

Cancel

Attribute nanme:;
Wendar S pecific

Specify network access server vendor,

 Select from list I RalIUS Standard

I

+ Enter Vendor Code: R

vendor zpecific attnbutes.
& ‘ez It conforms

€ Mo, It does not conform

| Configure Attribute. .. I

ok |

|

Specify whether the attribute conforms to the BADIUS BFC specification for

Cancel

d}d | L= =1 001§ [N}

Configure ¥SA& (RFC Compliant)

Wendor-azsigned attribute number:

f <

Attribute format:
I Shing j

Attribute value:

IEDntrUIDpelatol

[ ok |

Cancel

Figure 13: Vendor specific attribute setting
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4.3.2.4 RADIUS mode settings in WinConfig
% The RADIUS mode properties can be set in the Security page of online WinConfig:

Login mode: O Password ® RADIUS

RADIUS settings
D RADIUS address is same as AD

IP address 10.0.0.0 |
Port [1812 |
Secret |oo¢¢. |
Save H Reload |
Table 12: Radius mode settings

Setting Value

RADIUS address is the | The RADIUS server could be implemented
same as AD on the same PC as Active Directory server.

RADIUS IP address IP address of the RADIUS server (TK cards
have no DNS client implemented, so IP
address is mandatory)

Port TCP port of RADIUS server service
Secret Share secret configured for this TK card on
the server

Page 27



We take care of it.

4.3.3

433.1

Password mode

The embedded Admin account is used for authorization of actions in password mode. The
password of this account (so-called emergency password) is stored locally in the OS of the
card, but is periodically cached from the Active Directory (caching is done by system dae-
mon). The version of this password using the same method is also cached. This mechanism
allows to login to the card in the case when no RADIUS server is connectable. This version
of password is shown for a short period of time to the user on the connected REGSYS de-
vice display after reset of the TK card and system administrator could provide the right
password for this version.

The Admin account in password mode uses the same rights as Administrator role in Radius
mode.

It is necessary to modify the AD to provide the right information supporting this login
mode.

If the telecontrol board is switched to RADIUS mode and the RADIUS server is not available,
the board automatically switches to the Password mode after unsuccessful attempt to login
in RADIUS mode. However, the telecontrol board makes periodical attempts to connect the
RADIUS server. When the RADIUS server becomes available then the telecontrol board
switches back to RADIUS mode on background. So if the Password mode is desirable from
operating reasons, it is necessary to switch the board to password mode by using the Secu-
rity settings.

The user has the possibility to switch to the RADIUS mode on demand by using the Try to
switch to Radius button in the login dialog. If the RADIUS is still unavailable, the attempt has
no effect and the user can continue in the Password mode.

Login mode: Spare password mode
| Trytoswitchto RADIUS |

Username: | |

Password: | |

NOTICE:

The name of Password mode is user-definable with Spare password
mode as default. Both mode name and password can be changed in
the Security settings.

AD server and schema preparation step-by-step

New mandatory AD attributes:

It is mandatory to add two new attributes to the AD schema with the following common
names / display names:
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0 ae-WinConfig-AdminEmergencyPassword / aeWinConfigAdminEmergencyPassword

0 ae-WinConfig-AdminEmergencyPasswordVersion / aeWinConfigAdminEmergencyPass-
wordVersion

The recommended method how to add extend AD schema by Windows Server embedded
AD attributes editor is described here:

https://social.technet.microsoft.com/wiki/contents/articles/20319.how-to-create-a-
custom-attribute-in-active-directory.aspx

Create New Attribute Ed

! Create a Mew Attribute Object

— ldentification

Common Mame: Iae-WinEanig-.-'i‘-.dminE mergencyePazswaord

LOAP Display Name: IaeWinEn:nnfig.-‘-‘-.dminE mergencyPazswond

I hique #5000 Object |D: |1 BE873.16485.35293.1154 7353105925241

Dezcription: Iards emergency pazzword of Admin account

— Syntas and R ange

Sentax: I Unicade Sting j

b inirmLm: ||

b airnr: I

[T Muli*alued

k. I Cancel | Help |

Figure 14: Example how Administrator has to fill the unique OID property of each new attrib-
ute

The efficiency and fast way of generating the right I0D is described here:

https://gallery.technet.microsoft.com/scriptcenter/56b78004-40d0-41cf-b95e-
6e795b2e8a06

These two new parameters have to be mapped to the User class as described in the above
mentioned document.

To ensure the propagation of the new parameters to all desired AD obijects, it is recom-
mended to restart the Active Directory service or Windows.

AD user with mandatory display name:
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The following user has to exist in the Users group of the AD with this Display name
(it is recommended to create new user with this property. Good practice is to

leave Last and First Name empty and enter desired Display name to the Full

name):
Admin for A-Eberle cards
Admin for A-Eberle cards Properties E
Published Certificates I b embier Of I Pazzword R eplication I Dialk-in I Ohbject
Security | E revironment | Sezsionz | Remote control
Teminal Services Profile | COM+ | UNIX Atributes | Attribute Editor
General | Address I Account I Prafile I Telephones | Organization
: Adrmin for &-Eberle cards
e |
First name:; I I ritials: I
Lazt name: I
Dizplay name: I.-’-‘-.dmin far A-Eberle cards
Dezcription: I
Office: |

Telephone number: I Other... |

E-mail: ||

“Web page: I Other. ..

i

] I Cancel | Apply Hielp

Figure 15: Admin for A-Eberle cards

The Admin for A-Eberle cards Properties user object works as container for appropriate at-
tributes. The LDPAS client from the TK cards caches login attributes from this object. This is
also the place where to set the following attributes (this operation should be automated by
AD administrator):
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Admin for A-Eberle cards Properties

Published Certificates | b ember OF | Pazzword Replication | Dhial-ir I Ohject I
SecLirity I E nvironment Seszion: I Remate contral

" General I Address I Account I Frofile | Telephones I Crganization I

Terminal Services Prafile I CO+ I LIMIE Attributes Altribute E ditar

Aftributes:
Aftribute
accountE xpires [newver]
accounth ameHistory <not zety
aC5PalicyM ame <not setr
adrinCount <not zety
adrminll ezcription <not zety
adminCizplayt ame <not zetr
aeiinConfigddminE mergencyPassword zome_password
aeiinConfigddminE mergencyPasswordersion password_version
allowedstibutes mzEwchD elegateliste
allowedattributesk flective mzExchSupervizionl
alloveedChildClazses mz-het-ieee-30211-G
alloviedChildClazsesE ffective mz-het-ieee-30211-G
altR ecipient <hat set
altRecipientBL <hot set> -
o | _'*|_I

Edit | Filker |

| k. I Cancel Apply Help

It is mandatory to install appropriate server certificate on the AD server named exactly as
FQDN of the server to ensure right authorization using LDAPS.

@ Good practice is to use locally installed Certification Services, create certificate
request, issue the certificate and install it locally.

For  details please refer to  Microsoft documentation, for example:
https://gallery.technet.microsoft.com/Windows-Server-2016-Active-165e88d1.

Limitation of user names

@ Use letters (A ....Z, a....z) and/or numbers (0...9) in user names.

Avoid usage of special characters (non-letters). The only allowed special characters
are stated below.
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Allowed special characters: -

4333 Password mode settings in WinConfig

Login mode: ® Password () RADIUS

Password settings

Name of password mode [Spare password

Change password

Save Reload

Figure 17: Password mode setting, RBAC and other security settings

Page 32



a-eberle Zm.

Security

—Commaon settings
AD server [P address
LDAPS port
AD server FQDM
AD username FQDN

AD user password
CA cerificate

0.0.0.0

636

Login mode: @ Password O RADIUS

Password setting

Mame of passward mode Spare password

’ Change password

Save ” Reload ]

— RBACZ and CLIUM definitions

REBAC file: Mo file selected. [ Transfer REAC definition to card ]
’ Transfer RBAC definition from card ]
[ Reset REAC defirition ]
CLILM file: Mo file selected. [ Transfier CLIUM defirition to card ]

Transfer CLIUM definition from card

Reset CLILM definition

Pasgword for Panel uger
1:
Password for Panel user
2
Passwoard for Panel user
3
Pasgword for Panel uger
4:

Password for Panel user
g

Set

Set

Set

Set

Set

Figure 18: Password mode setting, RBAC and other security settings
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Table 13: AD server settings

AD server IP address

IP address of the AD server (TK cards have no DNS client implemented, so IP address
is mandatory)

LDAPS port

TCP port of LDAPS server service running on the AD server — usually 636

AD server FQDN

TK card uses LDAPS protocol to communicate with AD, in this case is mandatory to
know the FQDN name AD server. This name has to be the same as the name of the
certificate used for LDAPS

AD Username FQDN

Name of the AD user which has rights to read the cached ae... attributes (it is stored
encrypted locally with standard PAM security procedures). It is mandatory to use
FQDN user name. It is good practice to utilize the user created according to the
procedure described in chapter 4.3.3.1, because this user is owner of desired attrib-
utes and has surely access.

AD user password

Password of this user (it is stored encrypted locally with standard PAM security
procedures)

CA certificate

The certificate of the authority which issued the certificate for the LDAPS server

The login mode can be selected as Password or Radius, however the name of password
mode can be also user-defined. Default mode name is Spare password. Also the password

for this mode can be later changed using the Change password button.

4.4 Management of the RBAC definition files

There are 2 files with definitions of actions-to-role rights — WinConfig RBAC and CLIUM def-
inition files. The CLIUM definition file contains rules for A-Eberle device (RegSys), see

chapter 4.3.2.2.
The basic security behavior of CLIUM definition file:
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The security policies defined by the CLIUM file are active only when a user logged in the
online WinConfig.

The role of logged user is used to set the appropriate matrix of security policies (see
regulator documentation).

If a user logged out of the online WinConfig, then the RegSys security policies are re-
turned back to the default state after a defined timeout inside the RegSys. The padlock
symbol appears in the regulator display and no operations on the regulator are permit-
ted.

In the case of upload of a new CLIUM definition file to the regulator, it is necessary to
log out and login again in the online WinConfig to use the newly defined matrix of ef-
fective security policies.

The WinConfig RBAC definition file is described in the chapter 4.3.2.1. This file can be trans-
ferred to the card in the online and offline WinConfig modes. The action set_certificates is
used for authorizing the transfer.
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The RBAC definition file can be reset to the factory default state described in this documen-
tation. This operation is reserved for Administrator role only and is not present in RBAC
definitions to avoid deadlock in the case of corrupted RBAC file in the card.

Certificates and RBAC

Transfer of files
Ail certificate and key files are expected in PEM format.

Certificate file: Browse...

Key file: Browse...

| Submit certificates |

RBAC file: Browse. ..
| Submit RBAC definition |
| Reset RBAC definition |
CLIUM file: Browse. ..

| Submit CLIUM definition |

| Reset CLIUM definition |

Authorization - password mode

Password: |.G...G.. |

| Use last login values | | Forget login values |
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4.5

Certificates and RBAC

Transfer of files

All certificate and key files are expected in PEM format

Ceriificate file:
Browse...
Key file:
Browse...
Transfer cerificates to card
RBAC file:
Browse...
Transfer RBAC definition to card | Reset RBAC definition
CLIUM file:
Browse...
Transfer CLIUM definition to card || Reset CLIUM definition
Authorization - standard mode
User name: [Admin |
Password: | |
| Use last login values | | Forget login values |
Cperation
Progress: [0%
Status:
Activity:

Figure 19: Offline WinConfig management of RBAC definition files

Management of security certificates

Work with certificates is subject to Public Key Infrastructure (PKI). The certificate is issued
by certification authority after obtaining the certificate request. Such certificate can be used
e.g. for encrypting of HTTPS as described in the column 1) below.

According to the PKl rules, a new certificate is necessary in the case, when:

0  The original certificate validity expired.
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The certificate has been revoked either by certification authority (suspicion of unau-
thorized use etc.) or by certificate owner request (disclosure of private key etc.).

4.5.1 Security certificates in TK28-4, TK28-6 and TK102 telecontrol boards
1) The certificate used for encrypting of HTTPS communication in online and offline
WinConfig:

This certificate with key is pre-installed and supplied with the WinConfig system on
boards. The certificate is issued for the purpose of WinConfig for regped.tele-data.de
with the validity till 2050. A user can replace the certificate with his own pair of certifi-
cate/private key using the offline WinConfig after detection and board selection using
the Submit certificates option.

2) The CA certificate for verification of encrypted communication using LDAPS proto-
col:

This certificate is necessary for the automatic change of the emergency password from
the Active Directory storage. All certificates, of certification authorities obtained in the
end of 2017 from Windows™ system, are supplied with the WinConfig system on the
boards. These certificates can be replaced by other CA certificates using the User man-
agement option in online WinConfig.

4.6 Functionality concepts

The password login mode applies if the RADIUS server is not available.
This appears in the following situation:

There was an unsuccessful login in the RADIUS mode because the RADIUS server is not
accessible. The telecontrol board automatically switches to the password mode.

To get the right information about the login mode in such case, a user has to do the follow-
ing:
2 Online mode: Make a new login attempt.

% The PASSWORD mode appears after browser refresh.
2 Offline mode: A new detection has to be done after unsuccessful login to refresh the

card login mode information.

U Password mode appears after the detection.

< Serial console

% Password mode appears after unsuccessful login to RADIUS.
2 SSH console
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% The same behaviour as serial console but login mode information is not visible
to the user.

Unsuccessful login in RADIUS mode can also appear in the situation when a user forgot his
password or the RADIUS settings is accidentally damaged in the telecontrol board. The fol-
lowing steps can be done in such situation:

< Disconnect the board from network.

& RADIUS becomes inaccessible.

2 Connect the board locally using notebook.

< Follow one of the scenarios above.

NOTICE:

Note: In such case the board is switched to the PASSWORD mode
only temporarily and the board software makes periodical attempts
with 1 hour period to connect to the RADIUS server again. So the
board will be switched to RADIUS mode automatically if a user logs
off and RADIUS server becomes available.

The factory delivery includes a default password which is strongly recommended to be
changed at the end of the SAT.

The emergency password is set by the online WinConfig web server or by the central Active
Directory.

The emergency password can be also set by the offline WinConfig in the case when the RA-
DIUS is not available and the password was not previously changed by the online
WinConfig, so the user is not forced to use the online WinConfig for the first time. The
HTTPS access is used for the transfer of the new password to the card to keep a secure
transfer of the important data.

Basic assumptions:
1) Functionality of the WinConfig offline:

— The WinConfig offline could be started according to the standard Windows rules.

— The work with settings and card detection could be performed by everyone who
has the according rights to the connected PC.

— These actions will be preauthenticated after the card selection: transfer data
from/to card, services settings and IP settings.

— The preauthentication will be made by the connected online WinConfig web server
according to the card settings — using the RADIUS or emergency online WinConfig
account. User of the offline WinConfig will be informed which credentials to use
(offline WinConfig will obtain this info during detect process, the same way as oth-
er services information).

— The user has to set the emergency password if it is not set yet and the RADIUS is
not used.
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2) The card initially contains only the RADIUS client without the RADIUS server con-
nection information (IP address etc.). There is an initial online WinConfig web
access account contained in the card (Admin/teledata) and the user will be allowed
only to change the initial password of this login to the emergency one (the program
will apply rules to that). The term "emergency password" means the password of
the standard Admin account of the online WinConfig web server. This Admin ac-
count with the emergency login will work only after the factory default online
WinConfig web access password change to emergency one.

3) The emergency password could be set by using the online or offline WinConfig
within the first login. This operation will recreate the Admin account in the online
WinConfig web server with emergency password. User will set the RADIUS connec-
tion information in the online WinConfig.

4) The emergency password is cached from the AD in the case the AD server is visible
on the LAN. This method has priority over the local assignment method.

5) Unsuccessfully login tries are logged to MicroSD and to the remote SYSLOG server.

Basic scenarios on REG-P (TK28-4), REG-PE (TK28-6) and REG-PED’V (TK102) telecontrol
boards:

1) End-user will access A-Eberle device equipped with the above mentioned telecon-
trol boards locally (WinConfig online method) for the first time and RADIUS is not
available.

2) End-user will access A-Eberle device equipped with the above mentioned telecon-
trol boards locally (WinConfig online method) for the next times and RADIUS is
available.

3) End-user will access A-Eberle device equipped with the above mentioned telecon-
trol boards locally (WinConfig online method) for the next times and RADIUS is not
available.

4) End-user will access A-Eberle device equipped with the above mentioned telecon-
trol boards remotely (WinConfig offline method) for the card which uses RADIUS
authentication.

5) End-user will use A-Eberle device equipped with the above mentioned telecontrol
boards remotely (WinConfig offline method) for the first time for the card without
RADIUS authentication.

6) End-user will use A-Eberle device equipped with the above mentioned telecontrol
boards remotely (WinConfig offline method) for the next time for the card without
RADIUS authentication

Scenarios 2,3,4,6 could be used after 1 or 5 (end-user have to initiate authentication on the
cards).
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Access request

NO
Does connected

A-Eberle device

iiea DANDINIC D

O

Authenticated by embedded Role Ac-
cess Security Control using RADIUS

© :

First time authen- NO

tication ?

©,

Forced to change the emergency pass-
word using a special initial online
WinConfig web page

according to the defined rules

Authenticated by embedded Role
Access Security Control using Ad-
min account credentials

Figure 20: Online WinConfig access method — first/next authentication
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Does connected A-
Eberle device use

RADIUS ?

®

Preauthenticated by embedded Role

y

Access Security Control using RADIUS
credentials

O

A 4

First time authen- NO

tication ?

Forced to change the emergency pass-
word via HTTPS according to the defined
rules

Preauthenticated by embedded Role
Access Security Control using Admin
account credentials

Figure 21: Offline WinConfig access method — first/next time authentication
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5. Security in REG-PE and REG-PED telecontrol boards
models TK8xx

5.1 User access methods and protocols summary

WinConfig online (web access)

Internet browser client (like Internet Explorer) connects the web server embedded
in the Linux OS inside the card.

Protocol HTTPS with direct authorization is used.
WinConfig console/shell menu (terminal access)

Terminal client (like PUTTY) connects the SSH server embedded in the Linux OS in-
side the card.

Protocol SSH with direct authorization is used
WinConfig offline (web access and transfer access)

Internet browser client connects the remote client-side proprietary web server
(part of the WinConfig offline). A specialized server parts communicate with the
card. It is recommended to use Internet Explorer as other browsers can have prob-
lems with displaying the web server pages.

Data transfers use protocol HTTPS with direct authorization.

Network scan (broadcast functions) and system parameterization use UDP with
HTTPS preauthorization.

5.2 Roles in TK8xx telecontrol boards

Security system in telecontrol boards TK8xx uses two roles — Administrator and User. Ad-
ministrator and User roles use rights as defined for Administrator and Observer in RBAC
definitions. Default user is Admin/teledata and belongs to Administrator role.

Management of users can be done via online Winconfig, page User Management (Security)
invoked by button with padlock symbol.
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5.3

I Row count:1

* Currently used account

RBAC and CLIUM definitions

RBAC file:

Browse. ..

I Transfer RBAC definition to card

I

Reset RBAC definition

|
’ Transfer RBAC definition from card ]
|

Figure 1: User management in the boards TK8xx (TK860)

Login modes

= User management
BRFER 9
== ‘ I Save “ Reload “ Add user

User name|| User group ||User enabled| Modify Delete

Admin® Administrators| 1 I Modify H Delete J

The TK8xx boards doesn’t support RADIUS mode, there is only the Password mode imple-
mented. The logged user has rights according to the current role.

.

Windows Security

EN)

’User name ]

’ Password ]

Remember my credentials

The server 10.1.10.195 is asking for your user name and password, The
server reports that it is from GoAhead,

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure,

[ ok || cance |

4

Figure 1:

Login example for boards TK8xx in http mode
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6.1

6.1.1
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Example of login dialog in http mode.

e b

7 GS0onREG-PE

\</ Comserver for thxx

(=]
X

User management

=

=]

| Save || Reload ‘ ‘ Add user | Row count:1

User name|| User group ||User enabled|| Modify Delete

A% comserver

Admin® Administrators 1 | Modify ‘ ‘ Delete ‘
,‘-‘:" Supervisory Currently used account

RBAC and CLIUM definitions

RBAC file: Browse...

| Transfer RBAC definition to card ‘

| Transfer RBAC definition from card ‘

| Reset RBAC definition ‘

WinConfig REG-P / REG-PE / REG-PED / REG-PED*Y

WinConfig Software introduction

WinConfig is software for managing of firmware and communication protocol settings of
telecontrol boards and modules placed into A-Eberle device racks. WinConfig consists of of-
fline and online parts.

Offline and online WinConfig

Offline WinConfig is a web-based program for the creation and management of files con-
taining protocol settings, for two-way transfer of settings and firmware from a user PC to
REG-P / REG-PE / REG-PED / REG-PEDSV boards and modules, and for identification of REG-
P / REG-PE / REG-PED / REG-PEDSV devices connected to the network. Additionally, offline
WinConfig can be used also for configuration of network and security parameters of con-
nected telecontrol board.

Offline WinConfig splits into two main parts: the local web server and the local Web site
with application libraries. WinConfig launches a local web server and a default web browser
on your PC.

Settings may be prepared, stored and retrieved for various configurations without a direct
link to the telecontrol board. Settings are saved in .xml file types.

Online Winconfig is also transferred to the telecontrol board together with settings and
communication firmware. This software provides management of communication protocol
settings and system functions focused to the management of telecontrol board system
software, user management etc. with high level of security.

Telecontrol boards REG-P type TK400 are not equipped with online WinConfig. Such boards
have to be equipped with COM-Server to identify itself within the network. COM-Server is
part of all IEC101, IEC103 protocols installed as firmware and accessible by the offline Win-
Config. COM-Server cannot work in TK519 and TK509 REG-P types without Ethernet
connection.
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Should one of the expressions used in this document be unclear to you, you may refer to
the glossary at the end of this document for an explanation of it. Otherwise please feel free
to contact us with your technical questions at this email address: info@a-eberle.de.

Offline WinConfig software solution

Offline WinConfig program equipment consists of web server Mohican equipped with ac-
tive pages for GUI and libraries developed in C# .NET software development environment
for communication with telecontrol boards, file services and additional auxiliary functions.

Offline WinConfig prepares settings for REG-P / REG-PE / REG-PED with IEC101, IEC103,
IEC104, DNP3 and Modbus protocols and COM-Server on a local host (local web server) and
stores them in a standard file format - .XML file. The settings file can then be transferred via
HTTPS to board flash memory in the case of REG-P / REG-PE / REG-PED / REG-PEDSV board
type’s models TK8xx, TK28x and TK102. WinConfig creates binary data files in Intel HEX
format and transfers them into the board memory in the case of REG-P boards model
TK400, TK509, TK519. Serial transfer via A-Eberle device or Ethernet transfer can be used
according to the REG-P type. Firmware is always transferred together with settings, Win-
Config use the latest firmware, which is part of its package.

Offline WinConfig processes, resources and security

There is only one Windows process called WinConfig.exe covering the entire functionality,
internally realized as in-process components. The security behaviour of this process (access
right, integrity, etc.) has to be set via standard Microsoft Windows methods depending on
the host environment. The resources (free space on disk, usage of RAM, TCP/UDP connec-
tions) management is based on standard Windows and .NET methods.

Offline WinConfig - Mohican server TCP port management and logging

The default TCP port used by Mohican web server is port 8080. To avoid conflict in the case
when this port is occupied, WinConfig always tests whether TCP port 8080 is free. If not,
then WinConfig tries to increment the port number and finds the first free port. Such port
number is written in the WinConfig configuration file and this number is consequently used
for the WinConfig operation. The described test is performed always when WinConfig is
launched.

The WinConfig software creates two log files:

The log files created by C# libraries

These files are created in the WinConfig installation folder and are named according to the
format YYYY.MM.DD.WinConfig.log, where YYYY.MM.DD is date of the log file creation. The
maximum depth of the log files is 10 days; older files are deleted when WinConfig is
launched.

The log files created by Mohican web server

The logging created by Mohican web server is switched off by default. The logging can be
switched on by editing the following line in the Mohican.conf configuration file placed in
the WinConfig installation folder:

<Logging state="off">../log/httpserver.log</Logging>
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To switch the logging on, change the Logging state option to "on". The option allows also
setting of the log file name and folder. In the above stated example, the log file name is
httpserver.log and will be created in the /log subfolder of the WinConfig installation folder.

Remark:

Due to security reasons the embedded WEBserver always restricts multiple logins to online
WinConfig and also login conflicts between online and offline WinConfig (data transfers). So
it is good practice to ensure that there is nobody logged in the online WinConfig when the
board is managed by offline WinConfig as an access conflict may appear in such cases.
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Online WinConfig software solution

The software of the telecontrol board’s type TK28x and TK102 is based on Embedded Linux
operation system assembled for the appropriate hardware. The functionality of online
WinConfig is ensured by configuration of Linux system parts - services and components
(daemons) completed by processes ensuring the WinConfig functions.

The security behaviour of online WinConfig covering access rights, integrity, etc. is set via
Linux settings and parameters and by implementation of Role Based Access Control (RBAC).

The resources (free space on flash, usage of RAM, TCP/UDP connections) management is
based on standard Linux configurations, which are optimized as needed (e.g. behaviour of
TCP connections).

RBAC access rules ensure only authorized access the telecontrol board system in offline and
online WinConfig. Only authorized personnel can login, change parameters and properties
of the system. Unauthorized access is excluded and high level of security is guaranteed.

WinConfig also checks user inputs for correctness and completeness and thus possibility of
invalid user input is excluded. However, a special care should be taken and deep knowledge
is necessary when changing important system parameters as careless change can cause un-
expected malfunctions.

Online WinConfig processes and daemons

System processes completing the Linux operational system by WinConfig functionality:
goahead - online WinConfig web server with modifications for WebREG,
prp_pcap_tap_userspace — management of PRP redundancy network,
txrx_ledd - daemon for management of LED diodes for indication of serial ports activity,

udpsrv - UDP daemon for management of communication with offline WinConfig and
Reg-P-Loader,

dropbear - SSH server (version 2015.71),

regploader - for TK28-8 board type only, communication with REG-P-Loader (Windows
based program),

regsysupgrader — software for communication with regulator for transfer of firmware
and UDM files,

viaregsysloader — for TK28-4 board type only, transfer of communication protocol set-
tings using RegSys device with bootloader software,

/bin/sh — various scripts for support of WinConfig functionality.

TLS version 1.2
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Table 14: Protocol-based daemons and their usage

cso DNP3 IEC101 ‘ IEC104 IEC61850

ser2net yes yes yes yes yes
dnp3xreg - yes - - -
regx101 - - yes - -
iec104 - - - yes -
regx850 - - - yes
regxsv - - - - yes
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6.1.4 Logging in TK28x and TK102 telecontrol boards

There are several different parts of telecontrol board software that make logging inde-
pendently — system parts of software, WebReg and application firmware. The application
logging setting can be found in the supervisory part of the protocol settings.

Table 15: Logging in TK28x and TK102 - system
Logging in TK28x and TK102 - system
Logger (logread)to | 5 v oG MicroSD - Linux )
Target - format RAM — Linux like . . Linux console - text
) server - syslog like log text file
text file
WinConfig part / where to set hardcoded setin °””f’e web setin onI/.n e web hardcoded
(Supervisory) (Supervisory)

WinConfig system scripts yes no no yes
System login/logout (ssh, con- yes
sole, online WinConfig web yes yes no
server)
REG-P-LOADER (TK28-8 CSO yes

o yes yes no
application remote loader)
PTP operations no yes yes no
Upgrade of firmware/settings yes yes yes yes
REGSYS upgrade (A-Eberle yes
device firmware or UDM up- yes yes yes
grade)
Security operations  (RBAC, no os yes no
CLIUM, CERTIFICATE, RADIUS) y
Change of settings no yes yes no
Change of network parameters no yes yes no
CPU and memory thresholds no yes yes no
Viaregsysloader (TK28-4 tele-
control board settings upload no no no yes
via A-Eberle device)
WebREG no yes yes no
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Table 16: Logging in TK28x and TK102 — protocol applica-
tions, WebREG

logger (logread) to
, . UDP SYSLOG .
target - format RAM - Linux like log Raw TCP - text Linux console - text
, server - syslog
text file
set in online web UEITEELS Lt
WinConfig part / where to set hardcoded . croSD with FAT32 hardcoded
(Security GUI) "
partition present
protocol applications no Some* no all (excl. CSO)

* all applications excluding IEC104 and DNP3
Notes to logging:
control boards use ramdisk for application operation, so local logs disappear

after reboot. Local log file can be read using the shell user menu or using
logread command.

@ 1) Logger (local logging) represents standard Linux logging to text file. The tele-

2) The system and WebReg syslog works in the case when the IP setting of Sys-
log Server is not 0.0.0.0 or empty in the online WinConfig.

3) The unsuccessful login attempt is logged locally in any case and logged in the
syslog when the IP setting of the Syslog Server is not 0.0.0.0 or empty in the
online WinConfig.

4) The unsuccessful login attempt is logged to the microSD if it is present. The
log has the form of permanent log file, which could be read using the shell us-
er menu or via cat or other commands. It can be also read externally in
Windows.

5) All log files are organized as round buffer and read as FIFO (listing shows the
oldest as uppermost on the screen).

6.1.4.1 Storage of log files in MicroSD

The TK28x and TK102 telecontrol boards can be equipped with microSD memory card for
the purpose of local storage of log files.

The board system allows also first system initialization using MicroSD. The MicroSD can be
equipped with boot partition and Linux partition for such purpose. The logging software of
online WinConfig at first checks the MicroSD for presence of partitions. The following situa-
tions can appear:

If there is no partition present in the MicroSD, the logging software tries to create the
logging partition.

If there is one partition present, the logging software tries to use it for the logging pur-
poses.
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If there are two partitions present, the logging software tries to create a third partition
for the logging purposes.

If there are three or more partitions present, the logging software tries to use the third
partition the logging purposes.

All successful or unsuccessful attempts are logged to syslog server.

The log records are stored in log files with fixed capacity and automatic way of creation.

If the logging file is full, the logging software stores it with actual date and starts logging to
a new file.

If the logging partition is almost full, a warning message is sent to the syslog server. The
threshold can be set in Supervisory settings in online WinConfig using the E] icon.
If the entire logging partition is full then the oldest log file is deleted.
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6.1.4.2 Logging settings in online WinConfig

The logging settings are available in the Supervisory settings in online WinConfig using the

E] icon. Logging settings are available for Syslog and CD card logging. Default values of log-
ging options are set to the most common values.

Table 17: Supervisory settings in online WinConfig

Setting \ Format \ Range Default Description

IP address of IP ad- 4x 0 to 255 0.0.0.0 IP address of remote syslog

Syslog dress

Syslog port 0to 65535 514 Port of remote syslog

Login/logout checkboxes checked Logging of login/logout to
Syslog and/or SD card

PTP checkboxes checked Logging of PTP operations to
Syslog and/or SD card

Change of firm- checkboxes checked Logging of firm-

ware/parameters ware/parameters change to
Syslog and/or SD card

Change of REGSYS checkboxes checked Logging of upgrade REGSYS

firmware firmware to Syslog and/or SD
card

Security (RBAC, checkboxes checked Logging of security operations

CLIUM, CERTIFI- (RBAC, CLIUM, CERTIFICATE,

CATE, RADIUS) RADIUS) to Syslog and/or SD
card

Change of param- checkboxes checked Logging of change of parame-

eters ters to Syslog and/or SD card

Change of net- checkboxes checked Logging of change of network

work parameters parameters to Syslog and/or
SD card

Threshold values checkboxes checked Logging of Threshold values

for CPU, memory for CPU, memory and disk to

and disk Syslog and/or SD card

Webreg checkboxes checked Logging of Webreg to Syslog
and/or SD card

Log temperature checkboxes checked Logging of temperature

measurement measurement to Syslog
and/or SD card

Log memory of checkboxes checked Logging memory of processes

processes to Syslog and/or SD card

Inactivity timeout | [s] 30 to 7200 180 Console inactivity timeout

settings:

Console timeout

Inactivity timeout | [min] 5to0 120 30 Web inactivity timeout

settings:

Web timeout
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Setting \ Format \ Range Default Description
Inactivity timeout | [s] 60 to 7200 300 RADIUS period
settings:
RADIUS period
Setting of thresh- | [s] 30to 1800 60 Period of thresholds check
olds:
Period
Setting of thresh- | [%] 50to 99 90 CPU threshold
old values:
Threshold value
for CPU
Setting of thresh- | [%] 50to 99 90 Memory threshold
old values:
Threshold value
for memory
SD Card settings: [MB] 1 to 3000 1 Capacity of log file
Size of log file
SD Card settings: [days] 1to 30 30 Log saving limit
Limit for Log sav-
ing
SD Card settings: [%] 50 to 99 90 Limit of used space for warn-
Limit of used ing
space
SNMP: Activate at checkbox checked SNMP activation at startup
startup
Port 0to 65535 161 Port of SNMP client
User Textbox 8-32 Identification of user
Authentication 8to 32 charac- | SHA Authentication key
key ters Encryption method
Listbox (MD5,
SHA)
Encryption key 8to 32 charac- | AES Encryption key
ters Encryption method
Listbox (DES,
AES)

NOTICE:

Notes:

The CPU load in Linux system is calculated as a usage of processor by
processes. This value is recalculated to one processor core in Win-
Config. The value includes active processes and also processes
waiting in a queue so value over 100% can also appear and repre-
sents valid number.
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For more information concerning the thresholds in Linux system see the following refer-
ences:

https://www.tecmint.com/understand-linux-load-averages-and-monitor-performance/

http://www.brendangregg.com/blog/2017-08-08/linux-load-averages.html
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Usage of SNMP:

The implementation of Simple Network Management Protocol (SNMP) supports version v3.
The available nodes and data are defined in an internal configuration file (snmpd.conf). The

data can be read (get) from the board e.g. using the Mib Browser tool.

The SNMP is disabled by default. Use online WinConfig to enable SNMP on the board and to
set user, encryption methods and keys. The changes are written internally to the configura-

tion file. Reset the board when required changes are done.
The available data can be read from the following MIB classes:

0 system from SNMPv2-MIB [.1.3.6.1.2.1.1]

0 interfaces from IF-MIB [.1.3.6.1.2.1.2]
For more information see e.g.

http://www.net-snmp.org/docs/man/snmpd.conf.html

Eﬂ SnmpParameterPanel

V3 Parameters
TargetHost |10.1.10.188 TargetPort 161
User Mame |User0001 Security Level | Auth Priv
Auth Protocol :SH-"\ v: Auth Password eeesssssss
Priv Protocol :CFB-AES—LZB v: Priv Passwaord (eeesssesss
Context Mame Engine IO

[ OK l [ Cancel l [ Apply

&

Figure 4:  Definition of SNMP connection parameters in the Mib Browser
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r
ManageEngine MibBrowser Free Tool | — = 52

File Edit View Operations Help

@&E%|%%%@ﬁ ﬁ@|ﬁ¥@|=|ﬂ@@| Morgoléurrg?;?bols

&% Loaded MibModules

- IANAIType-MIB Host 10.1.10.183 - Port 161 -
&% RFC1213-MB ) ) )
®-& IF-MIB Community |"uu | Write Community |
- SNMPv2-MIB Set Value -
E}--, internet Device T
=23 mamt HEE
=+ mib-2 Device Type Identified Not Available C Reload
-3 system r .
Suggested OIDs _None o
Object ID .is0,org.dod.internet. mgmt. mib-2.system. sysMName. 0 |
Sent GET requestto 10.1.10.183 . 161 i
Tele-Data TK28-4, Ramdisk version 7.3 (24.06.2019),
sysDescr.0 WinCo
¥ : nfig version 13.3.3, RegSys version REG-D: Version 2.29 v
om 16.04.19
@03 snmpv2 SentGE_T requestto 10.1.10.183 : 161 .
sysUpTime.0 17 hours, 29 minutes, 44 seconds.
Sent GET requestto 10.1.10.183 . 161
sysContact.0 Tele-Data
Sent GET requestto 10.1.10.183 . 161
sysName.0 TK28-4
Description | Multivar
Syntax DisplayString (SIZE (0 .. 255 )) Status current
Access read-write Reference
Index
Object ID L3.6.L211.5
@ E] Description "An administratively-assigned name for this managed node. By o~
Global View = convention, this is the node's fully-gualified domain name. If -

Figure 5:  Getting the SNMP data in the Mib Browser
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Supervisory

— Setting of Syslog a logging

Syslog port:

Login/Logout:

PTP:

Change of firmware/parameters:

Change of firmware for REGSYS:

Security (RBAC, CLIUM, CERTIFICATE, RADIUS )
Change of parameters:

Change of network parameters:

Threshold values for CPU, memory and disk:
Webreg:

Log temperature measurement

Log memory of processes

514

Syslog

IP adress of Syslog: 10.1.10.51

FOEOO0FEE RS =

SD card

OEEEEEEEEEEE

— Parameters of inactivity timeouts
Console timeout [s]:
Web timeout [min]:

Feriod of RADIUS server check [s]:

180
20
300

— Sefting of threshold values
Feriod [s]:
Threshold value for CPU [%]:

Threshold value for memaoary [3%]:

60
a0
o0

— S0 card parameters
Size of log file [MB]
Limit for log saving [days]:

Limit of used space [%]:

20
an

— SMMP setting
Activate at startup:
Port:
User:
Authentization key:

Encryption key:

161

SHA -

AES -

Save ] [ Reset

Figure 6:  Supervisory settings in online WinConfig
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6.2

REG-PEX Loader software

The REG-PEX loader (RPL) is a software tool for transfer of Linux Kernel and RAM disk into
the REG-PE(D) (TK8xx models only) and PQI-DA telecontrol boards equipped only with U-
Boot software. Such boards cannot cooperate directly with WinConfig. The RPL also allows
change of board IP settings and selection of kernel with/without the bonding feature.

The RPL is a low-level software tool and should be used by advanced users only.

The RPL software is contained in the WinConfig installation package and can be launched
from Transfer from PC page by the Run RPL button. The WinConfig also offers launch of RPL
in the case when no REG-PE(D) telecontrol board is detected.

REG-PEX Loader V3.2.2

Firmware update | Settings updake ]Terminal ]

Settings for REG-PE, REG-PED and PQI-DA REG-PE
| o.o0 .0 .0 {+ REG-PE connected

[ Metmask {First port): | o . o0 .0 ., 0
REG-PED {with two ports)

[T Gateway address: | o .0 .0 .0
™ REG-PED per First Ethernet connected

Settings only for REG-PED

r | "~ REG-PED pet second Ethernet connected
r |
POI-DA
I | " PQI-Df with REG-PEL connected
‘Your PC (host PC)
[~ IP address of wour PC: | o . o0 .0 ., 0

{* EDC-File " Rramdisk/Kernel-Files
v Update Ramdisk

| 4V _DevelopmentitargetiRPLYedc), v
v Update Kernel

Deactivate communication channels to increase the security of the device:

[~ FTFP [ Telmet [ ‘Web Server HTTP

Update

About... Settings ‘ Exit |

Figure 7:  The RPL window
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To transfer Linux Kernel and RAM disk into the REG-PE(x) follow these steps:

=

=

Connect the PARAM connector of REG-PE(x) board and your computer with the RS232
cable supplied with the A-Eberle device or with any serial null modem cable.

Connect your computer and the REG-PE(x) board by Ethernet cable. Some Ethernet
adapters do not switch to the correct mode automatically, so please use preferably a
crosslink patch cable.

Fill the IP address lines in RPL window.

Use the (...) button to browse the edc file placed in the WinConfig installation folders.
There are two edc files distributed in the WinConfig setup, the difference is in the ver-
sions of Kernel - with/without support of bonding. Select whatever of the two files as
bonding and related features can be set later using the Change of IP settings for REG-
PE(D) telecontrol boards WinConfig function.

Press the Update button.

% The update process can be seen in the RPL tab Terminal.

Communication with REG-P(E)(D)(SV) telecontrol board in
WinConfig 11

A higher level of security for data transfer and communication with REG-PE(D) telecontrol
board is used in WinConfig v.11. The online WinConfig (www pages placed in the board
memory) can be disabled in the Transfer settings from PC page in offline WinConfig or in
the REG-PE(D) board IP settings page in online WinConfig or in user menu.

The new firmware supports several functions as described below.

The following secured communication technologies are used in WinConfig 11:

SSH is used for remote access to console. This access is typically used for basic board
configuration. A SSH client (e.g. PUTTY) is necessary for this type of connection.

HTTPS (HTTP over SSL) together with SSL certificates is used for communication be-
tween off-line WinConfig and telecontrol board.
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NOTICE:

Note on HTTPS accounts functionality when upgrading/downgrading
from/to WinConfig 10

When user upgrades from WinConfig 10 to 11 using offline WinCon-
fig, one of the HTTPS accounts (username and password) from
version 10 (passwords coded by XOR, not by SHA2 hash) is used. The
accounts defined in the version 10 coded by XOR remain in the up-
graded version 11. The individual account is changed to the new
SHA2 coding version in the moment when user changes this account
in the WinConfig 11.

The file with SHA2 coded accounts remains in the telecontrol board
when downgrading from version 11 to version 10. Offline WinConfig
10 using XOR password coding will not work in such case. To solve
such situation, the user can change the accounts using FTP or serial
PARAM port or to delete the account file
/mnt/jffs2/config/webs_users.conf. When the file is deleted, the
default account will be used.

6.3.1 Rules for higher security

It is strongly recommended to switch off at least the online WinConfig and change
the factory default passwords to get highest security concerning data and software
stored in telecontrol board.

User should also disable all network services that are not necessary for the board
operation and management, namely SSH and HTTPS (WinConfig).

NOTICE: When creating a new user password, keep also in mind the basic
rules for secure passwords:

< Password should be at least 10 characters long

S Use at least one uppercase and at least one lowercase letters
(A..Z, a...2)

S Use at least one number (0...9)

S Use at least one special character @%,./!:;="~-_. Other char-
acters are not allowed.

For more information about secure and strong passwords we recommend the BSI
web pages in the Internet (https://www.bsi.bund.de/EN).
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Actions supported by firmware and their usage:

Restart of board

=
=

Prepare empty file named reboot and copy it in the /xload/new folder.

Wait approx. 20s for the automatic restart of board.

Installation of new XML settings and ICD file

=

O 0 0 0 o0

Prepare new settings file named settings.xm/ and copy it in the /xload/new folder.
Prepare new ICD file (if ICD change is required) and copy it to the folder.

Prepare empty file named move and copy it.

Wait approx. 20s for the automatic move and installation of the files.

Prepare empty file named reload and copy it.

Wait approx. 20s for the automatic reload of files transferred in the previous sequence.
Reload can be used if there was change in the supervisory parameters only. Otherwise

use restart, see item 1.

Installation of new certificates

=

=
=

O

Prepare device certificate in the cert.pem file and copy in the /xload/new folder. The
certificate has to be in the PEM format.

Prepare and copy also the key as key.pem file.

If required, prepare and copy also the intermediate certificates as intercert.pem file.
The certificates must be in PEM format and must be sorted starting with the certificate
to the highest level (root CA).

Alternatively, the CA certificate can also be copied as the cacert.pem file.

Prepare empty file named cert_move and copy it in the /xload/new folder.

Restart the board, see item 1.

SSH access (REG-PEx, TK102, TK28x)

SSH is used for remote access to console. The file transfer is encrypted and protected by
user login and password.

The remoteuser login can be used with the remoteuser password in the case of REG-PE(D)
telecontrol boards.

The access is driven by sequence of user menu that allow user to show and/or change the
board settings of to show logs of kernel, system and applications.

The menu sequence is modified according to the current user role and rights.
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Menu and meaning of individual items:

Main menu
Network menu
2 Go to menu for network setting and diagnostic

Services menu
2 Go to menu administration of network services (SSH/SFTP, HTTPS)

Log menu

2 Go to menu showing logs

Change terminal password

2 Change of SSH and SFTP passwords. Change is applied to the currently logged user. Pro-
gram asks for entering of old password and two times new password. Attention, a
change is applied immediately.

Change Spare password

> This option allows an additional possibility to change Spare password. The name Spare
password also reflects possible change of the mode name i.e. correct name appears in
this option if the name was changed.

HTTPS user’s management
> Go to administration of HTTPS users (off-line WinConfig)

Logout
2 Terminal logout

Reboot
S Restart telecontrol board

Recovery menu

2 Go to recovery mode. This menu item is shown only in the case of access via local serial
port. Another condition is that the board has to be prepared for the recovery mode (the
R key is pressed in the moment or recovery notification during the card restart).

Start root shell

> The root shell is determined only for administrators and is not available for remoteuser
and localuser.

Network menu

Ping ICMP
> The ICMP ping is determined for the diagnostic of network connection. The system asks

for counterparty IP. The ICMP echo-request packet is used. The user network interface is

determined by routing table.
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Ping ARP

2 The ARP ping is determined for the diagnostic of network connection within one subnet.
The system asks for counterparty IP and, if there are more network interfaces (TK885), it
asks also for the interface to be used. This ping usually passes through firewall. The ARP
protocol is not routed to other networks.

Show routing table

> Shows current routing table.

Show interfaces

2 Shows current list of network interfaces with parameters (IP address, mask, MAC ad-
dress and statistics of sent and received data).

Show saved network parameters (IP addresses, bonding)

> Shows network parameters (IP address, mask, gateway, state of bonding) saved in the
flash memory. These parameters will be used after board restart.

Set network parameters (IP addresses, bonding)

2 Setting of network parameters (IP address, mask, gateway, state of bonding) solved as

a series of questions and answers. Possible options of bonding parameters:

Disabled

PRP V1
Broadcast mode
Bridge with RSTP

A WDNR

Back

S Go to main menu.

Services menu
Services state
> Shows the state of SSH/SFTP and HTTPS services (enabled or disabled).

Enable SSH/SFTP
S Enables SSH/SFTP service. The change takes effect after board restart.

Disable SSH/SFTP
> Disables SSH/SFTP service. The change takes effect after board restart.

Enable WinConfig (https, network detect)
S Enables services necessary for the communication with off-line WinConfig. The change

takes effect after board restart.

Disable WinConfig (https, network detect)
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2 Disables services necessary for the communication with off-line WinConfig. The change

takes effect after board restart.

Enable WinConfig WWW pages
2 Enables WinConfig WWW pages.

Disable WinConfig WWW pages
2 Disables WinConfig WWW pages.

Back
< Go to main menu.

NOTICE:

Attention:

When both SSH/SFTP and HTTPS accesses are disabled, it is not pos-
sible to connect the board remotely. The local access via PARAM port
only is possible in such case.

Log menu
Application and system log

> Shows log with messages from system and from user applications.

Kernel log

> Shows log with messages from system kernel.

Back
< Go to main menu.

HTTPS user’s management menu
List users

> Shows list of user accounts for HTTPS service (users of off-line WinConfig).
Change user password
2 Changes user password. The service asks for old password and two times for the new

password.

% The change takes effect after board restart.
Add new user

S Adds a new user account. The service asks for new account name and two times pass-

word.

% The change takes effect after board restart.
Delete user

2 Deletes existing user account. The service asks for existing user account name.
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% The change takes effect after board restart.
Back

< Go to main menu.

Recovery menu
Reboot and format applications part of firmware
2 Sets the formatting flag and performs board reset.

NOTICE:

Attention:

This service formats the jffs2 area without the possibility of a recov-
ery. This service is determined for emergency situations only, when
the board stuck and there is no other possibility of fix. The off-line
WinConfig can be consequently used for transfer of new firmware.

Back
< Go to main menu.

Page 65



We take care of it.

6.3.5

Page 66

Transfer of settings from / to a PC

The following ways of data transfer are available:

Serial transfer via A-Eberle device (for example a REG-D regulator) using serial booter
firmware saved in the telecontrol board memory (available for boards TK5xx, TK400
and TK28-4)

Ethernet TCP transfer using Ethernet booter firmware saved in the telecontrol board
memory (available for TK400 boards). Ethernet transfer can be used in local mode with
manual board reset or in remote mode with automatic reset (available for TK400 tele-
control boards with COM-SERVER or CSO firmware installed).

Ethernet HTTPS transfer (available for TK8xx, TK28x and TK102 telecontrol boards) in
offline and online modes too.

Transfer communication protocol settings from PC

Transfer from PC to telecontrol board can be performed in the following ways depending
upon the types of telecontrol board and application program:

Transfer via a serial connection of A-Eberle device for telecontrol board types TK28-4,
TK517, TK509 and TK400 via Manual transfer from PC button. User has to enter COM
port number of connected PC and manually set the A-Eberle device and telecontrol
board to the serial down/upload state before transfer can begin.

Transfer via local Ethernet connection for TK400 board type by Manual transfer from PC
button. Telecontrol board has to be manually reset by reset button on TK400 board to
run Ethernet booter so this way of data transfer is usable only if user has access to the
A-Eberle device rack. WinConfig performs automatic detection of manual reset event of
telecontrol board and automatically chooses free IP address within the given subnet if
the current IP address of telecontrol board cannot be used for connection with the
Ethernet booter. IP settings for TCP connection with Ethernet booter are used only for
the current TCP session. In the case of manual Ethernet transfer, the WinConfig func-
tion has to be started first and then the TK400 board has to be reset so that the
WinConfig program can detect start of Ethernet booter program.

Transfer via remote via Ethernet connection using COM-Server on remote PC and
Ethernet booter application programs for TK400 by Remote transfer from PC button. If
the current IP address of telecontrol board is out of the visible subnet the Program au-
tomatically chooses free IP address within the given subnet for connection with the
Ethernet booter. Board reset is performed automatically in this case so this way of data
transfer is intended for remote usage. IP settings for TCP connection with Ethernet
booter are used only for the current TCP session. This method is not available for the
DNP protocol. Detection of available boards has to be performed before the remote
transfer function can be activated.

Transfer remotely from PC via Ethernet using HTTPS protocol for REG-P (TK28-4), REG-
PE (TK28-6) and REG-PED®Y (TK102) telecontrol boards by Remote transfer from PC but-
ton.

Detection of available boards has to be performed before the remote transfer function
can be activated. The detection of available telecontrol boards is done by UDP broad-
cast telegrams using UDP port 12000 and proprietary protocol developed for the
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detection purposes. Remote data transfers are done via HTTPS protocol after successful
user pre-authentication according to the login mode.

The detection table contains more information about the detected board like IP and
Mask, MAC, PRP activity and others.

UDP communication is encrypted by AES256 for telecontrol boards type TK28x and
TK102.

The detection algorithm finds out if the IP address and mask of the telecontrol board
can be accessed from some of the active Network Interface Controllers (NIC) on the us-
er PC, if it is possible to connect the board using HTTPS and if it is first connection to the
board after factory initialization (for board types TK28x and TK102).

For more information see chapter 6.5.4 Transfer settings from PC function for telecon-
trol boards type REG-PE(D), TK28 and TK102

Progress bar, operation step and status information are displayed on screen in all cases of
data transfer.

Transfer from telecontrol board to PC

Transfer to PC (reading of settings from telecontrol board) can be performed in similar ways
to transfer from PC:

O Transfer manually via serial line of A-Eberle device for board types TK28-4, TK517,
TK509 and TK400

0 Transfer manually and locally via Ethernet for TK400 board type

O Transfer remotely via Ethernet using COM-Server and Ethernet booter application pro-
grams for TK400

O Transfer remotely via Ethernet using HTTPS protocol for TK8xx, TK28x and TK102 board
types.

User actions for transfer to PC are similar to those for transfer from PC.

Card type, Flrmwar.e type, Version of settings, Name of settings Device IP Net Mask || MAC address PI?P Port types
name version date address active
REG-PE SPABUS, copper,
(TK28-6), 32039234 égféiz-w EiﬁﬁDﬁsr:t‘?D:“S Standard 10.1.10.184  |[|255.255.255.0(|00D09344FE87 yes 100BASE-
TK28-6 (r.d0c7009) 9 FX

Figure 8: Example of detection table, REG-PE type TK28-6
NOTICE:

Important note:

When settings are transferred from PC to telecontrol board, they are
always transferred together with appropriate application (protocol
converter, firmware), with online WinConfig (web pages etc.) for
REG-PE(D) boards and also together with RAMdisk and kernel for
REG-PE(D) boards (can be selected as option).

Thus, the remote detection (Detect on LAN) performed by WinConfig
after successful transfer of data shows version of application (proto-
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col, firmware) and also version of WinConfig that was also trans-
ferred to telecontrol board. The settings file has the same version
number as WinConfig.

If verification of digital signature for boards TK28x and TK102 fails
during transfer of settings from offline WinConfig, the failure is
logged to syslog via the connected telecontrol board. Correct setting
of logging to syslog in the telecontrol board settings is required for
this functionality.
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6.4

Serial data transfer for REG-P telecontrol boards TK5xx,
TK400

The line type Serial via A-Eberle device and Serial port number has to be selected to run the
serial data transfer. Use a full modem cable and follow the instructions on the screen.

Transfer settings to PC

Transfer settings from telecontrol board to PC
Board type: | REG-P, PQI-DA (TK400) v|

Line type: | Serial via Eberle device v|

Serial port number:

Operation

Progress: [0%
Status:
Activity:

Put the device in loader mode according to the manual, press resef butfon of telecontrol board, wait until serial
booter runs and click the 'Manual transfer to PC' butfon. Wait cca 30s after restart for TK400 REG-P type.

‘ Manual transfer to PC ‘

‘ Compare with selected setlings‘

Figure 9:  Serial data transfer, REG-P

In the case of problems with serial transfer when USB/Serial converter is used in
your PC, hints for possible solution of the problem can be shown in another
browser window after clicking the Hints button.

The most important thing is to set the Latency timer parameter to 1.

Operation

Progress: (IO
Status:  Finished
Activity:  Error: No response

‘ Hints ‘

Figure 10: Hints button
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Advanced Settings for COM3 LT ||
e (68 - ——
8 e
Select lower settings to correct performance problems at low baud rates,

Select higher settings for faster performance.

Reve s

Transmit (Bytes):

&M Cptions Mscelaneous Options

Select lower sethings to correct response prablems. Serial Enumerator [+
Serial rinter I

Latency Timer (msec): Cancel If Power OFf B
Event On Surprise Removal ]

Tmeouts et ATS On Close |

) Disable Modem Cirl At Starfup B
Minimum Read Tmeout (msec): E Selective 5 1
Winimum Write Timeout (resc): [D ‘] Selective Suspend Idle Tmeout {secs): I:I

Select Latency parameter

Advanced Settings for COM3 )
conraurem: [t , ——
s s
Select lower settings to comect performance problems at low baud rates.

| Defaits |
Select higher settings for faster performance.
Recene (Bytes)
[
BM Oplions Miscellaneous Options
Salect lower settings to comect response problems. Serial Enumeratar
Seril Frinter )
ILntu-:mier [msac): i - Cancel If Power OFf B
Ewent On Surprise Removal B
Timesuts SetRTS On Closs B
Digsble Modem Cirl At Startup B
Minimum Read Tmeout (msec): - 4 r
Minimum Write Timeout {msec): Selective Suspend Idle Timeout (secs): D

Change value to 1

Figure 11: Serial transfer hints
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6.4.1

Serial data transfer for REG-P telecontrol board TK28-4

Serial data transfer for the TK28-4 board consists of more options due to the Linux operat-
ing system.

0 The transfer of Linux system files and default application (CSO) can be time consuming
depending on the type of device processor.

0 The transfer of application and settings is the most common transfer with ensured
compatibility of both files.

0 The transfer of settings should be used only in the case when it is sure that the protocol
application recorded in the board is compatible with the new settings.

Transfer settings from PC

Transfer settings from PC to telecontrol board

Line type: Serial via Eberle device v
Transfer of Linux system files and default —~
application: =~
Transfer of application and settings: O]
Transfer of settings only: O

Serial port number:

Operation

Progress: [0%
Status:
Activity:

Bring the A-Eberle device into the loader mode (described in the manual), press reset butfon of telecontrol board, wait
until the serial loader is active (with REG-P type TK400 approx. 30s and with REG-P type TK28-4 approx. 60s) and press
the 'Manual Transfer from PC' butfon. The actlivity of the serial loader can also be detected by the LEDs on protocol cards
with LEDs. With the REG-P TK400 the serial loader is active when the green and yellow LED in line S/R/F 1 flash in
common mode. In addition, the LEDs of the Ethemnet socket also flash in common mode. With the REG-P TK28-4 the
activity of the serial loader is indicated by the simultaneous flashing of the green and yellow LED in line S/R/F 2.

‘ Manual transfer from PC ‘

‘ Run RPL ‘

‘ Cancel ‘

Figure 12: Serial data transfer, TK28-4

If the update of Linux files (ramdisk) is desirable, choose first the 1st option and
consequently 2nd option with required protocol application.
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6.5

6.5.1

6.5.2
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Ethernet data transfer

TK400 telecontrol board:

Detection of board is performed by COM-Server program (CS or CSO) that has to be ena-
bled and running in board memory. Remote operations without running CS cannot be
performed while manual Ethernet transfer is still available.

Ethernet operations are not available for DNP3 protocol.

Data transfer from/to the board is done via Ethernet booter program NBOOT which runs af-
ter card reset. Temporary change of IP settings applies also to NBOOT.

REG-P (TK28-4), REG-PE (TK28-6, TK860) and REG-PED (TK102, TK
885) telecontrol boards:

It is recommended to change the IP address of the PC in the case when the board IP ad-
dress is out of range of addresses accessible for the PC.

However, for the TK8xx telecontrol boards it is also possible to let the WinConfig to change
temporarily the address of telecontrol board. The temporary change of IP settings can apply
to one or two board interfaces according to the IP configuration of the board and connect-
ed PC. Original board IP settings are automatically renewed after successful data transfer or
after approximately 5 minutes timeout in the case of connection breakage during transfer.
Note that this option is valid for TK8xx boards only.

The Application protocol running on board is interrupted during transfers.

The Data transfers from/to TK8xx, TK28x and TK102 boards are done via secured HTTPS
protocol.

Survey of cases when Ethernet data transfers cannot be performed:

Telecontrol board is connected via LAN with router or firewall, which prevents tele-
grams used by WinConfig from passing through.

PC with running WinConfig has two or more Ethernet interfaces connected to the same
subnet.

There is no free IP address in the connected subnet to be used for re-addressing of tel-
econtrol board Ethernet interface.

Ethernet interface of PC with running WinConfig has the same IP address as connected
telecontrol board Ethernet interface.
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6.5.3

Transfer settings from PC function

To transfer selected settings please click the %% icon which can be found in the main
menu. The following Data transfer now appears on the right side of the settings tree.

Transfer settings from PC

Transfer settings and firmware from PC to telecontrol board
Line type: |Ethernet v|

Transfer mode

Manual transfer: O
Remate transfer: ®
Operation

Progress: [0% |
Status:
Activity:

Detect on LAN

Figure 13: Remote transfer from PC, REG-P
Available controls:

0 Line type — selection of the way of data transfer (Ethernet or serial via A-Eberle device)

O Transfer Mode: Manual transfer or Remote transfer — selection of the way of data
transfer

0 Detect on LAN — function of the automatic detection of telecontrol boards with CSO or
COM-SERVER firmware connected to LAN. List of detected boards can be seen in the
above placed table after successful detection.

O Remote transfer from PC — execution button for activating remote transfer function.

Transfer settings from PC

— Transfer settings and firmware from PC to telecontrol board

Line type: Serial via Eberle device

Serial port number: I‘l

Operation

Progress: [0%
Status:
Activity:

Put the device in loader mode according fo the manual, press reset button of felecontrol board, wait unfil serial
booter runs and click the 'Manual transfer from FC' button. Waif cca 30s affer restart for TK400 REG-F type.

Manual transfer from PC

Page 73



We take care of it.

Figure 14: Manual transfer from PC
If the manual transfer function is selected, the user has to prepare A-Eberle device rack for
data transfer manually.
Ethernet transfer — click the Manual transfer from PC button first and then reset the tele-
control board. WinConfig waits until Ethernet booter runs, changes temporarily its topical
IP settings, establishes TCP connection and performs required data transfer. All actions are
performed automatically.
Serial transfers — put the A-Eberle device in the loader mode, reset telecontrol board and
wait until the serial booter runs. Then click the Manual transfer from PC button.

NOTICE: Serial null modem cable with modem signals (RTS/CTS) has to be
used to enable hardware handshaking during data transfer.

Page 74



a-eberle )A

6.5.4 Transfer of settings from PC for TK28-4, TK28-6 and TK102 telecontrol

boards

HTTPS data transfer is used for the transfer of settings, optionally with or without firmware
(Linux Kernel and Ramdisk) in the case of TK8xx, TK28x and TK102 telecontrol board types.
In the case of REG-PED (TK885), the correct REG-PED version has to be selected using radio

buttons when the telecontrol board firmware (Linux Kernel and TK8xx RAM disk) is also
transferred. The Login information has to be entered to transfer data successfully.

Transfer settings from PC

Transfer settings and firmware from PC to telecontrol board

Automatic firmware transfer:

Forced firmware transfer:

Please choose your application case
Usage of max. 3 COM ports
[] Usage of max. 4 COM ports (forbidden in case of double optic Ethernet)

Authorization - standard mode

User name: [Admin |
Password: |.c...c.. |
| Use last login values | | Forget login values |

Transmission protocol
Transmission protocol is set to HTTP

| Set HTTPS | Set HTTP

HTTPS protocol is recommended for improved security of data fransfers.

Services
Enable www pages: Unlock UBoot: [
Enable SSHISFTP: Unlock Console: [
Set
For maore information about board services see tooltips.
Card type, Firmware type, Version of . Device IP
name version settings, date Name of settings address MAC address
REG-PED [EC103 4.10.0 13.0.1, |EC103_REG-D Standard |[10.1.10.205, 00DD9322DF32,
(TK385), Lojza * T ||20120811 Configuration 10.2.10.206 00DD93220F33
Operation

Progress: [ O]

Status:  Finished
Activity: Completed detecting devices

Detect on LAN Steps to transfer settings States of detected boards
1. Detect board on LAN HTTPS transfer possible
Transfer from PC to device 2. Select board in the table HTTPS transfer blocked
Unknown state

Submit certificates

Run RPL

|
|
| Change board IP settings
|
|
| Cancel

|
I| 3. Transfer from PC to device IP unreachable (click for hint)
|
|
|

Figure 15: Transfer from PC for telecontrol boards type REG-PE(D)(SV)
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Special controls:

Automatic firmware transfer/Forced firmware transfer radio button — selection whether
WinConfig is supposed to decide about necessity to transfer also kernel, RAM disk or
both (Automatic firmware transfer) or whether kernel and RAM disk will be transferred
in any case (Forced firmware transfer).

Selection of application case — selection of the correct version of the REG-PED board
concerning usage of COM ports. This selection affects the version of telecontrol board
firmware.

User name — user login for HTTPS access The Admin account in password mode
Password — user password for HTTPS access

Use last login values — used last remembered login values

Forget login values — don’t remember the entered login values

Transmission protocol:

Set HTTPS - use HTTPS protocol for data transfers to ensure security of transferred
data,

Set HTTP - use standard unsecured HTTP protocol.

Available board services: Enable WWW pages, Enable SSH/SFTP, Unlock UBoot, Unlock
Console — options are dedicated to advanced user and allow to modify behaviour of tel-
econtrol board to achieve security of data transfers by enabling/disabling the
corresponding services or by performing the indicated actions.

Change board IP settings — this button switches to the REG-PE(D) board IP settings
page.

Run RPL - this button runs the REG-PEX loader configuration software that can be used
to configure a REG-PE(D) board in the case when the firmware on board is insufficient
for the detection by WinConfig. The usage of RPL requires serial connection between
the PC and board being configured.

Submit certificates — this button switches to the Submit certificates page.
Available board services — check buttons to enable/disable board services

Enable www pages — this option enables/disables online WinConfig installed in the
board. If www pages are disabled, user can manage the board by menu system.

Enable SSH/SFTP — this option enables the online console (access to board via menu
system).

Unlock UBoot — option to enable/disable user access by interrupting the boot pro-
cess before the UBoot is executed.

Unlock Console — This option unlocks SSH access to console instead of user menu.
This option is not available for telecontrol boardsTK28x and TK102 where the con-
sole access is always locked.

States of detected boards



a-eberle

HTTPS transfer possible — the board is ready for data transfer.

HTTPS transfer blocked — The transfer is not possible. Probable reason of this is set-
ting of firewalls in user PC or unavailable WEB server in the board.

IP unreachable — If the board IP address is out of range of IP addresses visible from
the user PC. Click this item to show hints to solve this problem by changing the IP
address of PC. Another possibility is to let the WinConfig to change temporarily the
address of telecontrol board; this option is valid for TK8xx telecontrol boards only.

The IP unreachable state can appear also when there is Ethernet interface with cor-
rect IP address present in the user PC, but this interface is disconnected or
connected to wrong network. In such cases please check correct connection of
Ethernet interfaces.

Unknown state — The board cannot be read by Detect function.
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6.5.4.1 REG-P (TK28-4), REG-PE (TK28-6) and REG-PED®Y (TK102) telecontrol boards de-
tected for the first time
As it is stated in the Functionality concepts chapter above, the user has to change the
emergency password in the case of first detection of the board. The state of detected board
is marked with the colour Password has to be changed board state.
Card type, Firmware Version of Name of 4
name type, version || settings, date | settings | Device IP address MAC address |
REG-PE
000FBBFAED22
(TK28-6), unknown, unknown unknown ;
REG-PE
11.2.5, Comserver for(|10.3.10.185, 00OFEBFAEDOC,
iy C$0.320 llp120422 jtkexx 1‘1&1&&1‘214 00OF6BFAEOOD ‘
| = ————
Operation
Progress: (006 S|
Status:  Finished
Activity: Completed detecting devices
| e | States of detected boards
Steps to transfer settings HTTPS fransfer possible
1. Detect board on LAN
| Transfer from PC to device | 2. Select board in the table HTTPS transfer blocked
3. Transfer from PC to device IP unreachable (click for hint)
| Change board IP settings | Unknown state
Figure 16: First detection of TK28x and TK102 boards
6.5.4.2 REG-P (TK28-4), REG-PE (TK28-6) and REG-PED®Y (TK102) telecontrol boards with

online WinConfig connected for the first time

The same rule is valid also for the online WinConfig connected for the first time in the case
when the emergency password was not changed before using offline WinConfig. In such a
case the following dialog appears:

Emergency password
Password: [ |

Retype password: [ |

Confirm

Figure 17: First connection with online WinConfig

Page 78



a-eberle )A

Hints for 'IP unreachable' problem

Hints in the case of 'IP unreachable’ problem

S5 > ConbulParel b M Contiol Zaned ears 3 Retwork aeet Shavegg Center

Control Pane] Hel . ' '
e View your basic network information and set up connections

== W > ®

f:;::.g; 2cvanced shanng - p—— I enet
(Ths computes)
View your dctive netwarks
& - Access ype Jrremet
Daomain netwark Cennectiors: § Phiogjer
Chenge your networking settings

et up @ new connecticn or network
Set up 3 weeless, broacbare, S up, a9 hoc, or VPN connection; o set up

's. Connect to s netmork
Connect or reconnect to 3 wirdiess, wared, dial-up, o VPN nztwerk conmect

" Chouse hormegroug and shénng o3t ens
Access Fles and peimters located on cther network computers, or change &

Toutiestoct probiems

=
Disgnose and repeir network peoblers, o get troubleshocbing wlcemastion

Go to Control Panel - change adapter settings
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Figure 18: Hints for “IP unreachable” problem
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6.5.5 Change of IP settings for REG-PE(D) telecontrol boards

To change the IP settings for telecontrol board type REG-PE(D) (TK8xx TK28-x) click the
Change board IP settings button, which appears on the screen when successful detection of
the board on LAN is performed and the particular board is selected. The detection can be
done before the data transfer either from or to PC. The IP setting of the telecontrol board is
protocol-independent. The following window appears on screen:

REG-PE(D)(SV) board IP settings

Set IP settings to telecontrol board

Board type: REG-PE (TK25-6)
Board name: |TK28—E

Couple of 1. and 2. Ethernet
Use PRP V1 (Parallel Redundancy Protocol):

Use Ethernet interfaces bonding (Broadeast): ()

Use Ethernet interfaces independently: (O]
Enable RSTP according to IEEE 802.10:

1. Ethernet interface
MAC: O00FSBFAEDZ2Z
IF address: 10.1.10.185

Subnet mask: 2552552550
Gateway IP address: 000 ® Gateway used

[ use VLAN with 1D:

2. Ethernet interface

MAC:

|IP address: 172.16.105.6

Subnet mask: 255.255.255.0

Gateway |P address: 0.0.0 O Gateway used

[=IEN=] § ==
&
&
m
>
L

[ use VLAN with 1D:

Authorization - password mode

Password: |oco.oco. |
| Use last login values || Forgst login values |
Operation

Progress: [0% |
Status:
Activity:

Set

—]
Go to "Transfer to PC" page || &% ’

Figure 19: REG-PE(D) board IP settings

Enter new values and click the Set button to change IP settings of the Ethernet interfaces.
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6.5.6

If you want to prevent an Ethernet interface fail, click the Use Ethernet interfaces bonding
option box to bond Ethernet interfaces and to use 'Active backup' policy.

The 2" Ethernet interface is available only for REG-PED (TK885) board type. One of the de-
fined gateways can be selected as default gateway by the radio button Gateway used.

To switch off the bonding of Ethernet interfaces check the Use Ethernet interfaces inde-
pendently checkbox.

To use PRP V1(Parallel Redundancy Protocol) check the Use PRP checkbox.
To enable RSTP defined according to the IEEE 802.1D check the Enable RSTP checkbox.

To enable usage of Ethernet interface in VLAN check the Use VLAN with ID checkbox and
enter the VLAN ID number.

Change of IP settings for REG-PED%Y (TK102) telecontrol boards

The TK102 board can be equipped with extension module that contains another couple of
Ethernet ports. Such extension can be detected during the detection process. The REG-
PE(D) IP settings page is extended by parameters of 3™ and 4" Ethernet ports in such a
case.

There is a limitation of configurations of the two pairs of Ethernet ports. If the 1% couple is
set to Parallel Redundancy Protocol (PRP) or Ethernet bonding then the second couple has
to be set as two independent Ethernet ports.

Couple of 3. and 4. Ethernet

Use PRP V1 {Parallel Redundancy Protocol): ()
Use Ethernet interfaces bonding (Broadeast): ()
UUse Ethernet interfaces independently: [C)]
Enable RSTP according to IEEE 302.10:

3. Ethernet interface

MAac:
IP address: 192.168.2.214
Subnet mask: 255255 2550

Gateway |IP address:

[T use WLAN with 1D:

4. Ethernet interface

0.0.0

MAC:
IP address: 192.168.3.214
Subnet mask: 255.255.255.0

Gateway |P address:

[T use WLAN with 1D;

Figure 20:

.0.0.0

== § == §
ol a
: g
I I
m m
0 [}
= =
[f=] [=2]

O Gateway used

O Gateway used

Couple of 3. and 4. Ethernet (TK102)
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Submit certificates for TK28-4, TK28-6, TK860 and TK885, TK102 tele-
control boards

Security certificates are used for HTTPS communication with REG-PEx telecontrol board.
Telecontrol boards are supplied with default factory certificates that can be rewritten by
user certificates.

The user certificate can be obtained from the Certification Authority (CA) or generated by a
special program (e.g. OpenSSL). The certificates have to be in the PEM (Privacy Enhanced
Mail) format; other formats can be converter to the PEM using appropriate program.

The certificate typically consists of a certificate file and a key file. If the certificate is issued
by the CA, then there is also the CA certificate file and possibly also an intermediate certifi-
cation file, in the case that the Intermediate certification authority is used by the CA. The
key file must not be password protected to be accepted by the REG-PEx.

In the case when a special program is used for generation of certificate, it is possible to
generate the CA or to use the CA that is already available (3 created files) or to generate a
self-signed certificate (2 created files).

For more information about certificates please consult the publicly available information in
the Internet.

All necessary actions for rewriting the default certificates can be done on the Certificates
and RBAC page where also RBAC and CLIUM definition files can be transferred to the board.

To submit user certificates, browse the certificate files and transfer them to the telecontrol
board by Submit button.
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Transfer of files

All certificate and key files are expected in PEM format.

Browse...
Browse...

Certificate file:

Key file:

Transfer certificates to card |

RBAC file:

Browse..,

Certificates and RBAC

Transfer RBAC definition to card |

Reset RBAC definition

CLUM file:

Browse...

Transfer CLIUM definition to card |

Reset CLIUM definition

Authorization - standard mode

User name: |Adm|'n

Password: |

| Use last login values | | Forget login values

Cperation

Pragress: |0%

Status:
Activity:

Go to "Transfer from PC" page

Figure 21: REG-PE(D) board certificates, RBAC and CLIUM files
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Bonding

The Ethernet interface bonding is a software feature to achieve higher security. If the fea-
ture is activated then have the Ethernet interfaces the same MAC and IP addresses. This
leads to redundancy in the case of an broken Ethernet cable.

When the bonding option is switched ON, the firmware uses the Ethernet interface via
which the connection was established and in the case of connection breakage (link is down
because of broken or disconnected Ethernet cable), the firmware automatically switches to
the second bonded interface that works as backup.

The Use Ethernet interface bonding option and the dual Ethernet ports are available only
for the TK885 board type, the TK860 and TK885-1 card types have only one Ethernet inter-
face available.

Furthermore, there are more conditions in connection with the bonding option:

The TK885 board with 2x fibre optic COM ports has always the COM 4 port disabled and
bonding available.

Other versions of the TK885 board use two different firmware’s (Linux Kernels), in accord-
ing to the bonding function. The checkbox Use Ethernet interfaces bonding in the REG-
PE(D) board IP settings page of WinConfig is enabled/disabled according to the Kernel ver-
sion of the REG-PED board detected and selected in the previous Transfer settings from the
PC page.

If the bonding is required but not supported by the current Kernel loaded in the board, go
to the Transfer settings from the PC page and transfer the settings together with the firm-
ware and the correct version of the REG-PED board.

If the bonding option is available in the firmware then the COM 4 port cannot be used.

When using the bonding feature, always keep in mind that the correct version of the firm-
ware with bonding option has to be selected for boards with electric or electric/fiber optics
Ethernet interfaces and the bonding option has to be switched ON in the RED-PED board IP
settings page. Also keep in mind that the COM4 serial port cannot be used in the case of
firmware with the bonding option.

PRP - Parallel Redundancy Protocol

A network redundancy means to have two independent active paths between two devices.
The sender REG-PED (TK885) and REG-PED® (TK102) use two independent network inter-
faces that transmit the same data simultaneously. Then the redundancy monitoring
protocol makes sure that the recipient uses only the first data packet and discards the sec-
ond. If only one packet is received, the recipient knows that a failure has occurred on the
other path. The parallel redundancy protocol is described in the IEC 62439-3 standard.

The REG-PED®Y (TK102) telecontrol board can be equipped with two pairs of network inter-
faces. There is a limitation in such a case. Only one pair of network interfaces can be set to
PRP protocol or other available bonding features. Another pair of network interfaces has to
be operated as two independent ports. For more information see chapter 6.5.6 Change of
IP settings for REG-PED?Y (TK102) telecontrol boards.
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7. Support for script-based upgrade procedure for TK28-
4, TK28-6 and TK102 telecontrol boards and A-Eberle
devices firmware

7.1 Concepts

7.1.1 SW architecture

The REG-P(E)(D)(SV) of type TK28-x or TK102 telecontrol boards (cards) have Embedded
Linux based operation system. The supported upgradeable parts are:

SYSTEM.FIT image — filesystem of the operating system (sometimes called rootfs or
ramdisk in the Linux environment). It includes for example an embedded web server
binaries, SSH server binaries etc.

TKxxxxx.TGZ — application tarball. It includes applications (protocols) binaries and Win-
Config online files (scripts, web pages etc.). It does not include settings files.

YYY. XML — settings file (also called template) — parameterization file for applications. It
is distributed in the pair with corresponding ICD file in the case of IEC61850 application

type.

7.1.2 Concept of upgrade

The supported upgrade method works in the following steps:

The User prepares distribution scripts by using the provided preparation script (distribu-
tion scripts include desired files to upgrade, digital signature and prepared script-based
upgrading code).

The User runs the upgrade script with the appropriate parameters towards one target
card.

The Upgrade script connects the SSH server on the card and copies the distribution
scripts to the card.

The Upgrade script runs remotely the distribution scripts that start the upgrade process.
The process typically consists of the following steps:

Verification of the digital signature of distribution script.

Checking of target HW compatibility.

Stopping and blocking actually running applications.

Restart.

Transfer of the distribution script.

Parsing the distribution script to the zipped upgrade files and upgrade script.

Upgrade.
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— Restart.
0 Two restarts appear during the entire upgrade process.

0  The process can be automated by the user as needed.
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Security concept

The following security issues are implemented:

The distribution script is digitally signed using certificate issued especially for this pur-
pose. This private key is distributed in the upgrade support package. There is also an
appropriate public key distributed as part of the TK card system. It is used for verifica-
tion of signature in the start of upgrading procedure.

The User has to use the right credentials to connect the SSH server on the target card.
Both RADIUS and password modes are supported.

The upgrade process uses the backup/upgrade/restore method of workflow so the orig-
inal state is restored if the upgrade fails.

The A-Eberle device firmware file in mot format is digitally signed by A-Eberle and the
end user uses this signed file for the upgrade. The TK card system checks signature and
verifies that the firmware is authorized by A-Eberle. The appropriate public key is dis-
tributed as part of the TK card system, the private key remains at A-Eberle Company for
signing purposes.

Hosting environment

The two versions of upgrade support packages for Windows and Linux environments are
distributed. Both packages include similar tools and use identical methods for preparation
and upgrade.

Installation of upgrade support package

Windows

The installation package should be unpacked or copied to the desired folder. The package
includes all necessary binaries (7z.exe, plink.exe, openssl.exe, tee.exe, wget.exe), static li-
braries (7z.dll, libeay32.dll, ssleay32.dll, libiconv2.dll, libintl3.dll, libssI32.dll), scripts
(preparation.bat, run_upgrade.bat), templates (upg_restart.tpl, upg_system.tpl,
upg_application.tpl, upg_settings.tpl, upg_firmware.tpl), key (fd.key) and subfolders
(/UPG_RESTART, /UPG_SYSTEM, /UPG_APPLICATION, /UPG_SETTINGS, /UPG_FIRMWARE).
No other installation steps are needed and no other software has to be installed. The instal-
lation package is compatible with Windows 7 and higher, 64-bit.
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Linux

The installation package should be unpacked or copied to the desired folder. The package
includes all necessary scripts (preparation.sh, run_upgrade.sh), templates (upg_restart.tpl,
upg_system.tpl, upg_application.tpl, upg_settings.tpl, upg_firmware.tpl), key (fd.key) and
subfolders (/UPG_RESTART, /UPG_SYSTEM, /UPG_APPLICATION, /UPG_SETTINGS,
JUPG_FIRMWARE). The following software packages have to be installed:

ssh
sshpass

wget

Preparation of upgrade

Windows

The preparation script is preparation.bat. It has to run with the parameter “MODE”, indicat-
ing what to prepare. The parameter valid values are following:

"MODE=s" (example: C:\Upgrade\preparation.bat "MODE=s") for preparation of tele-
control board system upgrade.

"MODE=3a" (example: C:\Upgrade\preparation.bat "MODE=a") for preparation of tele-
control board applications upgrade.

"MODE=x" (example: C:\Upgrade\preparation.bat "MODE=x") for preparation of tele-
control board settings upgrade.

"MODE=f" (example: C:\Upgrade\preparation.bat "MODE=f") for preparation of A-
Eberle device firmware upgrade.
Appropriate files have to be copied in the preparation folders before running the prepara-
tion script:

For system upgrade — folder /UPG_SYSTEM, system.fit and testimage.tgz are needed.

For application upgrade — folder /UPG_APPLICATION, applications.tgz is needed, set-
tings.xml (and corresponding ICD file in the case of IEC61850 application) is
recommended.

For settings upgrade — folder /UPG_SETTINGS, settings.xml (and corresponding ICD file
in the case of IEC61850 application) is needed.

For A-Eberle firmware upgrade — folder /UPG_FIRMWARE, firmware. smot is needed
(digitally signed mot firmware file).

Various temporary text files (*.txt) are created in the installation folder during the prepara-
tion process.
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Linux

The preparation script is preparation.bat. It has to run with the parameter “MODE”, indicat-
ing what to prepare. The parameter valid values are following:

"MODE=s" (example: \upgrade\preparation.sh "MODE=s") for preparation of telecon-
trol board system upgrade.

"MODE=a" (example: \upgrade\preparation.sh "MODE=a") for preparation of telecon-
trol board applications upgrade.

"MODE=x" (example: \upgrade\preparation.sh "MODE=x") for preparation of telecon-
trol board settings upgrade.

"MODE=f" (example: \upgrade\preparation.sh "MODE=f") for preparation of A-Eberle
device firmware upgrade.

Appropriate files have to be copied in the preparation folders before running the prepara-
tion script:

For system upgrade — folder /UPG_SYSTEM, system.fit and testimage.tgz are needed.

For application upgrade — folder /UPG_APPLICATION, applications.tgz is needed, set-
tings.xml (and corresponding ICD file in the case of IEC61850 application) is
recommended.

For settings upgrade — folder /UPG_SETTINGS, settings.xml (and corresponding ICD file
in the case of IEC61850 application) is needed.

For A-Eberle device firmware upgrade — folder /UPG_FIRMWARE, firmware.smot is
needed (digitally signed mot firmware file).

Various temporary text files (*.txt) are created in the installation folder during the prepara-
tion process.

Digital signature of A-Eberle device firmware file

The files necessary for support of digital signatures of A-Eberle device firmware files are dis-
tributed in the folder /EBERLE. This folder is not intended for distribution to the end user.
The folder contains scripts sign_mot_udm.bat for digital signing. The file name of mot file is
used as parameter of the script; result is the file filename.smot which should be copied to
the folder /UPG_FIRMWARE and renamed to firmware.smot. The script uses private key file
“fd.key”.

Upgrade process

Windows

The upgrade script is run_upgrade.bat. It has to run with 5 parameters “MODE”, “SERVER”,
“USER”, “PWD”, “HW” indicating what to upgrade and connection parameters.

The parameter “MODE” range of values is:
"MODE=s" for telecontrol board system upgrade.

"MODE=a" for telecontrol board applications upgrade.
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"MODE=x" for telecontrol board settings upgrade.

"MODE=f" for A-Eberle device firmware upgrade.
The parameter “SERVER” is IP address or host name of the target TK card.

The parameters “USER” and “PWD” are user name and password for login to the target TK
card according to the security model — RADIUS or password. All security models provide us-
ers, who have rights to perform script-based remote upgrade.

The parameter “HW” indicates the target card type. Range of permitted values is
"HW=TK28-4", "HW=TK28-6", "HW=TK28-8", "HW=TK102" and “HW=". The last blank value
should be used in the case when unexpected state of upgrade occurs — for example unat-
tended interruption of upgrade process after first stage etc. In such cases the card remains
without appropriate HW version info available. The value of “HW=" disables checking of
HW version compatibility and forces the upgrade without compatibility check. Such up-
grade can be risky and should be use carefully only in the situations when the HW info from
the card is not available. The value of “HW=" cannot be used in the system upgrade and A-
Eberle device firmware upgrade modes.

Example:

run_upgrade.bat "MODE=a" "SERVER=10.1.10.185" "PWD=password2" "USER=scripter"
"HW=TK28-6"

Various temporary text files (*.txt) are created in the installation folder during the upgrade
process. Some temporary “sedxxx” files are also created and can be occasionally deleted.

Linux

The upgrade script is run_upgrade.sh. It has to run with 5 parameters “MODE”, “SERVER”,
“USER”, “PWD”, “HW” indicating what to upgrade and connection parameters.

The parameter “MODE” range of values is:

"MODE-=s" for telecontrol board system upgrade.
"MODE=a" for telecontrol board applications upgrade.
"MODE=x" for telecontrol board settings upgrade.

"MODE=f" for A-Eberle device firmware upgrade.
The parameter “SERVER” is IP address or host name of the target TK card.

The parameters “USER” and “PWD” are user name and password for login to the target TK
card according to the security model — RADIUS or password. All security models provides
user, which have the rights to perform script-based remote upgrade.

The parameter “HW” indicates the target card type. Range of permitted values is
"HW=TK28-4", "HW=TK28-6", "HW=TK28-8", "HW=TK102" and “HW=". The last blank value
should be used in the case when unexpected state of upgrade occurs — for example unat-
tended interruption of upgrade process after first stage etc. In such cases the card remains
without appropriate HW version info available. The value of “HW=" disables checking of
HW version compatibility and forces the upgrade without compatibility check. Such up-
grade can be risky and should be use carefully only in the situations when the HW info from
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the card is not available. The value of “HW=" cannot be used in the system upgrade and A-
Eberle device firmware upgrade modes.

Example:

\upgrade\run_upgrade.sh "MODE=a" "SERVER=10.1.10.185" "PWD=password2" "US-
ER=scripter" "HW=TK28-6"

Various temporary text files (*.txt) are created in the installation folder during the upgrade
process.

Sequential upgrade

The upgrade process allows also sequential upgrade of several TK boards. In such case the
user runs the preparation script, creates the IP.txt file in the folder with scripts and modi-
fies the script file sample_loop.bat.

The [P.txt file will contain IP addresses of boards prepared for upgrade. The sam-
ple_loop.bat contains loop with run_upgrade.bat activation, where the appropriate
parameters has to be entered (MODE, USER, PWD, HW). The script takes the IP addresses
from the IP.txt file. The tee redirection can be used for record of all console outputs from
entire loop to output text file.

Example:
IP.txt file structure:
10.1.10.55
10.1.10.78

10.1.10.48

Modification of sample_loop.bat (parameters to modify marked as bold)

for /f %%x in (ip.txt) do call run_upgrade.bat "MODE=f" "SERVER=%%x" "PWD=password"
"USER=User" "HW=TK28-6" | tee output.txt

Page 91



We take care of it.

7.5

7.5.1

7.5.2

7.5.3

7.5.4

Page 92

Hints

How to ensure compatibility

The only tool which ensures the compatibility between application and settings is Windows
based WinConfig offline program. It is necessary to use its functionality to ensure the com-
patibility between uploaded application package and settings xml file.

Best practice to do it is to open the desired xml settings file in the WinConfig and save it
back to the new file. WinConfig makes necessary background changes in the settings file to
ensure compatibility with the application version included in its package. Opening and sav-
ing the settings file ensures application of necessary changes to get the same correct
settings file, which WinConfig use for downloading.

It is recommended to use the application upgrade mode with prepared settings xml file
(and corresponding ICD file in the case of IEC61850 application) included in the
UPG_APPLICATION folder (as “settings.xml”). Such procedure is close to the way how Win-
Config makes upgrade.

Output of scripts to console

It is good practice to analyze the console output produced by upgrade scripts in the case of
problem and in other cases as well.

Protection of production files

The text scripts and templates should remain marked as read-only in the file system to
avoid some accidental overwriting. The scripts targeting to Linux (all shell scripts, templates
on Linux) should be transferred and copied carefully to avoid changing of EOL characters
and leave them UNIX styled.

A-Eberle device firmware upgrade
The firmware upgrade takes quite a long time (minutes).

Note:

There is a long timeout (approx. 15 minutes) before resetting the A-Eberle device to the
default working state in the case of failed transfer of firmware to the A-Eberle device.
The device is not working and interacting during this interval.

COM3 port (telecontrol board) and COM1S port (A-Eberle device) are used for firmware
update.

Disassembly & disposal

The disposal of the LVRSys™ is carried out by A. Eberle GmbH & Co. KG.

2 Send all components to:

A. Eberle GmbH & Co. KG
FrankenstraRe 160
D-90461 Nuremberg
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Warranty

A. Eberle GmbH & Co. KG. warrants that this product and accessories will be free from de-
fects in materials and workmanship for a period of three years from the date of purchase.

Warranty does not apply to damage caused by:
0  Accidents
0 Misuse

O Abnormal operating conditions

To make a warranty claim, please contact your local A.Eberle distributor or alternatively
contact A. Eberle GmbH & Co KG in Nuremberg, Germany

Page 93



We take care of it.

10.

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:

Figure 1:
Figure 1:
Figure 2:
Figure 3:
Figure 4.
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:

List of Figures

(o T=41 g 1o [F- ] Lo - S0P 11
Definition Of NEW PASSWOIT ......ooiiiieee ettt e e e et e e e et e e e e e bte e e e eabteeeesntaaessntaeaeanns 12
(oo {1 Y=o = Tololo 1 U o | SRt 12
(oY= Lo UL o TV o [PPSR 13
Information about 108iN MOdE 0N REZSYS SCIEEN.......eeiieciiiieieiieeeectiee e e ectee e e et e e e e ctree e e ebeeeeesarteeeesrtaeeesans 13
F Vo o 1T g Y= a8 =4 Co 1N T TSRS 21
FA¥e o o= I QT or- T e L3 PP 22
) 11T I =Tl - TSRS 22
N =YY Vo] o T e Yo ol =TSSP 23
Network Policy CONFIGUIAtION .....ciii e e e st e e e s re e e e sateeeesnaaeeesans 23
JAYUNd o [T g N o ALY o I a =) d o Lo Yo USSP 24
VL= g e [o] g o Y=ol Tol= Y o {1 o TV =SSP PP 25
Vendor specific attribute SETEING ......oii i s 26
Example how Administrator has to fill the unique OID property of each new attribute................c.......... 29
FiYe Lo T a T oY gt 1 o 1=T g LN of- | e [ PP 30
Configuration Of @ttribULES......oii e e e e anes 31
Password mode setting, RBAC and other security SEtINGS........cceeciiieieiiiiee ettt e 32
Password mode setting, RBAC and other security SEtHINGS.......ccivvciiiiiiciiie e 33
Offline WinConfig management of RBAC definition files.........ccocviiiiiiiiiiii e 36
Online WinConfig access method — first/next authentication ..........cccccocveeeiiiieiee e 40
Offline WinConfig access method — first/next time authentication ..........ccccceevvveeeeiiecee e 40
User action authorization scenario - RADIUS 108iN MOE..........oiiiiiiiiiiiiiiie et e e seeee e 41
User action authorization scenario - password [0gin MOde..........cccviiiiiiiiiiiciiiee et 41
User management in the boards TK8XX (TK860) .......c..cccueercrererieeiiieeriieesireeeeieeesireesreeesnreeeseeesnsessseeessnens 43
Login example for boards TK8XX in http MOde.....ccccuuiiiiiiiiiiice e 43
Login example for boards TK8xx in https Mode (TK860).........cueeeieciieeieiieee ettt ere e e e eareee e 44
....................................................................................................................................................................... 44
Definition of SNMP connection parameters in the Mib BrOWSEN ........ccccvieeieciieeecciiee et evaeee e 55
Getting the SNMP data in the Mib BrOWSEI ..........uiiie ettt e e e e et e e e enneas 56
Supervisory settings in oNliNE WiNCONTig.......uuiiiiiiiieee e e bee e e 57
B =T Y7 T T [ 1SS 58
SEIIAl dAta TrANSTEI, REG-P ....uvveiiiiiiieieieieieeeeeeeeeeeeaeeeeeeeeeeeeeeeeseeressaeeeaeeseeeeseasaeatatesssssessessssasssssssssssrssssssssrnnes 69
HINTS DUTEON. .ttt et sab e st e e e s a e e s bt e esbbeesabaeesnbeesabeesnbeesabaeensnean 69
YT IR =T 1] =Tl o110 €S USS 70
SErial data traNSTEr, TIK28-A.......uueueeeeieirieieeeeeeeeeeeeseeererereeeeeeeereere.—————————.—.—eeeeeesreseeseserrseereeeter.......... 71
Remote transfer from PC, REG-P........ccooiiiiiiiiiiiii 73
ManUal tranSTEr FrOM PC.... .ottt e et s e s e et e e s te e steeeseeesnseeesnseesnteeeneeesnseeennees 74
Transfer from PC for telecontrol boards type REG-PE(D)(SV) ...ueeeeeciiiiiiciiieeeeciiiee et e ettt cvreee e 75
First detection of TK28x and TKL102 D0o@rds.........c.eeeuiierieeniieeinieenieeeiteesieesiteesireesieeesireesteesireesaveesnaneen 78
First connection wWith onling WINCONTIZ ......ccoccuiiiiiiiiie ettt e e et e e et e e e e ebaeeeeeaes 78

Page 94



a-eberle ‘A

Figure 17:
Figure 18:
Figure 19:
Figure 20:

Hints for “IP unreachable” ProbIEM ... e et e e bre e s baeennee s 79
REG-PE(D) DOAId IP SETLINGS ...cuvveeeeieeiiieeciiee ettt e cteeeteeestte e s te e et eesateeestaeesnteesssaeesseesnsasesssessnsesesseesnseeensses 80
Couple of 3. and 4. Ethernet (TKLO2) .....uee ettt eeree e e e e e tte e e e et e e e e e ab e e e s ennreeesenbaeeeennees 81
REG-PE(D) b0ard COrtifiCates.....uuiiiieiiieeciie et ectee ettt s e re st e e tae e s e e et eesate e snbaeesnseesnteeesreesasaeenneeas 83

Page 95



We take care of it.

11.

Table 1:
Table 2:
Table 3:
Table 4:
Table 5:
Table 6:
Table 7:
Table 8:
Table 9:

Table 10:
Table 11:
Table 12:
Table 13:
Table 14:
Table 15:
Table 16:
Table 17:

List of Tables

DLl { oo g Te ] o ] L= PSPPI 15
Offline WinConfig access method actions-to-role default rights.........cccceeeiiiieiciiie e, 16
Online WinConfig access method actions-to-role default rights, part 1.......cccccoooiiiiieiiiee e, 16
Online WinConfig access method actions-to-role default rights, part 2........ccccoeviiiiriiii e, 17
Shell menu access method actions-to-role default rights........cccceiiiiiiii e 17
Remote script-based upgrade access method actions-to-role default rights.......ccooeevveiiiiiicieeiiciieeens 17
WebReg actions-to-role default rights, Part L. .......oooviiiiiiii e e 17
WebReg actions-to-role default rights, Part 2. .......coooiiii i e 18
WebReg actions-to-role default rights, Part 3. ... 19
WebReg actions-to-role default rights, Part 4. ..o e 19
D=y T T Ea oY g o o [T SRR 20
2 o [T R Yo o [oIY=Y T Y=L SPPR 27
AD SEIVET SBTTINES . uvttiiiitiiiiiiiiitee et ettt et e e s st et e e e e s s s bttt e e eeeesssaaabtaaeeeeessasssnreaaeeeesssasssbaaaeeesssssssrnneees 34
Protocol-based daemons and their USAZE......ccuviiieiiiieiciieee ettt ettt e e e ctre e e e ebt e e e e ebteeeesaraaeeeeans 48
Logging in TK28X aNd TKLO2 - SYStEMiciiiitiiiiiiiiiee ittt e eeciteee et e e e stte e e e sbre e e e sbteeeesbteeesssbsaeessseeaessssneessnns 49
Logging in TK28x and TK102 — protocol applications, WEbREG.........ccccccvviiiiciiieicciiee e 50
Supervisory settings in oNliNE WINCONTig.......ueii it et e et e e e e 52

Page 96



a-eberle

Notes

Page 97



We take care of it.

Page 98



a-eberle

Page 99



a-eberie )

a-eberle

A. Eberle GmbH & Co. KG

Frankenstralle 160
D-90461 Nuremberg
Germany

Tel.: +49 (0) 911 / 62 81 08-0
Fax: +49 (0) 911 /62 81 08 96
E-Mail: info@a-eberle.de

http://www.a-eberle.de

Presented by:

Copyright 2018 by A. Eberle GmbH & Co. KG

Subject to change without prior notice.

Configuration of Telecontrol Boards


http://www.a-eberle.de/

