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Software WebPQ Visualizer v1.0.16

Improvements

®  [3971] — Ensuring internal update capability for new versions of MappingDB provided via
WinPQ

Software WebPQ Visualizer v1.0.15

Security related content and adjustments

®  [3627] — Upgrade Electron to 24.8.3 & Upgrade electron to 26.3.0
®  [3580] — Upgrade for security issue CVE-2023-45133
®  [3801] — Password can be changed after expiry of validity

Software WebPQ Visualizer v1.0.14

Security related content and adjustments

®  [3361] — Downgrade blocking
®  [3580] - Upgrade electron Framework to fix “CVE-2022-25883" to Version 24.7.1

B [3225] — Update of the used third party components for security reasons in the development
process

Software WebPQ Visualizer v1.0.12

News, features and improvements

®  [3233] MSSQL 2016 compatibility created by replacing TRIM
®  [3207] Adaptation Python code sample for REST API
B [3235] Improvement of log messages for automated import of WinPQ devices

®  [3260] Modification of temporary electron directory to prevent automatic deletion by
Windows policies

®  [3197] Improvement of initial configuration wizard - language is saved persistently
" [3203] Improvement to support host systems with languages / times with special characters

B [3279] Improvements in System Message Viewer - can be opened again

Software WebPQ Visualizer v1.0.11

News, features and improvements
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https://github.com/advisories/GHSA-67hx-6x53-jw92
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®  [3080] Speed - REST API optimised for reading DFR and PQ events

®  [3088] REST API changed to public fixed interface

®  [licence ValitityPeriod check] - Improved internal interface for licence validation
B [2964] - Tab Settings - rendering improved

®  [3005] - Added function to change user rights

®  [3014] - User groups made editable

B [2943] - Measurement tree - responsivity increased

®  [3019] - Dirty management added to analysis dashboard

®  [3017] - Added dirty management to empty tabs in analysis dashboard

Security related content and adjustments

®  [3176] - The library yaml in version 2.2.1 has a CVE “GHSA-f9xv-q969-pqx4”
No implications on the customer deployment.

B [3121] - Issue with lib xml2js in versions < 0.5.0. “CVE-2023-0842"
No implications on the customer deployment.
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A. Eberle GmbH & Co. KG
Frankenstralle 160
D-90461 Nuremberg
Phone: +49911-6281080
Fax: +49 911 - 62 81 08 99

E-Mail: info@a-eberle.de
Internet: www.a-eberle.de

A. Eberle GmbH & Co. KG does not accept any liability for damage or losses of any kind arising from
printing errors or changes in this manual.

Furthermore, A. Eberle GmbH & Co. KG will not accept any liability for loss or damage of any kind
resulting from faulty equipment or devices that have been modified by the user.

Copyright 2021 A. Eberle GmbH & Co. KG

Subject to change without prior notice.
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